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MoscHuTenbHasa 3anuckKa

B XXI Beke obuiectso Haxogutca Ha 3tane mobasnbHOW MHOPMAaTU3aLUMK U KOMMbIOTEPU-
3auuu. MNoatomy Bo3pacTaeT NOTPeOHOCTb B CeuuanmcTax C BbICOKMM YPOBHEM BNafeHUs UH-
(hopMaLMOHHBIMMU KOMMNETEHLMSAMU, KOTOPblE OTBEYAIOT COLMANbHOMY 3aKasy Mo MOArOTOBKe
KBaNM(ULMPOBAHHbIX KaAPOB B 06/1aCTU CUCTEMHOIO aAMUHUCTPUPOBAHMUS.

Ha cerogHsLWHUIA feHb B KaXKAOW COBPEMEHHOW KPYMHOW KOMMNaHWW ecTb 60/bLioe Kosnye-
CTBO KOMMbIOTEPHOMN TEXHUKM U Pa3NIMYHbIX CeTeBbIX yCTPOUCTB. U ans ux 6ecnepeboiiHom pa-
60Tbl B KOMMaHUM TpebyeTcs CeTeBOM afAMWHUCTPATOP, BNAAEIOLMIN HEOOXOAMMbIMKU KOMIe-
TEHUMAMM U HaBbIKaMW.

Uenbto nporpammbl «CucteMHOE agMUHUCTPUPOBaAHUEY ABASIETCS NONMyYEHWE HavasibHbIX
HaBbIKOB M KOMMETEeHUMUIN, HEOOXOAUMBIX /151 BbINOSIHEHUS HOBOMO BMAA NPOhEeCCMOHAbHOM
fesTenbHoOCTU B cchepe aMUHUCTPUPOBAHUSA MHPOPMALIUOHHBIX CUCTEM.

[na noctuxeHWs noctaBfeHHOMN LeNu NNaHMPYETCS BbINONHEHWE ClelyloWmxX 3a4ay.

O6pasoBarenbHble:

* (DopMupoBaHWe MpeAcTaBNeHWUs O MpPUHLMNAX YCTPoWCTBA M (PYHKLMOHUPOBAHUA OT-

[ebHbIX KOMMbIOTEPOB.

* (DopmMupoBaHHWe NpeacTaBieHns 0 (PYHKLUMOHUPOBAHUK NTOKaNbHbIX CETEMN.

* (DopmMrpoBaHWE YMEHUI NO YCTAHOBKE U HAaCTPOMKe onepaLMOHHbIX CUCTEM U pa3finyHO-

ro nporpamMmmHoro obecneyeHus.
PasBuBawoume:
* MDopMUpoBaHUE U pa3BUTHE YMEHUS MOUCKA HeobxoanMo yuebHoM MHpopMaLMH.
* (MDopMHpoBaHMEe MOTMBALIMK K U3YHEHUIO Kypca.
* OpueHTMpoBaHWe OOy4YalOLWMXCA HA MCMOMb30BaHME HOBLIX TEXHOMOrMI B cthepe cu-
CTEMHOrO aAMUHUCTPUPOBAHUS.

BocnutarenbHble:

+ (DopmMupoBaHue yMeHus paboTarb Kak MHAUBUAYASIbHO, TaK W B rpynne A5 PeLeHus no-
CTaB/IEHHOM 3a4a4u.

* BocnutaHue Tpynoniobus, ynopcTea v xenaHus jobuBatbCs NOCTaBNEHHOM Lienu.

* BocnutaHue yBaXKUTE€/IbHOrO OTHOLLEHWUS K MHTENNIEKTya/lbHOMY Tpyay.

* (MopmupoBaHne MHDOPMALMOHHOM KYNbTYpbI.

MporpamMma paccynTaHa Ha yyalmxcs B Bospacte ot 12 go 16 net v He TpebyeT npegsapu-
Te/IbHbIX 3HAHWW U BXOAHOIO TECTUPOBAHMS.

3aHATMA npoBoaaTcsa B rpynnax Ao 12 yenoeek, NPOAOMIKUTENBHOCTL 3aHATUA He Gonee
45 MUHYT, 06LLaA NPOAOMKUTENBHOCTL MPOrpaMMbl pasHa 36 yacam.

HopmarueHas 6a3a

1. KoHctutyuma Poccuiickont ®Mepepaumm (npyHsTa BceHapoaHbiM ronocoBardnem 12.12.1993 ¢
U3MeHeHuaMKn, onobpeHHbiMM B Xxome obuiepoccuickoro ronocosanua 01.07.2020) — URL:
http: / /www.consultant.ru /document /cons_doc_LAW_28399 /(nara obpawerus: 10.03.2021).

2. ®epepanbHbii 3akoH ot 29.12.2012 Ne 273-d3 (pea. ot 31.07.2020) «O6 obpasosaHuu B
Poccuickoint @epepaunmns (c usm. u gon., sctyn. B cuny ¢ 01.09.2020) — URL: http:/ /www.
consultant.ru/document /cons_doc_LAW _ 140174 (nata obpawerus: 28.09.2020).

3. Macnopt HaunoHanbHoro npoekta «O6pasosaHue» (yTB. npesugvymom CoseTta npwu
MNpe3ngeHte PO no ctpaternyeckoMy pasBuTMIO M HALMOHAJIbHBIM MPOEKTaM, MPOTOKOJ OT
24.12.2018 Ne 16) — URL: / /https:/ /login.consultant.ru link ?req=doc&base=LAW&n=319
308&demo=1 (pata ob6paweHus: 10.03.2021).
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4. TocynapcteeHHas nporpamma Poccuickon @Depepaumn «Passutne obpasosaHus»
(yrBepxaeHa NoctaHoeneHunem lNpaeutensctea PO ot 26.12.2017 Ne 1642 (pepn. ot 22.02.2021)
«06 yTBEp)KAEHUM rocyaapcTeeHHon nporpammbl Poccuiickon Mepepaunn «Passutne obpa-
3oBaHua» — URL: http: //www.consultant.ru document cons_doc_LAW 286474 (pnata 06-
pawenus: 10.03.2021).

5. Crpaterusa passutua socnutaHus B Poccuiickont Mepgepaumm Ha nepuopg ao 2025 roga
(yTBepkaeHa pacnopsixkeHvem [Mpasutensctea PO ot 29.05.2015 Ne 996-p «O6 yTeepkaeHun
Crpateruun passutusa BocnutaHua B Poccuickon Pepepaumnun Ha nepuopg go 2025 ropa») —
URL: http:/ /www.consultant.ru/document/cons_doc_LAW_ 180402/ — (mata obpalue-
Hua: 10.03.2021).

6. NMpodeccroHanbHbi cTaHaapT «lleparor (neparornyeckas [eATeNbHOCTb B AOLUKOJ/b-
HOM, Haya/ibHOM 0bL1ieM, OCHOBHOM 06LLieM, cpeaHeM obuieM obpasosaHuu), (BocrnuTartesb,
yuutenb)» (pea. ot 16.06.2019 r.) (Mpukas MuHucTepcTBa Tpyaa v coumanbHom 3awmTtbl PO ot
18 oktabpsa 2013 r. N2 544H, ¢ n3MeHeHUAMM, BHECEHHbIMM MpUKa3oM MuHUcTepcTBa Tpyaa M
cousawmtbl PO ot 25 pnekabpsa 2014 r. Ne 11154 u ot 5 asrycta 2016 r. Ne 4221) — URL: //
http: / /npodcrangaprtneaarora.pd — (nara obpawenusa: 10.03.2021).

1. NpodeccuoHanbHbil ctaHaapT «lMegaror gononHUTeNIbHOro 06pa3oBaHKs AeTel 1 B3poC-
nbix» (Mpukasz Munuctepctea Tpyaa v coumanbHor 3awmtbl PO ot 5 mas 2018 r. Ne 2981 «06
yTBEp)KAEHUKU npodeccroHanbHoro craHaapra «llegaror gononHuTensHoro obpasosaHus fae-
Ter u B3pocnbix») — URL: / /https: / /profstandart.rosmintrud.ru /obshchiy-informatsionnyy-
blok /natsionalnyy-reestr-professionalnykh-standartov /reestr-professionalnykh-standartov /
index.php?ELEMENT _ID=48583 (narta obpauwenus: 10.03.2021).

8. MepepasbHbli rocyaapcTBeHHbI 0O6pa3oBaresibHbIA CTaHAAPT OCHOBHOMO obLero obpa-
30BaHuA (YTBEpXKAEH npukazoMm MuHuctepctea obpasosaHusa U Hayku Poccuiickon Depepa-
umm ot 17 pekabps 2010 r. Ne 1897) (pea. 21.12.2020) — URL: https:/ /fgos.ru (aata obpawe-
Husa: 10.03.2021).

9. MenepanbHbii roCcyaapcTBEHHbIM 0Opa3oBaTenbHbIM CTaHAapT cpeaHero obuiero obpaso-
BaHWA (yTBepXAEH npukazoM MuHuUcTepcTBa 06pasoBaHus 1 Hayku Poccuiickon Depgepauum ot
17 mas 2012 r. Ne 413) (peg. 11.12.2020) — URL: https: / /fgos.ru (nara obpawequs: 10.03.2021).

10. MeToanyeckne pekomeHOaLMKU MO CO3LAHUIO U (PYHKLMOHUPOBAHUIO LLEHTPOB Lndpo-
Boro obpa3soBaHusa «IT-ky6» (yTBepkaeHbl pacrnopsikeHunem MuHuUcTepcTBa MpOCBeLLEeHUA
Poccuickoin @epepauun ot 12 sueaps 2021 r. Ne P-5) — URL: http: / /www.consultant.ru/
document/cons_doc_LAW_374572 / (nata obpawenus: 10.03.2021).

OcCHOBHbIe NOHATUA U TEPMUHDbI

AHTUBUPYCbI — 3TO CMELUaNU3MPOBAHHbIE MPOrPaMMbI AN BbISIBNIEHUSA U YCTPAHEHUS BU-
PYCOB.

AnnapatHbit MHTepdenc — 370 cpeactea, obecneunBatoLLMe B3aUMOLENCTBUE MEXDY
YyCTpOWCTBaMM KOMMblOTEpPA.

BuUT — 3TO HanMeHbLUKIA 3NEMEHT NaMATU KOMIbIOTEPA.

BpaHamayapbl (MexXceTeBble 3KpaHbl) — 3TO C/IOXKHbIE MU MHOFO(YHKLMOHA/IbHbIE KOM-
MAIEKCbl MporpaMMm, 3agada KoTopbix — obecrneyeHre 6e30nacHOro B3aMMoOAENCTBUA CeTeM.

BupTtyanbHble MawmMHbI — 3TO MPOrPaMMHbIE KOMMbIOTEPbI, KOTOPble NPefoCTaBA0T
NO/Ib30BATESO BCE BO3MOXXHOCTH (DU3UYECKUX KOMMbIOTEPOB.

BpepnoHocHasa nporpaMma — 3T0 NpPOrpamma, Lesbio paboTbl KOTOPOU ABNSAETCS BbIMNOSI-
HEeHWe AEeWCTBUI, 3aTPYAHAIOWMX paboTy UM yLWEeMSAIoWMUX Npaea Nnosb3oBartesis, a Takke
NPUBOAALLMX K HApYLLEHUIO Ge30MacHOCTH.

3arpyska KoMnbloTepa — 3TO NOC/efoBaTesibHas 3arpy3ka nporpamMm onepauuoHHOM
CUCTEMbI U3 JO/ITOBPEMEHHOW NaMATH B ONepPaTUBHYIO NaMsATb KOMMblOTepa.
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UHTepHeT — 370 mobanbHas KOMMblOTEpPHas CeTb, KOTOpas CBA3biBaeT Mexay coboMm
MW/ITMOHbI KOMMbBIOTEPOB W CETEMN MO BCEMY MUPY.

UHdopmaumnoHHaa 6e3onacHOCTb — 3TO npouecc cobnopeHns (CoxpaHeHus) TPEx
acnekTos (atpnMbyToB) 6e30MacHOCTM: 4OCTYMHOCTU, LENOCTHOCTM U KOH(PUAEHLMABHOCTH UH-
copmaumu.

Karanor — 370 noMmeHoBaHHas COBOKYMHOCTb (haiioB U NOAKATANIOrOB.

KoMnbloTep — 370 yHMBepcanbHOe 3/1eKTPOHHOE MPOrpaMMHO-ynpaBiseMoe YCTPOWUCTBO
ansa pabotbl ¢ MHbOpMaLMEN.

KoMnbloTepHble BUpYCbl — 3TO NPOrpamMMbl, KOTOpPbIE PACMPOCTPAHAOTCA MO AOCTYMHbIM
HocuTensam 6e3 Begoma nosnb3oBaressi U HAHOCAT TOT UM MHOM yLwepb AaHHbIM NONb30BATENS.

JlormH — 3TO coyeTaHue pasfiMyHbiX CUMBOJIOB, KOTOPblE CEPBUC aCCOLMUPYET C MOJb30-
BaTesieM; MHaye roBops, 3TO MMsA MONb30BaTesNiA, NOA KOTOPbIM ero OyayT «BuAeTb» Apyrue
Nosnb30BaTesu.

JlokanbHas KOMNbOTEPHAA CE€Tb — 3TO CETb, HAXOAALLAACA Ha HeGObLIOW TePPUTOPHHM
M CNy)Kalas Ans nosb30BaHUSA OOHWMU U TEMU XKe AaHHbIMU U YC/lyraMu, KoTopas oobeguHseT
HeboNbLIOE KOMMYECTBO KOMMbIOTEPOB.

OnepauMoHHaA cucTeMa — 3TO KOMIJIEKC Mporpamm, obecrneynBaroLMx COBMECTHOE
(byHKLMOHWpPOBaHWe BCEX YCTPOWCTB KOMMbOTEPA U NPeAoCTaBNAOWMX NOb30BaTENO AOCTYN
K pecypcam KoMmmnbioTepa.

Maponb — 3T0 coyeTaHWe pasnUYHbIX CUMBOJIOB, MOATBEPKAAIOLLMX, YTO TIOTMHOM HaMe-
peBaeTcsA BOCMNOJ/Ib30BATLCA UMEHHO BRaAeneL, IormHa.

NMonHoe umsa dana — 310 NocnenoBaTeNibHO 3anMcaHHble NyTb K danny u ums darnna.

Mporpamma — 310 onucaHue Ha popManbHOM SA3bIKE, «MOHATHOM» KOMMbIOTEPY, noce-
[0BaTe/IbHOCTU AEUCTBUM, KOTOPble HEOOXOAMMO BbIMOMHUTL HAA AaHHbLIMU AN PeLleHus no-
CTaB/IEHHOM 3a4a4u.

MporpamMmMmHoe obecneyeHne — 3TO COBOKYMHOCTb BCEX MPOrpamM, npegHasHayeHHbIX
LNS BbINOSIHEHUSA HA KOMMbIOTEPE.

MporpaMMHbIi NPUHUKUN pPabOTbl KOMMbIOTEPA — 3TO COBOKYMHOCTb MPOrpamMM Ha
KOMTMblOTEpE, C MOMOLLbIO KOTOPbIX OCYLLLECTBASETCSA ero paborta.

Monb3oBaTenbckuu mHTepgenc — 310 cpeacrea, obecneunsalowine B3anMoaencTeme
yenioBeKa M KoMnbtoTepa.

MpuknagHbie nporpaMMbl — 3TO NMPOrpaMMbl, C MOMOLLbIO KOTOPbIX MOJIb30BaTeslb MO-
)KeT paboTaTb C pa3HbiMU BUAAMK MHdopMauuu, He npuberas K NPorpaMMMpOBaHUIo.

MpoTokon — 3710 Habop cornalueHui, KOTopbIi onpeaensetr obMeH AaHHbIMKU MeXay pas-
NIMYHBIMM NPOrpaMMamHm.

CepBep — 3T0 NporpamMMHOE UKW annapaTtHoe YCTPOWCTBO, KOTOPOE NPUHUMAET U OTBeYa-
€T Ha 3anpochbl, CAENAHHbIE MO KOMMbIOTEPHOW CETH.

CepBuUCHble NnporpaMmMbl — 3TO NMPOrpaMMbl-apXMBaTOPbl, aHTUBUPYCHbIE NPOrpPamMmbl,
KOMMYHUWKaLMOHHbIE NPOrpamMmbl 1 ap.

CeTeBble «4epBU» — 3TO BPeAOHOCHbIE NPOrpamMMmbl, UCMONb3YOLLUE YA3BUMOCTU B CETe-
BbiX Nporpammax. OHW pacnpocTpaHATCA MO CETH, a He C MOMOLLbIO Nepeaayun hanios.

CucrtemHbit agMuHUcTpaTop (system administrator) — 370 cneunannct, OCHOBHOWM
3af)@a4en KoToporo sensetcs obecrneyeHne WTaTHOM paboOTbl KOMMbIOTEPHON TEXHUKMU, CETU U
NporpamMMHoro obecrneyeHns B OpraH1saLmmu.

TposHCKMe KOHU — 3TO BpeJOHOCHbIE NPOrpaMMmbl, KOTOPbIE HE HAYMHAIOT AeNCTBUE Cpasy
nocnie BHeAPEHMS, a XKAYT NOMyYEeHUs KOMaHAbl M3BHE UM HACTYMNNEHWUs Kakoro-mbo cobbiTus.

MdaitnoBas cTpyKTypa — 3TO COBOKYMHOCTb (haioB Ha AMCKE Y B3aMMOCBSA3EN MEXY HUMMU.

Web-cepBep — 370 cepBep, KOTOpbIM MPUHMMAET 3anpochl OT NOJb30BaTENS U BbIAAET UM
OTBETbl — [OKYMEHT, CTPaHULY WM CaWT.
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OnucaHne matepuanbHO-TEXHUYECKOMU Oas3bl
ueHTpa uudposoro oopasosaHua aeten «IT-kKyo»

Onsa opranusaummn pabotbl IT-ky6 B pacnopsikeHun «O6 yTBepKAEHWM METOAUYECKUX pe-
KOMeHZAUMM MO CO3AaHWIo M (PYHKUMOHMPOBAHMWIO LEHTPOB UMppoBOro obpasosaHus
«IT-ky6» ot 12.02.2021 pekomeHayeTcsa cnegyowiee obopynosaHue nabopatopuu:

cUCTeMHbIN 610K B cOOpe C KOMMMEKTYIoWMMK (MaTepuHCcKan nnara, BuaeoKapTa, ceTe-
Bas Kapta, 670K MUTaHWA M T. 4.), BO3MOXHOCTb NPOM3BOAMTL COOPKY M pa3bopKy cu-
cTeMHoro 6510ka, MaHWNyNATOP TUMa Mbllb, KNaBuatypa, MOHUTOP, poyTep, KOMMYTaTop,
Kabenb «BuTas napa» B 6yxre, 06KUMHOM UHCTPYMEHT, OTBEPTKA, KOHHEKTOPbI, pa3fny-
Hble COeAMHUTESNIbHbIE MPOBOAA;

HOYTOYK (aMaroHanb 3KpaHa: He MeHee 15,6 OloMiMa, paspelleHMe 3KpaHa: He MeHee
1920x 1080 nukcenen; KoNMYECTBO aaep npoueccopa: He MeHee 4; KONMYECTBO NOTO-
KOB: He MeHee 8; 6ba3oBasn TakToBas YacTtoTa npoueccopa: He meHee 1 Tu; Makcumans-
Has TaKToBas YacToTa npoueccopa: He MeHee 2,5 'Tu; Kaw-namaTtb npoueccopa: He Me-
Hee 6 M6alT; 06bEM ycTaHOBNEHHOW OnepaTMBHOM NamAaTHU: He MeHee 8 [6alT; 0ObEM
HakonuTena SSD: He meHee 240 [6aiT; BpemMs aBTOHOMHOM paboTbl OT 6aTapeu: He Me-
Hee 6 yacos; Bec HOyTOYKa C YCTaHOBNEHHbIM aKKyMynaTopoMm: He 6onee 1,8 kr; BHeLww-
HUM uHTepdenc USB-ctaHpapta He Huke 3.0: He MeHee TPEX CBOOOAHbIX; BHELUHWN
nutepcdenc LAN (Mcnonb3oBaHue nepexonHUKOB He NPefyCMOTPEHO): HaMuue; Hanu-
unMe mMoaynel U uHTepdercoB (MCnosb3oBaHWE MEPEXOAHWKOB He MNpeayCcMOTPEHO):
VGA, HDMI;

6ecnposoaHas ceasb Wi-Fi: Hanuume c nopaepkkon ctanpapra IEEE 802.11n unu coepe-
MeHHee;

web-kamepa;

MaHMMYAATOP MblLUb;

npeaycTaHOB/EHHAs OrnepauMoHHas cuctema c rpadUyecKnM nosb3oBaTeNbCKUM MHTEP-
cdelicom, obecneunBatolan paboTy pacnpocTpaHéHHbIX 06pa3oBaTtesibHbIX M obLiecu-
CTEMHbIX NPUNIOXKEHUN;

MHTEPAKTUBHAA NaHeslb UK JOCKa.

B IT-ky6 peicTBylOT HeCKO/IbKO labopatopui, B TOM YMcie nabopartopus Ana ocyLecTene-
HUS AeATeNbHOCTM HanpasneHns «CucteMHoe agMUHUCTPUPOBaHHKEY.

JNlabopartopuu AN 3aHATUM BOMKHBI ObiTb 0OOPYAOBAHLI B COOTBETCTBUU C PACMOPSIKEHM-
eM MuHuctepctea npocselerusa Poccuiickon Mepepaunm Ne P-5 ot 12.01.2021 r.

Ha naHHoM o60opyaoBaHWM MOryT BbIMOMHATLCA NabopatopHble paboTbl No Kypcy «Cucrem-

HO€e

aOMUHUCTPUPOBAHUE», MPOBOANUTLCA OTKPbITbIE 3aHATUA, 3allUTa NPOEKTOB U T. O. C uc-

Nosb30BaHUEM MpPE3EHTaLMOHHOro 06opyaOBaHUA NpenoaaBarenv NPoBOAAT 06bACHEHWE HO-
BOro Matepuana, Np1MBOAAT NpUMepbl paboTbl NPOrpaMM U T. 4.

B conepkaHue




a7 [
CUCTEMHOE AOMUHUCTPUPOBAHMUE OBPASOBANMA METEM el T-KYE» | LE L

Naboparopus

BBOIONTHCHHE

M1a6OPATOPHELY. ODLSICHEHHEHOBOTO . .
L 06BIACHEHHE HOBOTO
JAEMOHCTPALEHSA MaTepHaa.
TIPOTPanM.

WUcnonb3osanue obopynosanus IT-ky6 npu opraHvM3aumm 3aHATUI
no Kypcy «CucteMHoe afMUHUCTPUPOBaHHE»
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CETb LEHTPOB LLU®POBOIO

OBPA3OBAHMS JETEM «IT-KYB» CUCTEMHOE AOMUHUCTPUPOBAHUE

puMepHas paboyas nporpaMma g1 opraH1M3auum
pab6oTbl N0 TeMAaTU4YECKOMY HanpaBJIEHUIO
«CnucreMHoe agMUHUCTPUPOBAHUE»

MnaHupyeMble pe3ynbraTbl 0OCBOEHUA NPOrpaMMbl 00yYalOLWMMKUCA

C OoNMCaHUEM Npoueayp UTOroBOM U NPOMEXYTOYHOM aTTecTauuu
(BkNo4Yasa NnpuMepbl KOHTPOJIbHO-OLLEHOYHbIX MaTepUuasioB
M KPUTEPUU OLLEHKH)

Kak 6b1710 HanucaHo paHee, uenbio nporpamMmmmbl «CucremHoe aAAMUHUCTPUPOBAHUE» ABNA-

eTca

nosiy4yeHme HavdasibHbiX HaBblKOB U KOMI'IGTEHLI,VIVI, HEO6XO,EI,VIMbIX AnAa BblInONIHEHNUA HOBOIO

BMAa NpocheccroHanbHOM feATenbHOCTU B chepe afMUHUCTPUPOBAHNUS MH(OPMALMOHHBIX CHU-
CTEM, OPUEHTMPYA OBYHAIOLLMXCS HA UCMO/b30BAHUE HOBbIX TEXHONOMUI B chepe CUCTEMHOIO
aAMUHUCTPUPOBAHMS.

I'InaHMpyeM blé pe3yibTaTbl 06y|-|e|-|m|

JInyHocTHbIE;

dopMrpoBaHUe YMEHUA CAMOCTOSATENbHOW AeATENbHOCTH.

dopmupoBaHue yMeHUs paboTtartb B KOMaHAe.

dopMrpoBaHME KOMMYHWKATMBHbIX HABbIKOB.

dopMrpoBaHMe HABbIKOB aHann3a U camoaHanusa.

dopmupoBaHue LeneycTpéMNeHHOCTU U YCUAYMBOCTU B NPOLIECCE TBOPYECKOM, ucche-
L0BaTe/IbCKOW paboTbl M yHeOHOW AeATENbHOCTH.

MpegmeTHble:

dopmupoBaHue NpeacTaBieHUs O NporpaMMHOM obecrnedyeHnn u ceteBom obopynosa-
HWM OpraHu3auuim.

®dopmupoBaHue nNpeacraeneHns ob yCTpOWUCTBE NepCcoHabHOMO KOMMboTepa M NMPUHLM-
ne ero paborbl.

dopMrpoBaH1e NpeacTaBieHus O NpuHUMNax paboTtbl ceTei.

®dopmrpoBaHue yMeHUI No paboTe C pa3NnyHbIM NPOrpPaMMHbIM 0becrneyeHHeM.

MeTtan PEOMETHbIE!

PopmMHrpoBaHUE YMEHUA OPUEHTUPOBATLCS B CUCTEME 3HAHWM.

dopmupoBaHue ymeHus Bblbupatb Hanbonee addeKTMBHbIE CNOCOObLI pelleHns 3agady
Ha KOMMblOTEPE B 3aBUCMMOCTU OT KOHKPETHbIX YC/TOBUM.

dopmMupoBaH1e NPUEMOB MPOEKTHOW AEATEeNIbHOCTH, BK/OYas YMEHUs BUAETb nNpobie-
My, hopMynMpoBaTb TeMy U Lieflb NPOEKTa, COCTaBNATb MNaH CBOEN AesTeNbHOCTHU, OCYy-
LLLeCTBNATb AEWUCTBUSA MO peanusauuu nnaHa, pesynbtat CBoel AeATeNbHOCTU COOTHOCUTb
C uenbto, Knaccudbuunposartb, Habnoaarb, NPOBOAMTb 3KCMEPUMEHTbI, AeNaTb BbIBOAbI U
3aK/04YEeHUA, AOKa3blBaTb, 3aLLMLLATL CBOU MAEW, OLLeHMBATb pe3y/bTaTbl CBOen paborTbi.
PopmMHrpoBaHUE YMEHUA pacnpeneneHus BpEMEHM.

®PopmMHrpoBaHUE YMEHUI YCMELIHOW CaMornpe3eHTaLu .

B conepkaHue
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CETb LEHTPOB LMOPOBOTO | i ’ 2

CUCTEMHOE AAMUHUCTPUPOBAHMUE OBPA30OBAHWSA JETEM «IT-KYE» ‘ )2 E@l
) 2

N

MnaHbl yueOHbIX 3aHATUH

Tema 1. BBepgeHue B cneumnanbHocTb. YcTpoucteo MNK

PekomeHayeMoe KOnM4eCcTBO YacoB Ha JaHHylo TeMy — 2 yaca.

MnaHupyembie pesynbrathbl

MpepmeTHble: 3HaHUA 06 OCHOBHbIX BUAAX OEATENbHOCTM CUCTEMHOrO agMUHUCTPATOpPa,
3HaHWS OCHOBHbIX YCTPOWCTB NEPCOHANIbHOrO KOMMbIOTEPA M UX (PYHKLMM; 3HAHUE OCHOBHbIX
XapaKTepPUCTHUK NEPCOHaNIbHOrO KOMMbioTepa.

MeTtanpegmeTHblie: NOHMMaHWE POJIY CUCTEMHOMO aAMUHUCTPATOPA NPWU COMPOBOXAEHMM
Pa3/IMYHbIX MPOLLECCOB, CBA3AHHbIX C UCMOJIb30BAHUEM KOMMBIOTEPHOM TEXHUKM, MOHUMaHWe
Ha3HaYeHUsA OCHOBHbIX YCTPOMCTB NEPCOHANIbHOrO KOMMbloTepa.

JINYHOCTHbBIE: NOHMMaHWe POJIM CUCTEMHOMO aAMUHUCTPATOPA U NePCOHANbHOIO KOMIMbLO-
Tepa B KU3HMU.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPEe3eHTaLMOHHOE 060pyAOBaHHME.

M3yuyeHne ycTpoWcTBa NEpPCOHaNbHOrO KOMMbIOTEPA, BbIMNOSHEHWE MpaKTUYyeckon pabo-
ol N2 1,

Kparkoe copepykaHue. BeogHoe 3aHsTHe. [poBeneHne 06s3atesibHOr0O MHCTPYKTaXKa no
TexHuKe 6e3zonacHocTu. BeeaeHue B cneunanbHOCTb.

OnpepeneHve NOHATUM «CUCTEMHbIA AAMUHUCTPATOP», «CUCTEMHOE aAMWHUCTPUPOBA-
HUe», onpeaeneHne obsa3aHHOCTEN CMCTEMHOrO agMuHuUcTpaTtopa. Mpumepbl paboTbl nepco-
Ha/IbHOrO KOMMbOTEPA B PA3/IMYHbIX Chepax XKM3HM (aTOMHasA NPOMBILLIIEHHOCTb, Pa3/iMYHble
3aBofbl U T. A.), 3HAYEHUE CUCTEMHOIO aAMUHUCTPATOPa.

OcHoBHble 3neMeHTbl KoMmrbtoTepa. KoMnoHeHTbl cucteMHoro 6s10Ka: cucteMHas nnara,
610K MWUTaHUA, LeHTpanbHbIM NPoLeccop, onepatMeHas NamsaTb, BUAEOKapTa, ceTeBas KapTta,
3BYKOBAs KapTa, XXECTKUM AWUCK, ONTUYECKUI NPUBOA U T. . MHTErpupoBaHHbIE B MATEPUHCKYHO
nnarty ycTpoWcTtea (BuaeokapTa, ceteBas KapTta). BHellHWe ycTpoWcTBa nepcoHanbHOro KoM-
nbtoTepa.

IleMoHcTpauus KomnoHeHToB cuctemHoro 6noka. OcoberHoctn cbopku MK, 3awmra He-
npaBu/ibHOM COOPKMU Ha (PU3MYECKOM YPOBHE (HannuMe crneumasnbHbiX OrpaHUYuTeNen B 3aBu-
CMMOCTM OT TUNa o0bGopyaOBaHUA, OT/IMYME pPA3MELLEHUS OrpaHUYUTENEN B Pa3fIMUHbIX TUNax
namsaT u npoueccopos). BeinonHeHne npaktnyeckoi pabotol N 1.

MpakTuueckasa pab6ora Ne 1. C6opka nepcoHanbHOro KomnbloTepa

PaboTa BbiNOMHAETCA CTPOro NoA PyKOBOACTBOM y4uTeNs, NO3TanHo. Yuutesb nepes npak-
TUYECKOW paboToi MPOBOAMT 0Bs3aTeNbHbIM MHCTPYKTAXK MO TexHuKke GeszonacHoctu. MNepeq,
Ha4asIoM BbIMOSIHEHUA PaBOTbI yUMUTENb PA3bACHAET NPUHLMM Pa3bopkr U COOPKU CUCTEMHOrO
6n0Ka, obpallas BHMMaHWe Ha waru cbopku (pasbopku). B cuctemHom 6noke gomkHa 6biTh
yCTaHOB/IeHa MaTepuHcKas nnara, 610k nutaHus (HeobxoaMMo NPoBEPUTb, YTOBbLI NPOBOA NK-
TaHMs Obl OTCOEAUHEH OT PO3ETKHM).

LWarn cbopku (NOpsaaoK MOXKET OTIMYaThCA B 3aBMCMMOCTM OT yAoOCTBa pacrnosioxeHus
C/NIOTOB Ha MaTePUHCKOM nnare):

YcraHoBKka npoueccopa (npenogasartefib AO/KEH 0OpaTMTb BHUMaHWE Ha BbiCTynatoLue
3/IeMeHTbI NpoLeccopa WKW Ha MaTepuHCKon nnarte (Ux Henb3a nospexaarb!)). Heobxoaumo
nokasarb crieuuasnbHble nasbl U (MM orpaHuuUTENn), OBBACHWUTbL, YTO BCE 3/IEMEHTbI MOAKO-
YEHMS Ha KOMMbIOTEPAX MMEIOT CrieLuasibHble OrpaHuyYmuTeNnun u(Mnum) nassl, TakMm obpasom, He-
NPaBUIbHOE MOAK/IIOYEHUE KOMMOHEHTOB APYr K APYry MCK/IOYEHO. YCTaHOBUTb MPUKUMHYIO
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nnacTuHy (B pasHbix MoaudMKaLUsAX YCTaHOBKA NPUXUMHOM NAACTUHbI OT/IMYaeTcs). YcTaHoB-
Ka LOJ/IKHA BbINOSHATLCA 6e3 ycunuiil

HaHeceHne TepmonacTtbl. AKKypaTHO HaHeCTUM AO3MPOBAHHOE KOJIMYECTBO TepMonacThbl
NIMHUEW C OOHOro Kpas npoueccopa (pekomeHayeTcs Ka)kaoe HaHeceHue nacTbl MPOM3BO-
OWTb NMOJ KOHTposieM yuuTens). HaHeceHuWe ocyliecTBnseTcs nnacTMKOBOM KapToYKoM (nna-
CTUHKOM). [1NOTHO NpUAaBMUB Kpal KapTbl, He TePSAS CU/bl HAXXMMa, NacTy HAHOCAT C/ieBa Ha-
npaso.

YcraHoBKa cucTeMbl oxnaxaeHus. Heobxoammo obpartvtb BHUMaHWe Ha crieuuanbHble oT-
BEPCTUSA HA MaTePUHCKOM nare AnsA YCTAHOBKU CUCTEMbI OX/IAXKAEHUSA, CUCTEMA CTABUTCS C He-
60/bLWINM yCUNMeM. IDTOT 3Tan peKoMeHAyeTcs AenaTtb yUYuTesnto.

BHumaHue!

lNpy nNpaKTMYecKnx 3aHATUSAX C HECKOJIbKUMMK FpynnamMv peKoMeHZyeTcs MponycTUTb
war 1—3, T. e. 3apaHee yCTAaHOBWUTb MPOLIECCOP U CUCTEMY OXJIXKAEHWUS ANS NpenoT-
BpaLLEHMA NMOBPEXAEHMA MAaTEPUHCKOW NAaThl UK NpoLeccopa.

YctaHoBKa onepatuBHoi namatu. Cnot onepatMBHOM NaMsaTU MMeeT crieuuanbHyio nepe-
MbIYKY, NO3TOMY YCTAaHOBKA APYroro BUAa NamsTM HEBO3MOXHA.

YctaHoBKa BMOEOKapTbl U 3BYKOBOM KapTbl (MpW HanuWyuu) BbINOJNIHAETCA aHaNOrM4yHO
yCTaHOBKe onepaTtMBHOM namsaTu. HykHo obpatutb BHMUMaHWe Ha TO, YTO MOC/ie YCTAHOBKM
HeobX0AMMO aKKypaTHO 3aKpernuTb KapTbl C MOMOLLbIO KPENEXHbIX BUHTOB K CUCTEMHOMY
610KYy.

YcraHoBka éctkoro gucka npuesoga DVD. Heobxogumo ycrtaHosuts npusog DVD B cu-
CTEeMHbI 610K U 3aKpenuTb ero. lMocne ycTtaHoBKKU NPOM3BOAMTCA NoaKoueHne Kabens nuta-
HMA 1 Kabena ana nepenadn AaHHbIX.

MoaknoyeHWe pasfMyHbIX Pa3beEMOB K cucTeMHoM nnate. Heobxoammo obpatutb BHUMa-
HWE Ha PYKOBOACTBO MO/b30OBaTeNIA K MATepUMHCKOW nnate ans obo3HavyeHUs npaBuiIbHOrO
MOAK/OYEHUS MPOBOAOB OT KHOMOK BKJIOUYEHUS, nepesarpy3ku komnbiotepa, USB-BxonoB Ha
cucteMHoM bnoke.

MNopknioueHne nutanus. lNocne nNpoBepku BCeX COEQUMHEHWW MOAKMOYAETCA MUTaHWE Ha
MaTepUHCKOM nnate K 670Ky nutaHus, Bugeokaptbl M ap. Ocobo Hy>KHO 06paTUTb BHUMAaHWeE
Ha coeguHeHWe cneuranbHbiX PpasbeMOB.

BknioueHne KomnbioTepa M AMarHoctuka owunbok. MNpu Henonagkax BKAOYEHMS cnegyet
06paThTb BHMMAHME Ha 3BYKOBblE CUIHasbl U/WNW COOBLLEHUS HA MOHWTOPE KOMMbtoTepa.
C uHdopMaLMOHHbIMKM MaTepuanamM1 M BUAAMK OLIMOOK npenodasaresnto HYy)KHO O3HaKOMMTb-
CSl Ha caWTe NPOM3BOAUTENA CUCTEMHOM NNaThbl.

MpoeounposaHre ownbok. Ha neMoHCTpaUMOHHOM KOMMbloTEPe HEOOXOAMMO CHATbL NPO-
LLeccop v 3anyctutb Komnbtotep. O6paTuTb BHUMaHWe Ha 3BYKOBYIO MM CBETOBYIO MHAMKALMIO
owmbKK nNpu cbopke (OTCyTCTBYET NpoLEeccop).
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CUCTEMHOE AAMUHUCTPUPOBAHMUE OBPA30OBAHWSA JETEM «IT-KYE»

Tema 2. ®annosasa cucrema

PekomeHayeMoe KonM4yecTBO YacoB Ha gaHHyio Temy — 1 yac.

NMnaHupyemMblie pesynbrathbl

MpepmeTHble: npeacTasieHre 06 obbekTax hannoBomn cuctembl, BbIpaboTKa HaBbLIKOB pa-
60TbI C hannamu.

MeTanpeameTHble: YMEHUSA U HaBblKW OpraHu3aumn annoBon CTPYKTYpPbl B JIMYHOM UH-
¢hopMauLMOHHOM NPOCTPaHCTBE.

JInyHOCTHBbIE: NOHMMaHMEe HeOOXOAMMOCTU YMOPALOYEHHOrO XPaAHEHWA COOCTBEHHbIX
NporpaMM U AaHHbIX.

O6opynoBaHue U MaTepHasbl: KOMMbIOTEP, NPe3eHTauuoHHOoe obopyaoBaHue.

Kpatkoe copepykaHue. PaccMoTpeHre oCHOBHbIX NMoHATUM (hals; npaBuna UMEHOBaHUSA
bainoB; KatanoroB; KOpPHEBOW Katasior; cainnoBas CTpyKTypa; nyTb K dainy; nonHoe ums
caina), orpaHuuyeHus B hannosbix cuctemax (Ha npumepe NTFS). BoinonHeHue npakTtuyeckom
pabotbl Ne 2,

MpakTuueckasa pabora Ne 2. CozpaHue daina

Heobxoaumo cosparb B nanke «Mou gokymeHTbl» nanky suga «Pamunus Mms Otyectso
rpynna (BBeCTW CBOMU AaHHbIE)>».

3anycTuTb TeKCTOBbIM pefnaktop «bBnokHOT» U HabpaTb B HEM CBOKO BU3UTHYIO KapTOYKY
(dpamunuio, ms, otTyecTBO, aapec WKObI, KNacc).

CoxpaHuTb HabpaHHbIM TeKcT B nanke euaa «Pamunusa Uma OtyecTso rpynna (BBectv cBom
JaHHbIE)» MOA UMEHEM «BU3MUTKA.tXt».

Cosgartb B nanke «Mou foKyMeHTbI» nanky «Mos HoBasi nankas.

Ckonupoeartb B nanky «Mosi HoBas nankas gann «BusuTKa.txty M3 nanku «Damunus Nms
OtyecTBO rpynna (BBECTM CBOM AaHHbIE)».

lNepermeHoBaTb hann BU3nUTKa.txt u3 nanku «Mosi HoBas nanka» B ann «vizitka.txt».

Ckonuposartb damnn «vizitka.txt» B nanky «®@amunus Umsa OtyecTBo rpynna (eBeavTe cBou
JaHHble)».

Onpegnenutb BpeMa co3gaHus danna «vizitka.txt» u ero pasmep B bairax.

Ypnanutb nanky euga «@amunus Mma OtyecTBo rpynna (paHee co3faHHble AaHHbIE)».

Tema 3. NporpammHoe ob6ecneueHne. OnepaumnoHHbIe CUCTEMDI

PekomeHayeMoe KO/IM4eCcTBO YacoB Ha AaHHylo TeMy — 2 yaca.

NnaHupyemMbie pesynbrarhl

NpeamMeTHbIE: NOHATUE MPOrpaMMHOro obecneyeHns NepcoHanbHOro KoMmnbloTepa M oc-
HOBHbIX €ro rpynn; 3HaHWe CYLLECTBYIOLMX Pa3/IMYHbIX ONEPaALUOHHbIX CUCTEM.

MeTanpegmeTHble: NOHMMaHWE Ha3HAYeHWUA NPOrpamMMHoOro obecneyeHUs nepcoHasibHO-
ro KomnbioTepa.

JInyHOCTHbIE: NOHWMaHWe NepPCoHaNIbHOrO KOMMbOTEPA B YXM3HWU, MOHMMAHWE Ha3Ha4YeHUs
onepaurMoHHbIX CUCTEM.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 0bopyaoBaHuUe.

Kpatkoe copepxxaHue. lNoHatne «nporpammHoe obecneyerne». Knaccudukaums npo-
rpamMmHoro obecnedenus. Mopsaaok pabotbl pasnmyHoro MO ¢ MOMeHTa 3arpy3ku KoMnbloTepa
BIOS. lNoHATHe onepaunoHHas cuctema (onpepeneHue). PacnpoctpaHEéHHble onepauyoHHbie
cucTeMbl gns nepcoHanbHbix koMnbiotepos (Windows, Linux, MacOS), onepaunoHHbie cucre-
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Mbl AN MOGUIbHbLIX ycTponcTe (Android u ap.). MNonb3oBartenbckuii MHTEPdENC onepauuoH-
HOWM cucTeMmsl. [TporpamMmmMbl-gpaneepbl, NPOrpaMMbi-yTUAKUTbI. BbinonHeHWe npakTuyeckomn pa-
60TbI Ne 3.

MpakTuueckas pabora Ne 3. YcraHoBKa onepaLMoOHHON CUCTEMDI

YcTaHOBKY OnepaumMoHHON CUCTEMbI MOXHO BbIMOJIHATL HA COBPaHHbIM KOMMbIOTEP MK Ha
BUPTyasibHylO MawuHy. MNpu opraHusaumMn 3aHATMM B HECKOJIbKUX rpynnax HeobxoamMo Wc-
nosib30BaTbh BUPTYasnbHYO MalUMHY AN Asyx U 6onee nogrpynn. BupTtyanbHas malwmHa nosso-
JIUT OQHOBPEMEHHO Ha OQHOM KOMMbOTEPE LOMOMHWUTE/IbHO 3amnycKaTb pas/iMyHble onepaLy-
OHHble CUCTEMbI, TAaKUM 0OpasoM y Kaxaoro obydatouierocs byaeTt nepcoHasnbHas BUpPTyasb-
Has MawwuHa. PekomeHgyem wucnonb3oBatb GecniatHylO WM YHWBEPCasibHYIO BUPTYasbHYO
mawmuHy Oracle VM VirtualBox. MNepen npoeeaeHneM npaktuyeckon paboTbl aHHas nporpam-
Ma A0/MKHA ObITb YCTAHOBIEHA HA KOMIMblOTEPax 0by4atoLMXca (CCbisika Ha CalT Npou3BoauTe-
na https: / /www.virtualbox.org /).

Onucanue npakmuyeckoli pabomel

HacTtpoiika BuptyanbHou mawuHbl Oracle VM VirtualBox (aanee VirtualBox)

[nsa cozgaHus BUpTyanbHOW MalmHbl HeobxoamnMo 3anycTuTb nporpammy VirtualBox (Boit-
TW B MEHIO MYCK, aanee oTKpbiTb nanky Oracle VM VirtualBox 1 3anyctute npunoxeHue).

1. Ina co3paHuns HOBOW BUPTYaNnbHOM MaLUMHbI HEOOXOAMMO HaXKaTb Ha MaHesu ynpasne-
HuA kHonky «Co3patby.

" W P -

Cozpate Hactpoute CEpocTe  3anycTuth

2. Beect ©MAa BUPTYanbHOM MalUMHbI, TUM U BEPCUIO ONEPALMOHHON CUCTeMbI (TUM U Bep-
CUIO OMepaLMOHHON CUCTEMbI BbIOUPAET yUWUTENb, MOXKET OT/IMYATLCA OT NPUBEAEHHOMN Ha pu-
cyHke). Ha 3aHaTuax npepnaraetcs ucnonb3osatb Windows (Windows 7, 10).

( — BN =)
| g '

17/ CozpaTb BMPTYaNbHYHO MaLLINHY
NV yer

Ykaxwure uma v Tun OC

MoskanyilcTa YKaHUTE MMA M MECTONONOMKEHME HOBON BUPTYaNsHON MawmHs! 1 BuibepuTe
TIN ONEPALMOHHON CUCTEME!, KOTOPYHO Bl CoBMpaeTets YCTEHOBMTL HA AAHHYID MAWKHY.
SananHoe Bamit uMa HYAST WNONhI0BATECR NNK WISHTHOUKAL A AAHHOE MAURHEL l

WUra:  Mpynna 2. Msanos Msan Msanosus |

Manxa mawukel |, Ci\Users\Andrey\VirtualBox YMs .
Tun: | Mi i ="
L [Mu'osofthdows 1 ',i*g
Bepatsi: |Windows 10 (64-bit) v

gkc-seprmﬁpe:mul{ Danee ” OTMeHa
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3. Bbibupaertca o6bém onepartveHomn namsaTu. PekomeHayetcs Bbibuparb ot 4 ['b. He peko-
MeHAayeTcs Bbibuparb BeCb 06bEM NaMsATH, MOCKOSbKY B 3TOM Clydae pabota OCHOBHOM onepa-
LMOHHOM CUCTEMbI 3HAYMTE/NIbHO 3amennsercsi, HeobXxoauMo OCTaBUTb CBOHOAHOW He Me-
Hee 4 ['b onepatuBHOM namsTH.

f B — IM

! -
k @ C0343Tb BUPTY3NbHYIO M3LLMHY

Ykaxmte 00BbeEM namatm

YiawuTte obbEn onepaTisHoit namaTi (RAM) BolaenesHsii AaHHOR BUPT yansHoR

MalwmHe,
Pexomexayemoi obuéM paser 2048 M5,
" |
— G % B
4 MB 8192 MB
Danee H QOTHeHa |

4. Hactpoiika »kéctkoro gucka. [lanee HacTpavMBaeTcs BUPTyasbHbIn XKECTKUIM auck. Co3pa-
eTCA HOBbIN KECTKMM auck dopmara VDI (VirtualBox Disk Image). Mpu Bbibope dopmara xpa-
HEHMs BbIBMpaeTCca AMHAMUYECKUIA KECTKMU ANUCK, 3TO MO3BOJIMT HA Ha4Yas/lbHOM 3Tare yMeHb-
LUMTb 3aHMMaeMblii 06bEM Ha KoMmnbloTepe. Pasmep écTtkoro aucka — 50—60 Mrabair.

5. Mocne co3fpaHua AWCKa BUMPTyasibHas MallMHa YCMEWHO MOSBUTCA B MaHenu ynpaene-
HUA.

6. HaxkaTb KypCOpPOM MbilLM HA CO3AAHHYIO BUPYTa/IbHYIO MalLMHY W BbiIOpaTb KHOMKY «Ha-
cTpouTb». B HOBOM OKHe BbIOpaTh «cUCTeMa», BO BKIa4Ke «MpoLLeccop» Bbibpatb ABa npouec-
copa, BK/OYWUTb BUPTyanu3aumio npoueccopa (yctaHoBuTb ranku Hanpotue «Bkniounts PAE/
NX» v gp.).

7. MNepenTn BO BKNAAKY «CeTb», BKAOUMTL 2-i apanTtep (HeobxoaMMo Ansi BbIMOSHEHUS
NpaKTUYeckux paboT npu nsydeHumn tembl «JlokanbHas ceTb»):

[Ananrep 1 | Anenep2 | Ananep3 | Anarmep |

[¥] exmounTs ceTesoit apantep

Tin NoAKNKHEHNS: [Bup'r yansHeM aganTep xocta v 1

MmMa: ['.ﬁrtuabox Host-Only Ethernet Adapter X ]

CoxpaHuTb HacTPOWKM.
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f 8% Oracle VM VirtualBox Menegxep | = |8 |ﬁr

®aiin  Mawwuxa Cnpaeka

T " @

Cosaate Hactpoutb COpocuTbll

S @ 06wme @ Mpesbio [
@ Beixnouexa Mma:  Mpynna 2. Meaxos WsaH MsaHoBuY ~ .
0C:  Windows 10 (84-bit)
h-' 64 M Cucrema
“"?' @ BriknioueHa OnepaTieHaa nanate: 4096 MB l'pyrma 2. UBaHoOB
MOPROOK 38rpy3KM: MAbKMIA auoK,
- ONTHYECKMI ANCK, WUBaH UBaHoBNY
rpynna 2. MBaHoB W... HKecTrmit anac
Yernoperme: VT-x/AMD-V, Nested
Paging,
MNapaeupTyanizauma
Hyper-V
@ Ancnnei
BraeonamMATL: 123 Mb

Mpadmueckii KOHTPOnnep: VBoxSVGA
Cepsep yaanénHoro auannen: BoiknoveH
3annce; Bonroyeta

Hocitenn

Kontponnep: SATA

SATA nopr O: Mpynna 2. Ueanos Mean Mearosuy, vdi (O6emmedi, 50,00 MB)
SATA nopT Li [OnTueasit npusoa] MycTo
(DJ Ayauo

Aynwonpalisep: Windows DirectSound
AyawokoHTponnep: Intel HD Audio

—

9. Bbibparb BupTyanbHbiii DVD-guck onepaunoHHoOM cucTeMmbl.

MNoxanyitcra sbiI0EpUTE BUPT yansHLI ONTHYECKIIA AMTK WK
D3Il NPUBOA ONTHYECKMX AMCKOB, COASPMALLMIT AMCK ANA
3anycka Balwei HOBOW BUPTYaNBHON MaLMHbI,

JAuck nomxeH BeiTh 3arpy30uHbIM U COAEpXKaTE AMcTpubyTus
OI'IE{IBLU"IOHHOKTI OACTEMbl, KOTOPYIO Bbl XoTHUTE YCTaHOBMUTb. ﬂ]e!CK
ByaeT aBTOMATHYECKM M3BNEYEH NP BLIKMKOYEHUN BMDTYENBHOM
MallMHbl, 0AHaK0, B Cny4ae HEOGXOII.HMOCTM, Bl MOEeTE caenateb
3TO W CaMH MCTIONL3YA MEHIO YCTPOHCTEa.

(L& am-x86-14.1-r4-k419.is0 (HenocTynen) A
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[Coznate  OBHOBMTG
Hmn

4 Attached
/b, android-x86-6.0-13.iso
4 Mot Attached
. android-x86-4.4-r5.iso
b, android-x26-9.0-r2.iso
A cm-x86-14.1-rd.iso
A cm-x86-14.1-r4-k419.is0

Bupr. pasmep

<[ I »

|nouo<nomeun = KP

Beibpate -IOCTBMbI'IYCI'bH][ Otmera ]

Bribepure daiin EMPTYanbHOO ONTUHECKOTO AUCKE
@Ov' . € JlokansHbiit guck (D:) » temp - |~l'ry l Houck: temp
Ynopagouuts ¥ Hoeaa nanka DEEI [_]:] @
Tl A
' Mma [ara nzmeHeHun Tun
= BuBauorexu
|ﬂ SW_DVD9_Win_Pro_10_20H2 64ARM Rus... 11.04.2021 7:48 Apxus WinRAR
@ Aoxymente
WNzoBpaxel
J’ Mysbika
1% Komnstotep
& NokansHel
s Joxanshbn
g Nokanensn
ca data (F:)
g data2 (G:)
& astusinov@
1. Angexc.dun:
- < it [ [
| |
Wms daiina: SW_DVDI_Win_Pro_10_20H2 64ARI [Bce aiinel BUPTYaNLHLIX ONTH v]
[ OTkpbITE I [ OtmMmeHa ]
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MoxanyiicTa sbibepuTe BUPTYanbHbIA ONTHHECKIA AUCK MAK
M3MHECKIMIA NPUBOA ONTHYECKMX AMCKOB, COAEPXaLUMIA AUCK ANA
3anycka Bawert HOBOM BUPTYansHO MaLUMHBI.

Aucxk anomkeH BuiTh 3arpysouHbIM 1 conepxaTte aucTpubyTus
OnepaLyoHHoiT cUCTeNMsl, KoTopyto Bsl XoTHTE YCTaHoBUTL. AWk
byaeT GBETOMaTUUECKM M3BNEYEH NPU BLIKNIOYEHMA BUPTYanbHOM
MaLWkHb!, 0AHBKO, B Cny4Yae HeobxoammocTw, Bol MOXKETE CaenaTo
3TO M €3MM MCNONL3YA MeHI0 YCTPOIiCTES.

[Sw_DVD9_Win_Pro_10_20H2_64ARM_Russian_Pro_Ent_EDL ¥ | [2)

[I‘Iponommm][ OTHMEHa ]

Hocutens

@ @ ®

Nobasute Cozgate  OOHOBMTB

Kima
4 Attached
/b, android-x86-6.0-13.is0
4 Mot Attached
1, android-x86-4.4-15.is0
A, android-86-9.0-r.iso
A, em-xB6-14.1-rd.iso

iso

[SW_DVD9_Win_Pro_10_20H2 64ARM Russian_Pro_Ent EDU_N_MLF -;

<|

28
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10. B nosBMBLUEMCS OKHE ABTOMAaTMYeCKM HAYHETCA YCTAaHOBKA OMEpauMOHHOM CUCTEMBI.
Mpu ycTaHOBKE CUCTEMbI BbIOMPAETCA PYCCKUM A3bIK MHTEPdENCA M pacKNadKu KiaBuatypbl.
Mpu BbibOpe KECTKOro AMCKA yKasaTb Ha MMEIOLMIACS KECTKUN OMCK, HE HaXKMMas KHOMKM
«Cozpatb» guck: A, «Dopmatuposatb» U T. .

@ olfi Yeranosxa Windows

lAe Bbl xoTUTe ycTaHoBuTe Windows?

Daiin OBuwiwi pas... CeobogHe Tun

| | 2 Hesanatoe npoctpancreo Ha aucke 50076 50076 ||

!
43 Obrnosuts S Yaanurs &/ Dopraruposare  4F Cosaare
£# 3arpyzume '_“l Pacwmpurs

Bua ona Windows

Pabota cuuTtaetcs 3aBeplUEHHOM B MOMEHT Hayana KonuposaHus aisioB onepaurMoHHOM
CUCTEMbI Ha KOMMbIOTEP.

[lns 3KOHOMWM BpEMEHM PEKOMEHAYEeTCs CO3AaTh roTOBbIM 06pas KECTKOro AUCKa AN nNpu-
MEHeHUs Ha CNefyioLLeM 3aHATUM. ITO HEOOXOAMMO, MOCKO/bKY yHalLMMCA He BCeraa yaaércs
yCTaHOBKA OMepauvoOHHOMN CUCTEMbI B TEYEHUE OHOIO YpOKa.

Tema 4. NMporpamMmHoe obecneuveHue.
OnepaumoHHasa cuctema Windows

PekomeHayeMoe KO/IM4eCcTBO YacoB Ha AaHHYo TeMy — 7 4acoB.

NnaHupyeMblie pesynbraThbl

MpepMeTHblIe: NOHATME NPOrpaMMHOro obecrneyeHUs NepCcoHanbHOrO KoMmnbloTepa M oc-
HOBHbIX €ro rpynmn; 03HaKoMJieHWe C UHTepdencoM nonb3oBartens.

MeTtanpeameTtHble: NoHMMaHWe Ha3HaYeHWUs NporpaMMHoro obecneyeHuns nepcoHasnbHo-
ro KomnbloTepa.

JIn4yHOCTHbBIE: NOHWMaHWe HEOBXOAMMOCTH MEePCOHANIbHOrO KOMMbIOTEPA B XKU3HU, MOHU-
MaHWe Ha3Ha4YeHMUs OnepaLUOHHbIX CUCTEM.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPEe3eHTaLMOHHOE 06opyAOBaHHWeE.

Kparkoe copepykaHue. [MoHaTMe «nporpammHoe obecnedeHue». [paduyeckuin uHtep-
theric nonb3oBatens, OCHOBHblE 371eMeHTbI rpacduyeckoro nHTepderca. BoinonHeHne npaktu-
yeckoro 3aHsaTva Ne 4,

PacnonoeHne ocHOBHbIX (hainoB onepaunoHHon cucteMbl. CKpbiTble ¢aiibl M nanku.
BbinonHeHue npaktuyeckoro 3aHaTUa Ne 5.

Xéctkuit gmck. M3Hoc n nonomkm kéctkmx auckos. Owmnbku B hannosoin cucteme. MNpuyu-
Hbl nossnexuns dannos FILEOO00.CHK u . a. Mporpammbl ans noucka pasfiMuHbix olwmnbOoK
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(noTepsiHHble, AedeKTHble M KnacTepbl C NepeKpecTHbIMU ccbinkamu). OTavyve nonHowm ot
CTaHOAPTHOM MPOBEPKM XEcTKoro aucka. [edparmeHTtaumsa xectkoro aucka. MHCTpyMeHTbI
aaMuHucTpupoanus K (aucnetuepsl guckos). BeinonHeHue npaktuyeckoro 3aHsaTusa Ne 6.

MpunoxkeHna n cnyxo6bl, HaunHaowme ceoto paboty npu 3anycke Windows. Onucaxue
cnyk6 pns otknoyeHusa. Ontumuzauma paboTbl CUCTEMbl, OTK/IIOYEHWE HEWUCMOJSb3YyeMbiX
cnyx6. BoinonHeHue npaktuyeckoro 3aHaTus Ne 7.

Oucnetuep 3apay. 3anyck aucnetyepa 3agad. Onucanuve dyHKunoHana nporpammbl. Onu-
caHuve BCcex BKNapok aucnetyepa 3agad. BoinonHeHne npaktuyeckoro 3aHsaTusa Ne 8.

Monutuka 6esonacHoctv. YaanéHHoe 3MeHeHue NoNuTUKKU BesonacHocTu. JlokanbHas no-
nutMKa 6esonacHocTu. Monutrka naponem, NOAUTUKA OOKUPOBKK YHETHOW 3anmcu. BoinonHe-
HWe npakTU4eckoro 3aHsaTva Ne 9,

Peectp. CrpykTypa peectpa. Pegaktop peectpa. [apametpbl peectpa. BoinonHeHue npak-
Th4eckoro 3aHaTMA Ne 10.

MpakTuueckasa pabora Ne 4. OnpepeneHne OCHOBHbIX
XapaKTePUCTUK KOMMNblOTEpPA

HeobxoaMmo HaxkaTb MpaBoM KHOMKOM MbILLKM Ha MEHIO «MYCK», Aasiee Bblbparb «CucTeMas.
B okHe MOXHO 6yaeT npouynTaTh XapaKTePUCTUKKM KOMIMblOTepa.

XapaKTepucTuKn ycTpolncTBa

Wma yerponicrea DESKTOP-JINEQKU

Ipoueccop Intel(R) Core(TM) i5 CPU 750 @
2.67GHz 2.68 GHz

OnepaTreHaa NaMaTb 4,70 T (goctynHo: 3,00 E)

ﬂ.ononHuTeanoe 3agaHue

Onpenenutb OCHOBHbIE XapaKTepUCTUKKM MOBUIbHOro TenedoHa (onepatvBHas NamsTb,
npoueccop, 06bEM BHYTPEHHEN NaMsTH).
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MpakTuueckas pabora Ne 5. Otob6pakeHune pacwmpeHui pannos

3anTtn B nanky c:\temp. (nanka moxet 6bITb Ntobas, yunTenb npeasBapuTeNnbHO B Marke
CO30a€T haisibl M NanKu C aTpMOYTOM «CKPbITbIN»).

. MS5Edge.Winl0.VirtualBox 11.04.2021 12:07 Manka ¢ daiinanie

. public_htmil 27.03.2021 10:56 Manka ¢ dasinanm

| telegramman 17.04.2021 12:37 Manxa ¢ dafinamm
:g, Auterun 06.05.2016 21:21 Ceeaenua g yer.. 1KB
Instruction 04.07.201912:07 Adobe Acrobat D... 2384 Kb
[#] Kaspersky Internet Security 07.11.2020 13:37 Apai 3KB
iR MSEdge.Winl0.VirtualBox 11.04.2021 11:47 Apxwe ZIP - WinR... 7013819KB
[ Multi-Drive(64-bit) 2202.2021 15:42 Apabix 1KB
[ Multi-Drive 2202.2021 16:27 Apnsik 1 KB
(3 Mox(64-bit) 22022021 15:42 Apawix 1 KB
™ Nox 22022021 16:27 Apnsik 1 KB
(8 Picasso Viewer 11.02.2021 19:14 Apabi 1 KB
" PicasscViewer 17.08.2019 16:22 Mpunoxenne 5309 KB
J,:‘g_, SUID 2710.201910:10 Mapamerpol koH... 1KB
@ Joxyment Microseft Office Word 28022021 15:24 Aewrysent Micros... 0 KB
|| HOBBIl TEKCTOBLIN AOKyMEHT 11.04.2021 22:56 TexcToBnili A0KYM... 1KB
Eﬂ CrpuHwote & Angexc.Qucke 07.11.2020 13:37 Apnwk 3KB

B BepxHel neBor 4acTu okHa Haxkatb «Daini» 1 BbiOpaTh NYHKT MeHto «M3MeHuTb napame-
TPpbl MANOK U NOUCKA».

!é OTKPEITb B HOBOM OKHE »

E 3anycrute Windows PowerShell L4

HameruTe NapameTprl Nanok U NOMCKa

0 Cnpaeka b
x 3akpoiTh
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CUCTEMHOE AADMUHUCTPUPOBAHMUE

B nosiemeluemMcs okHe Bbibpatb «Buay», ybparb rasnky «CKpbiBath paclumMpeHuvs Ans 3apernctpu-
pOBaHHbIX TUMNOB (hannoB», a TaKKe Bblibpatb «[lokasbiBaTb CKpbITUE haisibl, MANKKU U AUCKW».
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Mapamerpsi nanck

Obume Bua

Mowck

MNpencTasneHue nanok

Bei MoXeTe NprMernTs 3TOT BWA, (HanpuMep.,
"Tabmuua" nnu "3nauku") Ko Bcem nankam
TAKOro TMna.

I MprMeHnTL K Nankam I C6poc Biaa nanok |

JLlononHuTentHele NapaMeTps!:

Mpy eBOAS TEKETa B pexvMe "Cnincok” A
(O AsTOMaTMYECKM BBOOUTE TEKCT B NOAE NOMCKA
(@) BoloenATe GESACHHLIA GNEMEHT B CIMCKE
[¥] Crpoisato sawmuenble creTemHbIe dafinb! (pekoMeHayen
CKpbIBaTL KOHPAMK Tbl CIMAHWA NANoK
[4] Ckpoizams nycToie micku
0
. CkpbiTsie ©aiins U Nanku
® He nokaswisate CKpbITbIE Galnbl, NaNKV W KA
O Mok assiBaTe ckpbITbie PaNLI, NANKM 1 AMCKY

< >

| BoccTaHoBUTE 3HaYeHUA No YMON43aHWo

X

oK

| | Omena | | Mpymerams '

Mocne HacTpoiikn ByayT BUAHbI pacluMpeHus hanios, CKpbiTbie haisibl U Nanku.

Data 27.10.2019 10:10 Manka ¢ daiinamn

1 MSEdgeWinl0.VirtualBox 11.04.2021 12:07 Manka ¢ dainanm

1. public_htmil 27.03.2021 10:56 Manka c daiinann

Setup 18.08.2019 14:07 Manka ¢ aiinanu

|, telegramman 17.04.2021 12:37 Manka c dafnasn
4 | Autorun.inf 06.05.2016 21:21 Ceegenun gna ycr...

@ Instruction.pdf

(& Kaspersky Internet Security
MSEdge.Winl0.VirtualBox.zip
(7 Multi-Drive{s4-bit)

.

= Multi-Drive
& Mox{64-bit)

@Nax

@) Picasso Viewer

‘ PicassoViewer.exe
£ public_htmil.zip

=1 SUID.ini

£ ubuntu-20.04.2.0-desktop-amdbd.iso
&) Nokyment Microsoft Office Word.doex
|._. Heesii Tekcrossiil gokymenT.bd

(3 Cxpunworst B Angexc.ducke

04.07.2019 12:07
07.11.202013:37
11.04.2021 11:47
22002.2021 15:42
22022021 16:27
22002.2021 15:42
2202.2021 16:27
11.02.2021 19:14
17.08.2019 16:22
26,03.2021 22:26
27.10.2019 10:10
11.04.2021 12:36
28/02.2021 15:24
11.04.2021 22:56
07.11.202013:37

Adobe Acrobat D...

Apaeix

Apxug ZIP - WinR...

Apnbix
Apnwix
Apnbix
Apnex
Apneik

Mparnosenue

Apwme ZIP - WinR...

Mapamerpm koHd...

Aposse Win RAR

Hoxynent Micros...

Tekcroskiii AOKYM..,

Apneik

1KB

2384 KB
3KB
T013819Ke
1KB

1Kb

1KB

1KB

1KB

5309 KB
4535639 Kb
1KB
2809792 Kb
0 Kb

1KB

3KB
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OBPA3OBAHUSA AETEN «IT-KYB» =
2

JononHutenbHoe 3agaHue

CHATb ¢ hainioB M Nanok atpudyT «CKpbITbIA». CHATH MOXHO C MOMOLLbIO KOHTEKCTHOMO
MeH!0, BbiOpaB nanky (dann), nanee ebibpartb nyHKT «CBoKcTBaY, BKknaaka «Obwme» u

YCTaHOBUTb HEOOXOAMMBIN aTpPUOYT.

=] Cooiicrea: [lokyment Microsoft Office Word.doox

OGwwe |Eeaonacnm | TNogpotng I Mpeasiayume Bepcin |

Mpwmnoxerme: e Microsoft Office Word

Pacnanowerie: CA\Temp

Pazmep: 0 Gant
Ha gicxe: 0 Ganr
Coapan: 28 pespans 2021r., 15:24:44
Wamenen: 28 wespana 2021r., 15:24:44
Omepear: 28 pespans 2021r.. 15:24:44

€0 Boywert icrosoh Ofice iorddocx

Tun pafina; Doxyment Microsoft Office Wond {.docx)

ArpubyTer: ] Toneko yrenve 7] Crpeimeat

[ ok ][ Omen

Mpwarar e

MpakTuueckasa pabora Ne 6. luarHoctuka gucka

HeobxoanMmo HaxaTtb mpaByto KHOMKY MbiwM Ha KHomke «[lyck», Bbibparb «YnpaBneHue
AMcKaMuy». Ha Hy)>XHOM fMCKe HaXkaTb npaByto KHOMKY MbllwK 1 Bbibpatb «CBoicTas. Bbibpathb

BKnaaKy «CepBuC» M HaxKaTb KHOMKY «[poBeputb».

BesonacrocTs Mpeosigywme Bepcim
Ofwme Cepavc O6opyaosarie

Mposepra Ha Hanuyme owndor

[_— CHCTEMBI.

Doctym

MNposepka AMcKa HA HanwuLE owwbok Pafinosol

Keora

& Moosepume

B conepykanue
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MpakTuueckasa pabora Ne 7. OTknioueHune cnyx6

B noucke pagom c MeHto «[yck» BBectn cnoBo «CnyKObi» M KAMKHYTb Ha MKOHKY «Cnyx-
6bl». Haiti B cnvcke HyxHyto cnykby (cnyxb6a AaT4MKOB), KIMKHYTb MO HA3BaHMIO Cy>KObl
ABa pasa. B okHe «Ceoiictea» BbiOpaHHOM cny6bl Bbibpath TvM 3anycka «OTknoyeHa», co-
ctosHne «OcTaHOBUTLY.

Ceoiictea: CnywBa aatunkos (flokansHelii komneoTep) X

Obwwe Bxops cuctemy Boccranosneqne  3asucimocTi
Wma cnyx6ii: SensarService
Orobpaxacmoe  CnyxGa narunkos

UMA:

OnucaHue: Cnyx6a cercopos yNpaBnseT pasnmsHoiMm A
imyHKw'!ﬂMH ceHcopos. ¥Ynpaenaet MNpocTon
ppuenTaumed yeTpolicTaa (SDO) u Kypran
CeHCOPOB. 3arpyKaeT NPOCTON AaTiMK !

VcnonHrembii daiin:

C:\Windows\system32\svchost exe 4k LocalSystemNetwork Restricted p

Tun SanycKa: | O nroueHa ~
CocronHue: OcraHosneHa
Janycms OcTarosnts MpuocTaHoBUTS MpoponxuTs

Bbi moxere YKa3aTe NapamMmeTpbl 3anyCcka, NpUMEeH REMBIE NpK Sanycrke
cﬂj')l(sbl M3 3TOMQ AMaNOroBoro oKHa.

MNapameTpul 3anycKa:

QK QmvenHa . MpuMeHUTE

OctaHoBuTb cnyx6bl: «O6HapyxeHne SSDP», «YnanéHHbiii peectp».

OTKAOYMTL aBTO3aMyCK NPUIOXKEHUHN.

B nowucke pagom c meHio «lyck» BBectn cnoso «[punoxkeHus No ymonyaHuio», 3atem
CrnpaBa BHWU3Y HaXkaTb Ha TeKCT «ABTo3arpyskas. OTKNIOYMTb HEUCNONb3YEMbIE MPUSTOXKEHUS.

MpakTuueckas pa6ora Ne 8. lucneruep 3apau

3apaHue Ne 1

3anyctutb gucnetyep 3aAady C NOMOLLBIO OAHOBPEMEHHOro Haxatus knasuw: Ctrl + Alt +
Delete nnu Ctrl + Shift + Esc.

MNepentn Bo BKknaaky «[lpouecchi», HaxaTb NpaBoW KHOMKOM MbiwK Ha «[lucnetyep ouepe-
AV neyatu» v Bbibpatb «CHATL 3agady».

> =) [IMCneTyep OYEneau nedATy

Pazsepn
3anycTiTe s
CHAaTb 33834y

Mocne BbINONHEHMSA AAHHBIX AEUCTBUI «[JucneTyep oyepeam nedatu» OyaeTt 3aKpbIT.

3apaHue Ne 2

Heobxoanmo cHatb npouecc «MposoaHuks». MNocne cHATUA AaHHOM 3aaa4umn ucyesHeT pabo-
umnii cton. [1na ero BOCCTaHOBNEHUA HEOOXOAMMO B BepxHeM MeHlo HaxaTtb «®Pain», nanee
«3anycTuTb HOBYIO 3afa4y» M BBeCTH cnioBo «Explorer» u Haxatb kHomnKy «Ok». Pabounit cton
CHoOBa oTobpasuTcs.
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3apaHue Ne 3

Bo Bknagke «lMogpobHOCTU» OTCOPTUPOBATL MPUIOXKEHMS MO KOMMYECTBY 3aHMMAEMOW ore-
paTMBHOM NamsTH (Haxkae Ha cnoeo «[llamaTb...»). Haxkatb npaBoi KHOMKOM Ha Ha3BaHWe HanaeH-
HOrO MPWIOXKEHWUA U B HUCMaZaloLLeM MeHio BbibpaTb «[louck B UHTepHeTe». (Mpennoxutb yue-
HWKaM OTBETUTb Ha BOMPOC: «3a KakoM hyHKLIMOHAN OTBEYAET AaHHOE NMPUIoXKeHWe B cuctemMe?»)

[aHHbIM NpuéM no3BonseT ObICTPO Yy3HATb, KAaKoe MNPWIOXKEHWe 3aHMMaeT OOCTaTOYHO
60/1bLLIOe KOMMYECTBO PECYpPCOB, U NPU HEOOXOAUMOCTH ero yaanuTb U3 onepaTtMBHOM NamsATH
(He Hy>XHO CHWMMaTb 3apady, He yOeauBLUKMCL, YTO OHA He ABNAETCSH KPUTUUECKWU BAXKHOMU Ans
6ecnepeboitHoi paboTbl onepaLoHHOW CUCTEMDI).

MpakTuueckasa pabora Ne 9. Nonutuka 6e3zonacHocTn

Heobxogumo 3anycTuTb HacTpoiKy «JlokanbHas nosiutuka 6esonacHoctv». Beectu B no-
ncke (pagom c MeHto «[llyck») dpasy «JlokanbHas nonutka 6e30nacHOCTU» M HaxKkaTb Ha
MKOHKY. 3anyCTUTb MOXKHO C NOMOLLbIO KOMaHAbl «BbinonHuTb», BBEASA KOMaHAy «secpol.msc»
1 HaxkaB «Ok».

Mepen M3MeHEHMEM MOIMTUKK HY>KHO 3anucaTb Npeablayline 3HauyeHus K cebe B TeTpagp.

B okHe «JlokanbHas nonuTMka 6e3onacHoOCTU» OTKPbITb Nanky «MonuTMkK yyétHbix 3anu-
cei» 1 BblIbpatb NyHKT «[lonuTuKa naponemns.

i Mapamerps! BezonacHocTy
v g MoanTukn yYeTHbIX 3anuceil
@ Moawtuka naponei
>[4 Moawntnka 6n0KMPOBKM YHETHON :

BHecTn n3meHeHus B cnepytoLme HaCTPOWKMU:

* MakcumanbHbIi Cpok aencteus napons: 60 gHen.

* MuHumManbHas gnauvHa napons: 4.

* MNaponb pomkeH oteeyatb TpebOBAHUAM K CNIOXKHOCTH: BKOUEH.

MpounTatb onucaHve napameTtpa BO BKkAagke napametpa «O6bacHeHue». PekomeHayetcs
BCerga BK/OYaTb B OpraHM3aumax AaHHbIM napaMeTp, 3TO NO3BOJIUT CHU3WUTb KOJIMYECTBO He-
CaHKLMOHWPOBAHHOMO JOCTynNa K harnam nonb3osaress.

* B okHe «JlokanbHas nonuTMka 6e30MacHOCTM» OTKPbITb nanky «loAUMTUKKM YYETHBIX

3anucen» 1 Bblbparb NyHKT «[lonnMTMKa GNOKMPOBKMU YYETHBIX 3anucen». [laHHble nosu-
TMKM NO3BOJIAIOT NOBbLICUMTL He30MacHOCTb NOJb30BaTeNS.

* Bpemsa no cbpoca cuyétumkoB 610KMPOBKK: 2 (MUHYTbI). DTOT nNapameTp 6e3onacHOCTU
onpegensieT KOJMYeCTBO MUHYT, KOTOpble AO/MKHbI MPOMTU MOC/e HeyAa4YHOM MOMbITKK
BXOZA B CUCTEMY A0 TOrO, KaK CHETUMK HeyaauHbIX MonbITOK Bxoaa byaet copoweH ao 0.

* lMNoporosoe 3HauyeHne HGnokuposku: 3. MNocne TpEx NoMbITOK yy€THas 3anucb OyayT 3a-
6110KMpOBaHa Ha 2 MUHYTbI (HAaCTPOWMKa BbiLLE).

* MNponomkuntenbHOCTb BNOKUPOBKKU Y4ETHOW 3anucu: 3 (MUHYTbI). ITOT napametp 6eso-
MAcHOCTM onpeaensieT KOIMYECTBO MUHYT, B TEYEHUE KOTOPbIX YYETHAS 3anMCb OCTAETCA
3a6/10KMPOBaHHOM A0 €€ aBTOMaTUYEeCKOW Pa3bIoKMPOBKM.

BocctaHoBWTb paHee yCTaHOBNEHHbIE MOJIMTUKM.

Mpu 6noKMpoBKe YYETHOM 3anMCU MOMb30BaTeNb C NpPaBaMu aaMUHUCTPATOPa MOXET
pa36/oKMpPOBaTh YYETHYIO 3aMUCb C MOMOLLbIO YTUAUTLI «JloKasibHble NONb3oBaTeNn U
rpynnbl» (Bbibparb KomaHay «BbinonHuTby M BBECTM lusrmgr.msc; ABa pasa KAMKHYTb
Ha HYXXHYIO YYETHYIO 3annCb M CHATb hIaXkoK «3ab/I0KMPOBATb YYETHYIO 3aMUCh»).
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MpakTuueckasa pabora Ne 10. PegakTop peectpa

Ha kHonke «[Tyck» Ha)kaTb MpaByto KHOMKY MbIWK U BbIOpaTh NyHKT MeHo «BbinonHuTb».
BeecTu komaHay «regedity n Haxatb «Ok».

BHumaHue!

[aHHoe 3aaHue peKOMeHAYeTCs fenaTtb TOMIbKO Ha BUPTYasibHOW MaluuMHe, U3MeHeHue
(ymaneHve) napameTpoB peecTpa MOXET NpUBECTU K cbosiM B paboTe onepauuoHHOM
CUCTEMbI.

1-e 3apaHue. N3mMeHUTb NapameTpbl aBTO3arpy3ku NPUIOXKeHWH Yepes peecTp.

[pokTn no cnepytowemy nyTu:

HKEY _CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\Run (ana Tte-
KyLLero nonb3oBarens) W ypanutb 3anyck npunoxeHus «Onedrive». lNocne ypganeHua Ha-
CTPOWKM MPUNOXKeHWe He ByaeT 3arpy>KarbCcs NMpu 3amnycke CUCTEMbI.

®aiin  Mpaska Bup Ws6pannoe Cnpaeka
Komnetorep\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

RADAR A Winas Tun 3HaueHue

:"no iy "] (Mo ymonuanuo) REG_SZ (3HauyeHWe He NPUCBOEHD)

Sl.lﬂ s ab| Firefox Browser  REG_SZ Ci\Firefox\X-Firefox.exe

i 3 OneDrive | REG SZ "C:\Users\andré\AppData\Loca Microsoft\OneDri...
SearchSettings i

Sec Ufity a nd Mai ntenance Mzmenute AEOHMYHBIE J3HHBIE...

SettingSync Yaanute

Mporpammbl, KOTopble 3arpy>KaloTcs A5 BCEeX MONb30BaTesien, yKasaHbl Mo cieayowemy
nytv: HKEY LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\Run

2-e 3afaHuve. Bkniountb cekyHapl Ha yacax «[laHenu 3apau».

Mpovitn no nyTu: HKEY_CURRENT_USER\ SOFTWARE\Microsoft\Windows\
CurrentVersion\ Explorer\ Advanced.

Haxxatb npasoi KHomKoM Mbilwmn no Bknaake Advanced, eoibpatb «Co3natb», nanee «Mapa-
metp DWORD (32 6urta)». NepenmeHosats cosaaHHbiv napameTp B ShowSecondsInSystemClock
M M3MeHUTb ero napameTp (Beectu 3HadeHne 00000001).

MNMocne nepesarpysku y 4acoB NOABAATLCA CEKYHAbI:

21:34:46
25.04.2021

T ) PYC

Tema 5. OnepaumoHHas cuctema. YY€THaA 3anuchb Nosb3oBaTens

PekomenayemMoe konmMyecTBO YacoB Ha faHHyto Temy — 1 yac.

MnaHupyembie pesynbrathbl

MpepmeTHbIe: NOHATUE «NPOrpaMMHOe obecneyeHne NepcoHanbHOro KOMMboTePa» M OC-
HOBHbIX €ro rpynmn; O3HaKOMJ/IEHWE C MOHATUEM «Y4ETHAs 3anucCb NOMb30OBATENS».

MeTanpeameTHbie: NOHMMaHKWE Ha3HaYeHUsi NPOrpaMMHOro obecneyeHns NepcoHasbHoO-
ro KoMmnbioTepa.

JInuHOCTHbBIE: NOHMMaHWe HeoHXOAMMOCTU NepPCOHaNbHOMO KOMMbIOTEPA B XKWU3HM, MOHU-
MaHWe Ha3Ha4YeHWs onepaLMOHHbIX CUCTEM.

O6opynoBaHue U MaTepHuanbl: KOMMNbIOTEP, NPe3eHTaLMOHHOe obopynoBaHuUe.
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Kpatkoe copepykaHue. Onpegeneruns «3awmra nHdopmaummn», «mHdpopMmaumMoHHas beso-
nacHocTb». MeToapl 4OCTyNa K 3alm,aeMon MHcopmaumm (naposib, roaoc, No oTneyarky nasb-
ua U T. n.). Y4étHaa 3anucb NO3BOJIAET 3aLMUTUTL NEPCOHAsbHbIE AAHHbIE OT APYrUX NONb30Ba-
Tenen Kkomnbtotepa. BoinonHeHWe npaktuyeckon pabotbl Ne 11.

MpakTuueckasa pabora Ne 11. CozpgaHue yuéTHOM 3anucu

TeopeTtuyeckas yactb. B niobol coBpeMeHHOM onepauuoHHON CMCTEME BO3MOKHO CO34a-
HWe Y4YE€THbIX 3anucer. B onepaunoHHOM cucTeMe BO3MOXHO CO34aBaTb YYETHble 3anucu C
pasnnyHbIMKU NpaBamMu goctyna. [lo ymonyaHuio ecTb Tpu TMNA YHETHbIX 3anucen: aaMUHUCTPaA-
TUBHas, obbluHas, roctesas. PekomeHayeTtcs pabortatb nog O0ObIYHOM YYETHOM 3anuUCbio, AaH-
HOEe OrpaHuyeHue Mo3BOJSIMT BaM U30eXKaTb Pas/IMYHbIX XaKePCKMX aTak Ha Ball KOMMboTep,
CNY4YaMHOro yaaneHusa BaXKHbIX CUCTEMHbIX (haiioB M MO3BOJIMT 3aLUMUTUTb JIMYHYIO MHDOpMa-
LUMIO OT ApYrux nosnb3oBaTtesied KomnbtoTepa. [lon y4€THOM 3anucbio ¢ NpaBamMy afMUHUCTpaA-
Topa pekoMeHayeTcs paboTtatb TO/IbKO MPU YCTaHOBKE NPOrpamMMHoro obecnedeHus.

MpakTnyeckas yactb. s co3gaHna yy€THOM 3anmMcu HeobXoaMMO OTKPbITL BKIaAKy «[Ma-
pameTpbl», 3aTeM BblOpaTb «YuéTHble 3anucu». Co3naétca nokanbHas y4éTHasa 3anuch 6es uc-
NONb30BaHMSA YY4ETHbIX faHHbIX B ceTu MHTepHeT cepeucos Microsoft.

@ Cnasuan Cembsi 1 Apyrne nonb3oBaTenu

Haftm napamerp 0

,ﬂ,pyrm e Nonb3oearenu

ylflETHbl“.“ 3anucuK pa.?.pE‘LLIIJ‘ITE MNoONLZOBATENAM, HE BKNKUEHHBIM B CEMbID,
BXOAWTL B CUCTEMY C NOMOLLBED WX YUETHBIX 3anuceil. 370
He OyaeT 02HauaTh WX A00AENEHNE E CEMEHD.

Q}. BapwaHTel EXOAS

JLOCTYN K yUETHOR 3ANUCH MECTa paBoTs! T AoBaenTs NonL30BaTENA ANA TOTO KOMMLIOTEPA
uau yuefmom ZaeefeHuA

fQ‘., KCEMI:H W ARYT1E NoNe20EaTENIN
L

Hactpoute KMOCK

Haxkatb Ha CCblIIKY «Y MeHs HeT OaHHbIX 014 BXo4a...»

ba’lEI(T_DOHi'"-?.FI Mmo4Ta MAM TENEQOH

¥ MEHA HET AaHHbIX AAA BXOAS 3TOMD YeNoBexKa.

Mpy nosBreHWM OKHa CO3AaHWA YYETHOM 3anucu Heobxoammo Bbibpatb «[lobaBuTb nosb-
3oBarensa 6e3 yuétHon 3anucu Microsofts.

CoszpaHue y‘-IETHOIFI 3anucun

proverka@example.com

Wenonezoearte HoMmep TenedoHa

MonyunTs HOBEIA 3APEC INEKTPOHHOM NOYTSI

| loBaeuT noaL20eaTens 6ez yueTHOMN 2anmcu

Mafikpocodr
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Mocne HEO6XO,EI.VIMO BBECTU AaHHbIE€ NOJZIb30OBaTENA.

Co3aatb Nnonb3oBaTens 4nd 3T0ro KOMMNBHOTERA

Ecnu BbI XOTUTE MCNONL30BATL naponb - Buﬁepme UTO-TO, UTO BaM 3aNOMHWTCA Nerko, a
ADYFvM BYAET CAGKHO YraaaTh.

Kto Gyaer ncnonbsoBatb AaHHbIA KOMNbOTER?

‘ WeaHoe Weax MeaHosuy I

ObecneybTe 6e30NacHOCTh.

[+

lNocne 3Toro BbIMTU U3 CUCTEMBI U 3aUTH NOJ, HOBLIM NoJsib3oBateneM. 1o ymonyaHuto nonb-
30Baresib CO34aETCA C 0ObIYHBIMM (HE aAAMUHUCTPATUBHBIMMK) NPaBamu.

AOHOHHMTeanbIe 3agaHuA

1. Co3pgaHHOM Y4ETHOM 3anMCK YCTaHOBUTb NpaBa aAMUHUCTpATopa.
2. 3MeHUTb Naposnb Ans BXOAa CO34aHHOM YHETHOM 3anucu.

Tema 6. Tunbl nporpamMmmHoro obecneueHus. [ipansepa

PekomeHnayeMoe konM4ecTBO YacoB Ha faHHylo Temy — 1 yac.

MnaHupyembie pesynbraTthbl

MpepMeTHbIE: NOHATHE «NPOrpaMMHOe obecrneyeHne NePCoHaNbHOro KOMMbloTEPa» M OC-
HOBHbIX €ro rpymnn; O3HaKOM/IEHUE C MOHATUEM «AparBepP».

MeTtanpeameTtHble: NoHMMaHWe Ha3HaYeHWUs NporpaMMHoro obecneyeHuns nNepcoHasnbHo-
ro KomnbloTepa.

JInyHOCTHbBIE: NOHMMaHWe HeOBXOAMMOCTU NepPCOHaNbHOMO KOMMbIOTEPA B XKWU3HM, MOHU-
MaHWe Ha3Ha4YyeHUs OMnepaLMOHHbIX CUCTEM.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 060pyAOBaHHE.

Kpatkoe copepxxaHue. OnpeneneHune «apaneep». BapuaHTbl yctaHoBKM apaiBepoB: aB-
TOMaruMyeckas HacTporka (C MOMOLLbIO OMepaLMOHHON CUCTEMBI, C MOMOLLbIO CreuManbHbIX
nporpamm, py4yHas yCTaHOBKa ApanBepoB (CKaunBaHue Yepes cauT)). HepocTtatok ctaHaapTHbIX
(yH1BepcanbHbix) ApaviBepoB. PekomeHaaummn no nocnefoBateslbHOCTU YCTaHOBKWU ApanBepoB
(umncet u ppyrue KomnoHeHTbl MatepuHckon nnatbl (USB, Ethernet u gp.), ayanokoHTponnep,
BUAEOKOHTPO/IEP, BHELLHME YCTPOMCTBA). BbinonHeHWe npaktuyeckon pabotbl Ne 12,

MpakTuueckasa pabora Ne12. YcraHoBKa apaiBepa

Yuawmecs 3anyckaloT BUPTyasibHYlO MalUMHY C YCTaHOBJIEHHOM OMNepaulyMoOHHOM CUCTEMOM.
[lns ycKopeHus BbINONHEHUSA NPAaKTUYECKOW paboTbl pEKOMEHAYETCA 3arpy3uTb BCE Nporpamm-
Hoe obecreyeHne Ha SIOKanbHbIM CEPBEP, UM HA KOMMbIOTEPbI 0OYYaIOLMXCS, UKW HA BUPTY-
aJIbHYIO MaLUMHY.

PaccmotpeTb aBa cnocoba ycTaHOBKM NMPOrpaMMHOro obecneyeHus.

Mepebiit cnocob. C nomoLbio «JMcnetyepa yCTponcTe».

MNpu ycTaHoBKe ApaiBepoB ¢ nomoLblo «[ucnetyepa ycTponcTe» onepauuoHHasa cuctema
ABTOMATUYECKWU MPOU3BOAUT NMOUCK U YCTAHOBKY ApaniBepoB.
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Heobxogumo 3ait B Aucretyep YCTPOMCTB C rnomolublo MeHo «[lyck». Haxkatb npasow

KHOMKOM MbIwK Ha «[yck» v Bbibparb «[ucnetyep yCcTponcTe».

MpuaoseHus W BOTLIORHOCTH

Ynpasnenne anesTponnTannem

ITpocmoTp cobbimuia
Cucrema

Amcneruep ycrpoicre
Ceresrie nNogKNIo IeHHA
Ynpasnenwe gaccammn
¥npasnenue xomnsoTepom

Windows PowerShell

Windows PowerShell (aamunucrpatop)

Ancneruep 3apay
Mapamerpm
MNpoeogrux
Haiitn

Branonmmrs

Jasepiucrne paboTol MK BLXOA N3 CHCTEMB

Pabouni cton

Haxkatb npaBoi KHOMKOW MbIlM MO HEOOXOAUMOMY YCTPOMCTBY U BbibpaTb MyHKT «O6HO-

BUTb ApanBep».

l Aucneruep yerpoiicre
®aiin  fdeiicrene Bua Cnpaexa

¢ DE HEHR P EX®

v M DESKTOP-JINEQKU
3 as DVD-guickoBoas! 4 AMCKOBOAL! KOMNAKT-AUCKOS
» & Ayanoexoast v ayaMoELIXOA!
b @ barapeun
» 3 Buacoaganrepe
y [ Harumrn
5w AMCKOBLIE yCTPOCTER
» il 3oykoouie, MrpoBLIE M BUACOYCTPORCTED
» B2 Knasuarypsi
» EH Komnorotep
> =@ Kowtpoanepu IDE ATA/ATAPI
§ Kontponnepw: USB
G KoHTpoanepb! 3anNoMUHBIOWMK YCTRONCTS
> [ Monutopni
@ Moiwm n urbie ykasbisarowme ycrpoiicTea
» = Ouepean nevartu
& Moprs (COM u LPT)
B Nporpamunsie yarpoficrea
» [ Npoueccoper
» [ Ceresbie aganTepbi
> @ Cucremnmie yerpolicrsa

> (i Yorpoiterea HID (Human Interface Devices)
v Wl Ycrpoiicrea namami

Wil Moayne na
L O6roouTo apaiisep

OrrAKOUNTE YCTROMCTED

Mposepxa Ha Hanuume usn ¥panute yerpoiicteo

O6HOBUTL KoHDUrypaumuo oBopyaAnBaHNa

Cooficisa
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B OGnosums apaiisepes — Magyns namam
KaK ool X0TUTE NpoBecTr NOVCK Apaioepon?
— AeTomaTtuueckuii nouck Apalieepoe
Windows ERNOAHNT NGO CNTHMAREHOMD ,1;!3'—1 SEpa HA KCMNZOTEDE W YCTAHOENT €70 Ha }'CTpCi‘ICTE 0.
—> Haiitu Apafisepel Ha 3TOM KoMNsOTEpe
Mownex n ycranonca apaisepa epysmyo.
Oriena

Bropoit cnocob. YctaHoBKa € NOMOLLbIO CreuuanbHOM NporpaMMbl.
B HacToAwee Bpems nonynspHbiMU npunoxkeHuamu senatotca «DriverPack Solution» u

«DevIDy».
Ckavatb nporpammy yctaHoBku «DriverPack Solution» ¢ caita u npoBectu yctaHOBKY
Apaneepos. Bbibpatb pexkum akcnepra.

%1 DriverPack

Mpepnaraio 06HOBUTL
BCe ApanBepbl U
YCKOPUTb KOMMNbIOTEP

fl — ronocoson nomowmxnk DriverPack!

BMecTe Mkl HACTPOMM BaLL KOMNBIOTEP, UTOGKI
Bce GbIcTPO M XopowWwo pabotano

Pewomeunyerca
Ok, HEUBTL YETBHOBKY

| Har, guifipars uTo-1o G

4

Bbibpatb HeobxoauMble apariBepa M HaxKaTb KHOMKY «YCTaHOBUTb BCE».

BHumaHue!

Mpu ycTaHoBKe ApaiBepoB HEOOXOAMMO CHATb rafiku 3anpeTta Ha YCTaHOBKY CTOPOHHE-
ro nporpamMmmHoro obecrieyeHus (oHo 6e3onacHo A5 UCMOMb30BaHMS).
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[paieepbl AN AaHHOro KoMnbloTepa

@ veraomuts aee (2)
i

OGHOBNEHWS APARBEPOs

Kontponnep Generic
Massstorage

Ganerc disk drive

Ofroanenne
100105940

Morutop Generic Driver OfHoanesme %
Lo 6106235224 bl

HpefisepHeie yTuanTel

o
@ YCTaHOBMTh BCE (2]
i L4

p,OHOﬂHVITEﬂbHoe 3aaaHue.

TpeTtun cnocob. YctaHoBKa apansepos npoussoautens obopyanosaHusa. [daHHbIM crio-
cob yacTo npegnoyTMTesibHEE NPU MEPBOM HACTPOMKE KOMMbIOTEPA, TaK KaK MO3BOMMUT
rapaHTMPOBAHHO YCTAaHOBUTbL BECb NepeyeHb HeOOXOANMbIX ApalBepoB 1 U3bexarb Cu-
CTEMHbIX OLIMOOK.

YcTaHOBWUTb KOMMNEKT AparBEPOB OT BUPTYasIbHOM MalUWHbI HA BUPTYasibHbIM KOMMbiOTEP.

Tema 7. NporpammHoe obecneueHue.
CucrtemHoe nporpamMmHoe obecneuyeHue

PekomeHayeMoe KOM4eCcTBO YacoB Ha JaHHYo TeMy — 6 Yacos.

MnaHupyembie pesynbraTbi

MpepmeTHble: NOHATME NpPOrpamMMHOro obecrnedyeHUs NepCcoHaNbHOro KoMMbioTepa M oc-
HOBHbIX €ro rpyrnmn; O3HAaKOMJIEHWE C NMOHSATUEM «LpanBep».

MeTtanpeameTHblie: NOHWMaHWe CUCTEMHOMO MPOrPaMMHOro obecneyeHus nNepcoHasibHo-
ro KomnbloTepa.

JINYHOCTHbBIE: NOHMMaHWe HeobX0AMMOCTH NEPCOHANIbHOrO KOMMbIOTEPA B »KU3HMW, MOHU-
MaHWe 3Ha4YMMOCTH CliefytoLMX MPOrpamMMm: apxmMBaTop, aHTUBUPYC, charepBon.

O6opynoBaHue U MaTepuasnbl: KOMMbIOTEP, NPe3eHTaLUMoHHOe 0bopyaoBaHHe.

Kparkoe copepykaHue. [NporpammHoe obecneyerne. Knaccudumkaums nporpamMHoOro
obecneuyeHuns: CUCTEMHOEe NporpaMmMHoe obecreyeHue, NpuknagHoe nporpamMmmHoe obecneye-
HWe, CUCTeMbl NporpamMmupoBaHus. JluueHsmposaHue nporpamMmmHoro obecnedenus. Cucrem-
Hoe nporpamMmMHoe obecneuyeHune. Onpegenenue. MNpumepsbl NporpamMmmHoro obecnevyeHus (ap-
XWBaTOpPbl, aHTUBUPYCbI, haiIOBble MEHEAXKEPbI, KOAEKU U Ap.).

ApxusupoBanue cdannos. OnpeneneHve «cxatve AaHHbix». Cxkatue C notepsamu, cxatue
6e3 notepb. Cxkate cnocobom koamposaHus cepui (RLE). Mporpammbl ansa cxxatus dainos
6e3 notepb («Winrar», «7-zip» v ap.). BoinonHeHue npaktnyeckomn pabotbl Ne 13.
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MoHsTne «komek». MpuHumn pabotbl KogeKka. MNprMMepbl CpaBHEHWMI HECKOIbKMX KOLEKOB.
BbinonHeHue npaktnyeckon pabotbl Ne 14,

MNMoHsTue «Bupyc». Mocneacteuns supyca ana komnototepa. Knaccudgukaums supycos. Cno-
cobbl pacnpocTpaHeHus. Metoapbl 60pbbbl € BUpycamu (y4E€THas 3anvch Nonb3oBartesis ¢ 0ObIy-
HbIMK MpaBamu, aHTMBMpYyc). HasHauyeHue aHTuBMpyca. O630p aHTMBMpYycoB. BbinonHexue
npakTuyeckomn pabotsl Ne 15,

BpaHamayap. MpuHumn pabotbl 6paHaMayapa (npaeunia Bxoaawero Tpadmvka, npasmna uc-
xogasaulero TpaduKa, npasuna 6e3onacHoOCTM coeanHeHus).

BbinonHeHue npaktuueckon pabotbl Ne 16.

PesepsHoe konvposaHue. HazHaueHune pesepeHoro konuposaHus. O63op nporpamm ans
pe3epBHOro KonupoBaHus. PyyHoe 1 aBToMaTMyeckoe KonMpoBaHWe AaHHbIX. TUMbl pe3epBHO-
ro KonuposaHus (nonHoe, auddepeHunanbHoe, MHKPeMeHTHoe). MecTo XxpaHeHu s pe3epBHbIX
Konuit (dbuanyeckuit Hocutenb, obnadHoe xpanunuuie). MNporpammbl onsa pesepsuMpoOBaHUS
onepaurMoHHOW CUCTEMBI.

Mpumepbl nporpamm: Cobian Backup, COMODO Backup, HDClone Free Edition, Paragon
Backup & Recovery, Clonezilla, auck o: (ot mail.ru), AHpekc.amck. BeinonHeHue npakTuyeckon
pabotbl Ne 17.

BoccraHoBneHve ypanéHHbix cdamnnos. lNpuHUMn «ypaneHusa» caina c >XECTKOro AucKa.
BocctaHoBneHne hannoB ¢ NoMoLbio cneuuasnbHbiX nporpamMM. BbinonHeHe npakTuyeckom
pabotbl Ne 18.

MpakTtuueckasa pabora Ne 13. Pabora c apxusatopom

CozpaHuve apxvBa cpeacTBaMu onepaLUoHHON CUCTEMBI.

Mo ymonuyanuio B cuctemy Windows BcTpoeH apxvBatop gopmara zip. Ons cxatus danna
HeobXxoAMMO HaKaTb NPaBOW KHOMKOMN MblluK Ha Heobxoaumom daiine (nanke) u, Haxas «OT-
NpaeuTby», BbIOPaTh U3 371eMeHTOB NnosBuBLUerocs MeHto «Cxkaran zip-nankas.

OtKpuiTE
MNevars
MzmenuTs

MNpogepxa ¢ ucnonssosanmnem Microsoft Defender...

OTnpaenTs

OTKpBITE C NOMOLLBKO

MpeaocTaeuTs gocTyn K
Boccranoeunte NPEXHION BEPCHD

Omnpasuts =7 Appecar

Beipezats & Aoxymenter
4 NMomyuarens pakca

Kenupogats

21 Pabounii cron (cozgate apneix)
Co3gate apanik ¥
7, Gwkaran ZIP-nanka

Yaanute
& 9 Yerporicteo Bluetooth

Mepenmenosats

CeoiicTea

B nanke (B npumepe Ha paboyem cTosnie) NoABUTCA apxuB test.zip.
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Insa n3eneyeruns dannos HeoOXOAMMO HaXKaTb MPABOM KHOMKOW MbIlM HA HEOOXOAUMOM
danne (nanke) v Boibpatb «M3Bneyb Bee...».

Mporpammbl cTOpoHHUX npoussogutenien. OgHa M3 cambix NOMyAAPHbLIX GecnnatHbiX Npo-
rpamMm no pabote C apxvMBamu «7-zip».

YctaHoBKa nporpamMmmbl NpoxoauT B ABa wara: 1. Beibpatb mecTo yctaHoBKM (BbiOMpaTh He
obs3aTtenbHo) U Haxkatb KHOMKY «Instally, no 3aBeplueHnn yctaHoBKM HaxaTtb KHomKy «Close».

7-Zip 19.00 Setup X 7-Zip 19.00 Setup X
Destination folder: Destination folder:
lc:--Prog.ram Files\7-Zip\
7-Jp 19.001s installed
==
Cancel . Close Cancel

2. PekomeHayeTcs Npou3BECTU HAaCTPOMKY nporpaMmbl. OTKpbITb NPOrpaMmy Yepes MeHto
«MNyck» (HasBaHuWe nporpammsbl «7-zip file manager»). 3antn B meHio «Cepsucy», nanee «Ha-
CTPOMKU».

&3 7-zip
®aiin Mpaska Bua MWsbpannoe Cepeuc  Cnpaska
% = < Hacrpoiiky...
Aobasuts WMzeneus  Tectwp Tectuposanue f
T

[anee otkpbiTb BKNagKy «CructemMas M HaxkaTb KHOMKY «+», Nocsie HaXkaTusa KHOMKKW Hanpo-
TUB Kaxkporo dainna nosiBUTbCA HAAMUCh «7-zip», Ha)kaTb KHOMKy «[pumeHuTby». Tenepb Bce
apxuBbl 6yayT OTKPbIBATLCA NPOrpaMMon «7-zip».

Hacrpofiku ? X
Cuctema 7-Zp Mankw Pepakrop Hactpoiiku  Asex
AccowupoBat 7-Z2ip ¢ daRnaMIA’
(== .
Tun andre Bce nonszosatenu Ly
@7 7-Zp
(Baip 7-Zp CompressedFolder
(Brer 7-2p
o L CTora 0 sl b SN PP AL D G SN, S
A e 0%~ N N v s P N N
tgz TEp 7-Zip
(Bhpz ¥-dip o
(RE] - - .
OK Onvena MNpumerims Cnpaska

Co3,u,aHv1e M pacCrnakoBKa apxuBa nNpou3BoaAUTCA aHa/IOTMYHO, KaK MpHU MUCNOJ1b30BaHUU

BCTPOEHHOrO npunoxeHus. na cxatma ganna HeobXoaMMO HaXKaTb MPaBOM KHOMKOMW MbILIK
Ha Hy>XHbIW hain (Nanky) u HaxkaTb «7-zip», BbibpaTb U3 noseuBLIErocs MeHto «[1obaBuTb K...».

MNporpamma «7-zip» (Kak U MHOrMe CTOPOHHWE NPOrpammbl) UMEET MHOXECTBO LOMOJIHU-
TeNIbHbIX HAaCTPOEeK Npu cxatuu cannos. [peanoxnTb y4eHMKaM 03HAKOMUTLCS CAMOCTOSITE b-
HO C OCTaslbHbIM (hYHKLIMOHA/IOM MPOrpaMMbl.
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MpakTuueckasa pabora Ne 14. NakeTt koaekos

YctaHoButb naxket kogekos «K-Lite Codec Packs».

Ckauatb c caiTa Npov3BOAUTENS WK 3arpy3vTb KOLEKU U3 LUKOJIbHOW CETU U YCTAHOBUTb
kogeku Ha [MK. Mpu ycTaHoBKe He HYXXHO BbIOUpaTb NPUKNagHoOe nporpaMMHoe obecneyeHuve
(6paysep u ap.).

MpakTuueckasa pabora Ne 15. Pab6ora c aHTUBUpPYCOM

Hactb 1. [lpoBepuTb HaCTPOMKK BCTPOEHHOrO aHTMBMPYCa.

B Windows yxe ecTb BCTpoeHHOE aHTMBUPYCHOE NpunoxxeHue. OTKpbITb aHTUBUPYC MOXKHO
C MOMOLLbIO MEHIO NMOMUCKa. [11A 3TOro Hy>KHO BBECTU B NMOUCKe «3aluuta» 1 BblbpaTth «3awumTa
OT BUPYCOB U Yrpo3».

JNyuwlee cooTBeTCTBME

" 3aluuTa OT BUPYCOB W Yrpo3
T1apamMeTpbl cHcTeMb!

AT AT LAV AV Y S SR Y T e S S R,
SRS TTT  1  TE  N e, SO N T W
£ sawwtd

HaxkaTb KHOMKY «YnpaBneHWe HacTpoOMKaMm».

%% ﬂapamerpbl 3auliTbl OT BUPYCOB U APYIWX Yrpos

Hukakux aencresmni He TpedyeTtca.

Ynpaenenuwe HacTporikamu

MpoBepuTb, YTO6bLI aHTUBMPYC Obli BKAOYEH. ECnM aHTUBMPYC BbIKIIOYEH, BEPOATHO, Ha
YCTPOUCTBE CTOWUT aHTMBMPYC APYroro MNpov3BoAMTENs MporpamMHoro obecnedenus. Ecaum
LAPYroro aHTMBMpYCa He YCTaHOBNEHO M aHTUBMpPYC OT Microsoft He BktoYaeTcs, TO peKoOMeH-
ZyeTcsa NpoBepuTb CUCTEMY C MOMOLLBIO CreunanbHbiX BEPCUM aHTUBUMPYCOB, KOTOpble 3arpy-
XaroTcs ¢ aucka (nawwku), MUHYS onepaurMoHHYIO CUCTEMY YCTPOWCTBA.

3awurta B pexume peanbHOro BpemMeHun

OBHaPYXUBAET U OCTAHABNMBALET YCTAHOBKY WK 3aNYCK BPEAOHOCHEIX
nporpaMm Ha Ballem ycrpoﬁase. MOXHO Ha KOpOTKOE Epema OTKAUNTE
3TOT NapameTp, Nocae JYero oH 6YAeT CHOBa BKAHUEH aBTOMATHUECK M.

@D s

ObnayHas sawmTa

ObecneuMBaeT YAYULWEHHYH W YCKOPEHHYHO 3alMTy baarodapa AocTyny K
HUBEAWWM AaHHbIM O 3awpie B 06axe. [ HavnnyJWweio pesyasiaia
PEKOMEHAYETCA BKAIOYMTL GYHKUMIO 8BTOMATHYECKOH OTNPaBKu
oBpazuce.

@ s
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Yactb 2. poBepuTb CUCTEMY HA HaNW4YMe BUPYCOB.
Hy>kHO BepHYTbCS B NpeablayLiMe HaCTOMKK M BbibpaTb «llapameTpbl cKaHUpoOBaHUS».

bbicTpas npoBepka

MapameTpbl CKaHMPOBaHWA
PazpewenHsle yrpozs

XKypHan 3auThl

Bbibpatb «BbicTpoe ckaHMpoBaHue» 1 3anycTuTb NpoBepkKy (Haxkas «BbinonHWTb ckaHmpo-
BaHWE cenyacy).

(®) BricTpas nposepka

I'Ipoaepse:' nanku B cUcTemMe, rae o6blUHO HaXOAATCA Yrpo3bl.

O Nonnoe ckanvposanve
Y AT Y N A Y e Al Y eV AW R N S T V4

N ITor Mpwatct WPrnoBh ek hopesdr fChy Yo Punt. b d i sanmi. . INIAD
15 MUHYT.

BeINOAHUTE CKAHWPOEaHWE ceuac

Yactb 3. YcTaHOBKa aHTMBUpPYCA CTOPOHHErO MPOU3BOAUTENSA.

YctaHoBKa aHTMBMpYCa, pacnpocTpaHseMoro B permoHe npoxusaHua (Poccusa), nossonut
Hanbosiee onepaTMBHO M YCMELHO pearMpoBarb Ha BUPYCHbIE aTaku Ha KOMMbIOTEP MOJb30Ba-
Tensa. U3 GecnnartHbix npunoxeHuit K yctaHoske ana Windows pekomengyetca «Kaspersky
Security Cloud».

YctaHoBuTb «Kaspersky Security Cloud» Ha komnbtotep. [MporpamMmy MOXHO cKadatb C
caKTa Npou3BOAMUTENS UIU U3 CETEBOW LUKOJIbHOM nanku. MNpu ycTaHOBKe HYXKHO OTKa3aTbCs OT
YCTaHOBKM MporpaMMHoro obecnedyeHuns Apyroro npoussoauTens (B gaHHoM cnydae — AH-
neKkc-6paysep). lMpuMeHWUTbL pekomeHayeMble MPOU3BOAMTENIEM HACTPOWKM MPOrpamMMHOro
obecneueHus.
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MNocne ycTaHOBKM C MOMOLLBIO KOHTEKCTHOFO MEHIO MPOBEPWUTb Ha BUPYCbl Manky c:\
program files (HaBecT1 Kypcop Ha MmarkKy, Ha)KaTb NPaBylo KHOMKY MbilLUK M BbiOpaTb COOTBET-
CTBYIOLLMIM NYHKT MEHIO).

2 | 4 = | Nokanewenit guck (C:)
lnasHas MoageawTsca Bug

<« v A4 AL > 3rorkomnuiotep 5 SlowaneHuiii guek (C:)

Wma Nata usnexenna Tun
Perflogs 07.12.2019 &:12 Manka ¢ pafinamu
Program Files 11 1A 3071 IO Dacues = baBnanm
Windows Orkpuims natm
Monszosatenn OTKPSITL & HOBOM OKHE inanm

33KpenuTe Ha NaHenwn GeICTPOro AoCTyna

0 MpoeepuTe Ha eupyce!
@ TMocnotpers penyTaumto 8 KSN

Mpeaocrasuts goctyn k >
BoCCTAHOBUTE NPEKHIDIO BEPCHIO
AobaeuTs B GubnuoTexy >

BQKPEI’IHTB Ha Ha4aNbHOM 3KpaHe

Bo Bpems npoBepku Ha BUPYCbl NOSBUTCS COOTBETCTBYIOLLLEE OKHO.

@ Nposepxa us koHTekcTHOrO MEHIO o X

[MpoBepka U3 KOHTEKCTHOrO MeHH: 1%

Mporpecc: NOACYET OCTABLIENOCA BPEMEHM...,
lpoeepeHo daninoe: 338

Bunonuserca nposepxa: C:\Program..on 5.3Vksdeinst.dll

OcraHoBuWTb

MNocne npoBepku yuntenem npouecca CKaHMPOBAHUS OCTAHOBUTb NPOLECC.
Bce aHTMBMpPYCbI, paccMoTpeHHble B paboTe, CKaHMPYIOT daisibl B peasibHOM BPEMEHH, Mo-
3TOMY KaKAablii pa3s NpoBepATb HOBbIM (haisl BPyYHYO HET HEOBXOAUMOCTH.

MpakTuueckasa pab6ora Ne 16. Bpangmayap.
BknioueHue, oTknoueHme 6paHamayspa

MHorpa BO3HMKaeT cUTyauus, YTO M3-3a YCTAHOBKW Pas/IMYHbIX aHTUBUPYCOB MU UHbIX
NPOrpaMM BCTPOEHHbIM B ONepaLMoHHyo cucTeMy BpaHamayap oTkntoyaetcs. [ns Toro yto-
Obl MPOBEPUTD MU/IM BKIIOUYMTL (OTKNIOUUTL) OpaHaMayap, HY>KHO BOWTU B HACTPOWKK BpaHamay-
3apa.

[lns 3TOro Hy>HO HaXkaTb C NOMOLLbIO NPABOM KHOMKKW MbIlK Ha MeHto «[lyck», B MeHIo Bbl-
6patb «CnykebHble — Windows», nanee «[laHenb ynpaenenus». [Ona goctyna K naHenu
ynpaBsneHUss MOXKHO B CTPOKe noucKa Habpartb «[aHenb ynpaeneHusa» 1 BbibpaTb COOTBETCTBY-
OLLMA 3HAYOK.
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OBPA30OBAHWSA JIETEM «IT-KYE» 2
g

B oTKpbIBLLIEMCS OKHE C MOMOLLbIO Kypcopa MbllK HaxkaTb Ha «Cuctema u 6e3onacHoCTby
u Bblbpatb «bpaHamayap...». Haxarb Ha nyHKT «BknioueHue u otknioueHue GpaHamayaspa
Windows». YcTaHOBUTb HACTPOMKKU MO NPUMEPY HUXKE:

Haapoﬁvza napaMeTpos 417 Kaxjoro tMna cetm
Bl MoxceTe MzmMeHUTs N2 pamerpel 693"&“3}993 ANA KEHA0M0 U2 NCNOALSYEMBX TRNCE cerel.
Napamerpst 4ns HacTHOR etk

0 (8) Brnrounty Spangmayop Jawmmimka Windows

[C16AoKMpoEaTs BCE BXOARLNE NOAKAKOMENIS, B TOM YMCAE ANS MPUACKEMME, YKI3ZHHBIX &
CAMCKE PazPELLEHMBIX MPOTPaMM

[ ¥ segomnnie, korga Gpangmaysp Sawprrnes Windows Gnoxnpyer nosoe npuaDxene
@ (O Ormosnin Gpangraysp Seupinnks Windows (ne peromengyenca)
Mapamerper 408 COWECTEEHHOR CETH

0 (@) Bromounts Bpanguaysp Jaupmmimka Windows

[ Backupoeath BCe BXOARLME NOAKNIOHEHNA, B TOM YHCAE ANA NPUNCKEHHH, YKa3aHHLIX B
CMMCKE Pa3PELLIEHHBIX NPOrPaMi

[ Yeesomnars, koras Gps yop Saumrrnkes Windows Eaoxnpyer nosoe np 1ne

g O Omenmiounre Bparamaysp 3a Windows (e p erea)

Insa 6onee TOHKOW HacTpoWKK BpaHaMay3spa HeobxoanmMo B okHe «bpanamayap 3alwmTHH-
ka Windows» Haxatb ccbiky «JlononHutenbHble napametpbl». [na npuMepa: Hy»HO u3Me-
HUTb npasuna ans ctpokn «OcHoebl cetet — DNS (UDP — ucxopawmin tpadmk)». Boibpatb
cnesa «[lpaBuna ana ucxopsawero NogknoyeHns», Hantu npasuno «OcHosbl ceter — DNS
(UDP — ucxopswmi Tpaduk)» 1 3ab610KMpoBaTh NOAKIIIOYEHHUS.

Waun  LAeMcTENE

| & m=

BiA  Lnpaexa

=|Hm

2 Mpaenna AnA MoroAALLEre NOAKAIOYEHUA

F MonuTop Gpanamay3pa Sawmrnika Windows &
Ll el Ir= ) : 1

Wimn

| Ceoiicrea: OcHoeel cevedi - DNS (UDP - nexogswmii Tpaduk)

MpaToxons! ¥ NopTLI OénacTe NononHuTensso Nokanessie cyfinek

Obuwme Mporparmel v cnyxGel YaaANEHHLIE KOMMBIOTEPS!

® 370 MPSAONDEASNEHHOE NPAEUND, U HEKOTODSIE 80

» B Habmogerine

A € O6uwit goctyn k daiinam u npur
| @ OBwwii gocTyn K paiinam 1 NpuH]

CBOACTBA HENb3A MIMEHUTE.

Q6ume
aﬂémuﬁ Acecryn k daiinam u npukH| s Howa:
) OByt gocTyn k paiinam u npuk] %

|ﬂﬂ-lDBhl cetedt - DNS (UDP - ucxonsumst Tpadux)

Onwcarve:

49 Ocriosel cereii - DNS (UDP - nex

Npasuno 0

Gcronor ceren - IPHTIPS (noxomn

B Qcrorr cetei - 1PV (uexopaum

P2cura, pasp
DNS. ByayT paspewan:cs oTeeTel NS Ha 3anpoce!,
COOTEETCTEVIOWME D3HHOMY MD38HNY. BHE 3asuckumocTv o

’

9 Ocrose cereii - RA (Moxopawwmit [ Bxniouero
OcHoesl ceteii - Teredo (ucxo,
9 i o Dencrene
|| € Ocroset ceresi - rpynnosas noan g
5 pewHT MOYSH
& Ocriosb cereii - FPYNNOEEA ACAK /\‘{ __j{\ O e 103 e

€ Ocrioesi cetedi - rpynnosas noaw
{0 Ocroe ceredl - sasepruenme mu
£ Ocrose cereil - sanpoc mapLup:

| 0 Ocrioebt cetei - 3anpoc MHoroag

| @ Ocriont ceteit - sanpoc nomexa ¢

O Paspewnm tomxo Gesonacros nopxnmHerie

[ (@) BnokvposaTs nooknosetie |

£ Ocroesi ceteii - o6vasneHite now

X

Mocne nonpobosatb B Nobom Gpaysepe BOWTM Ha nobor caunt. Tak Kak paHee OblIO 3a-
6NOKMPOBAHO JaHHOE NPaBKIIO, TO AOCTYN Ha CalTbl OyaeT HEBO3MOXKEH.
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[na BOCCTaHOBNEHWA HACTPOEK MOXHO BEpPHYTb MpeXHUEe HACTPOWKU OpaHaMmayspa Wau
aBTOMAaTUYECKU BepHYTb HAaCTPOMKK BpaHamayapa. [nsa atoro B okHe «bpaHamayasp 3awmutHu-
ka Windows» HeobXoauMo HaxkaTb CCbiiKy «BoccTaHOBUTb 3HaYeHMs MO YMOYAHUIOY.

ﬁ Bpanamay3p 3awmtHika Windows
& = v 4 @ « CucremamBeson.. > Bpangmayap 3awmrika Windows

3awmTrTe CBOWM KOMIbIOTED C NOM
Manens YNpPaBNEHNA —

PR s Bpanamayap 3awmtHnka Windows nomorael

. EPEAOHOCHBIX Nporpamm & ViHTepHere nnu A
Pa}PCI.LICHP'iC EZaMMOACHCTEVA

€ NPUACKEHUEM UAM
KOMNOHEHTOM & Gpanamay3pe v HacrHble cetu

SawmrHmka Windows

@ Mzmenenune napamerpoe . 9 FocTesble nan OﬁLLI,E;I,OCTy
YEEAOMAEHWIA [
Q B Gt | CeT B OBLLECTBEHHDBIX MECTaX, HAMPUMED E
BpanamMay3pa 3almMTHIUKS
Windows Cocroanue Epangmaysp Sawmriuka Windg
' BoCCTaHOBMTL 3HEYEHWA NO Bxoaawme NoAKNHOYEHNA:
_;ymonqaumo
$ Aenonnrencroie napaMeTpel AKTUBHBIE ODLLECTEEHHBIE CETI
YeTpaHeHWe HENON3LOK B CETH

BoccTaHoBWTbL 3Ha4YeHMA No YMOJI4aHHNIO U I'IOI'IpO6OBaTb BOWTU Ha ntobon cair.

MpakTuueckas paborta Ne 17. PesepsHoe KonuposaHue

3apanuve 1. Cospatb B nporpamme «Cobian Backup» 3apaHve Ha aBTomatMyeckoe apxuBu-
poBaHu1e nanku (BbibpaTth B MeHio «3adaHue», ganee «Hosoe 3agaHue»).

F:.’ Cobian Backup 11 Gravity

CnMcoK | 3aaanne Mctopua  MypHan MHCTpyMeHTHl CnpaBka
) PP 3anycTuTh BCe 33a3HMA Ctri+8
’ ZanyCTHTE EbIBpaHHEIE 28AaHHMA Chrl+D
MM @ 3anycTHTb BEIBDAHAYIO rpyANY Ctri+G
5? CAENaTb NONHBIE KONKK BO BCEX 33A3HHMAX Shift+Ctrl+6
) CAENaTh NONHBIE KOMHH B BRIOpaHHE: 3adaHnA%  Shift+CErl+D
| Caenath NonHbie KONWH B BLIBPAHHOA rpynne Shift+Ctrl+G
(+) Hoeoe 3aaatHe Ctri+a
PEaaKTHpOEaTE 3848HHE Clrl+Enter

5 = z E
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B nosBuBLueMCA OKHe BBECTM Ha3BaHWE 3aAaHUsA, OCHOBHbIE HACTPOMKU U TUM Pe3epPBHOMO
KOMUPOBaHMUA.

HoBoe 3afanve i x|
2 obuve =
@ Pacnmcarie
%) LcnmssocTe ViHA 33A8HHA
[ Cxamne [saname 1
=)

(=) ®neTp HacTROfKH
ﬂ Aon, asficTera e
() Aa e |[He exoanT & rpynny) =

¥ BenonHaTe 3agaHHe

¥ KonWpoBaTe NOAKATanorH

[V f1enaTe OTAENLHEIE KOMHA C BPENEHHBINA DTHETKAMA
¥ McnonesopaTe apxiEHElT aTpHEYT

¥ McnonssoeaTe TeHesoe KonMposaHHe

I T
€ Nonkeii % jJobasouneii
€ PasHOCTHES O DHMKTHEHLE

B meHnto «Mainbl» BbIOpaTh, Kakue daisibl (Manku) HY>KHO apXMBUPOBATb M Narky, rae 6y-
LYT XPaHWUTbCA KOMUU (NyTb HAa3HAYeHUS).

5
2, ofume

[ vains

@ Pacnncarine

¥ LimcniusocTs
[ Cxamme

(=) tneTp

ﬁ Aon, acticTera
(%) AononsuTensHo

MCTOMHHKH
| C:\Usersadmin|Documents

[y dobaeuts | [El mpaeka | @manuw | il

rlr_{'m HAsHA4EHHA
W Cilest

| [ dobasute I & mpaska | @) YaamiTe | i]
epeTaulmTe croA3 DOBEKTR MoaUKoH M [TDOBOARHKS
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3agartb Npu HeOOXOAMMOCTU MHble NapameTpbl (LMKIMYHOCTb, pacnucaHue U ap.). 3any-
CTWUTb 3aAaH1e C MOMOLLbIO MEHIO.

7.2 Cobian Backup 11 Gravity 2 ] =1alx]
Cnvcok  3aaanve  Mcropra KypHan MHCTpymeHTel  Cnpaeka
: i P
wr XI® o0 h e
Wma ATpHbyT ! SHaueHre ]
3A3HHE 1 18 * WA 38a3HKA Saaatme 1
* WaenTndrkarop {DFCDF951-F737-4B00-8516-4F260A1858044}
* TvN KONMMPOBaHnA Aobasoanoe
L MeTouHMEM CriUsersiAdminiDocuments
L1l MyTv HasHaueHnA Ciitest
* PasMep MCTOYHHKOB 7,79MB
+ Tpynna
* BbINONHATL 33A3HHE Aa
= KonnpoBaTe NOAKATaNorH Aa
* OTABNBHBIE KOMHA Aa
* Menonb30BaTe apXMEHEIN aTprbyT Aa
* Mcnonb30BaTh TEHEBOE KONKMPOBaHHE Aa
* Heaena EbINONHEHUA ExeaHesHo
* Bpems 22:16:34
* MpuopHuTeT CpeaHHi
* MHTepsan Mexay NOAHLIMA KOMHANK 10
* KOnMUECTEO XPaHUMEIX NOMHBIX KOMMH 2
* Cwatne Ees cxatvA
* Wnbposarue He wmdposaTe
* CHHXPOHHEaUHA HeT
* McnonezoeaTe A5CONKITHEIE NYTH HeT
+ CO3A3BaTh POAMTENLCKHA KaTanor Aa
* (CBpackiBaTe apXMBHLIA aTpriyT Aa
+ AoBaBnaT HA3EaHNE THNA KONMPOBaHMA B H... A3
* He KonupoBaTk NYCTLIE KATanory Het
q‘x‘OBce 33A3HMA {T “"-k CBOMCTEA 3a4aHKA f{@lﬂc'rgpﬂﬂ ,{\'_} Hypnan ;‘I
iCnncox: testlst  Konwvecteo darinos: 13 Paswep: 7,79 MB 1 ﬂ |

Hy>kHO neproamyecku coxpaHaTb BaykHble Konuu aiios Bo usbexarue ux norepu. Cne-
AoyeT OTMETUTb, YTO XpaHeHue dannos B obnake He obecneymsBaeT NoHOW COXPaHHOCTU AaH-
HbIX.

3apaHuve 2. Cospartb obpas »KEcCTKoro aucka ¢ nomoubto nporpammsl «Clonezillay. Mpu
NepBOM MCMNOJIb30BaHUW MPOrpaMMbl PEKOMEHAYETCA WMCMNOSIb30BaTb BEPCUIO Ha PYCCKOM
A3blKe.

Konus (06pas) KECTKMX AMCKOB CO34AETCA C MOMOLLbIO CMeuuabHbIX 3arpy304HbiX AMUC-
koB. [pu paboTe c BMPTyasbHOW MaLUMHOMN WUCMONb3YETCA CreLnasbHO CO34aHHbIM AOMNOHKU-
TeNbHbIN }XECTKUMN OUCK.

Ckauarb 3arpysouHbin guck «Clonezillas. Mpu pabote ¢ BupTyanbHOM MalMHOW BbIOpPaTh
[MCK KaK 3arpy3ou4Hblid, Npu paboTe He Ha BUPTyasibHOM MaluMHe — 3anucaTtb obpas Ha AMCK
nnu flash-namsreb.
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MpakTuueckas pabora Ne18. BocctaHoBneHue cdaiinos

YctaHoBUTb Nporpammy «Recuva» Ha KOMMNblOTEP MKW 3anyCTUTb €€ (ecnn ycTaHOBJeHa).
OtkpoeTcs okHO «Recuva», B KOTOpOW HyXHO HaxkaTb KHOMKY «[anee». B HOBOM OKHe BblI-
6patb «Bce dannbi».

Macrep Recuva X

Tun daiinos
Daiins! KAKOro TMNA Bbl XOTHTE BOCCTAHOBUATE?

(®) Bee daiins

Moxas scex darinos.

O Kaprunmn

220N A A A TN S e i g e T

Ykazatb pacnonoxeHve yaanéHHoro dainna (pekomeHgyercs Bbibparb « TOYHO HEW3BeCT-
HO») U HaXkaTb KHOMKy «[lanee». MNocne Haxatb «KHOMKY HavaTb».

Pasmewenne daitna
rae Geinn 371 daiinei?

@ TO4YHO HEMSBECTHO
MoucK BO BCEX BOIMONXHBLIX MECTAX.

(O Ha xapre namaTh

Fou o, P YT o008 R iy voopeny e fR s,

Mocne ckaHMpoBaHWsA hanoBOM CUCTEMbI BbIOPATh HYXXHbIW thain M HaxkaTb KHoOMKY «Boc-
CTaHOBUTb».

%b;?:f:::ﬂﬁ::{lm ANS BOCCTEHOBAEHUA, OTMETUE MX dNaXKKaMu, a 3aTeM HaxMuTe i_!_-_]EDEﬁT“E_ g_a_q_:mpenﬂbw‘i E_‘
[0 Wma daiina MyTe Wsmenén A
[0 @ manifestjson CAR 22.04.2021
L LICENSE 22.04.2021
0O @ verified_contents.json CAP\_metadata\ 22.04,2021

I @ GryrigaghtendaraPElesegdy ~GPiser ndre\ Japrig. p-alyiopale\Gbioplegn f 290N,

- I~ s ..I.l.allh \I LY “, "-. LT Y i . f‘..w-_‘ "*_w \"'\. 1% "x. NPEL s Wi 1. . WAL LRI "\‘.}\'.\,.ld;__u'l' X

| € » |

(Bl . E

[\ \HarddiskVolumeZ] He yaaétoa onpeaenaTs THN Gafinososl cucTemel. HalaeHo dafinos: 305 (3a ... Em:'ra:-mm

Bbibpatb MecTo coxpaHeHus daina.
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Tema 8. NMporpammHoe obecnevueHne. INeKTPOHHAA NOANUCH

PekomeHayeMoe KonMyecTBo YacoB Ha gaHHyio Temy — 1 yac.

MnaHupyembie pesynbraTthbl

MpepmeTHble: NOHATME NporpamMMHOro obecrnedyeHns NepCcoHanbHOro KoMmnbioTepa M oc-
HOBHbIX €ro rpynmn; 0O3HAaKOMJ/IEHUE C 3/IeKTPOHHOW NOAMUCHIO.

MeTtanpeameTHbie: NOHWMaHWe Ha3Ha4YeHUs CUCTEMHOrO NPOrpaMMHOro obecrneyeHus
NepcoHanbHOro KoMmnbloTepa.

JINUHOCTHbBIE: NOHMMaHWe HeobX0AMMOCTM NEPCOHANIbHOrO KOMMbIOTEPA B »KU3HMW, MOHU-
MaHWe 3HAYMMOCTHU 3NEKTPOHHOM NOAMUCH.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 0bopyaoBaHue.

Kpatkoe copepykaHue. JnekTpoHHas nognvcb. Buabl anekTpoHHo nognucu (npoctas,
yCuneHHas, KeanuduumpoBaHHas). Mcnonb3oBaHne 3neKTpoHHOW noanuck (wudposaHue u
nognucaHve pokymeHtoB). KOpuanyeckas 3HaYMMOCTb 3NEKTPOHHOM noanvcu. Mcnonb3oea-
HWEe 3/IEKTPOHHOM MOANUCU NS NPEfOCTAB/IEHUA FOCYAAPCTBEHHBIX YCNYr, NPOBEAEHUSA TOp-
roe. CneuuanbHoe nporpammHoe obecneuyerue. BoinonHeHune npaktuueckon pabotbl Ne 19,

MpakTuueckasa pabora Ne19. Pabota ¢ 3n1eKTPOHHOM NOANUCDHIO

YctaHoBuTb nporpammy «Kpuntollpo CSP (4 Bepcuio)» n «Kpuntollpo LM Browser plug-
in» (NporpamMmbl fOCTYnNHbI B ceTeBoi nanke). MNocne yctaHoBKM HEOBXOAUMMO MepesarpysuTb
KOMMbioTep.

Mo ccoinke https: / /testca.cryptopro.ru/certsrv /certrqma.asp chopmuposarb B 6payse-
pe Internet Explorer anektpoHHyto nognucb. BBectn nmMs, octanbHble NOAs MOXHO He 3anos-
HATb. Ha Bce npepynpexaeHusa cuctembl 6esonacHoctn Windows oteevartb MOMOMKUTENbHO.
Mocne Heo6x0aMMO BbIOPATL MECTO XPaHEHMS 3aKPbITOW YacTu MOAMMUCH, BbiIOpaTh peecTtp, Aa-
nee cnefoarb MHCTPyKUMaM. [ocne BBoga napons NPonTH No CCbifike «YCTaHOBWUTb 3TOT cep-
TuduKaT» (noseutca npepynpexaerve «danHbin LIC He saBnsetcs nosepeHHbIM»). YT1o6b1 AO-
BEPATb cepTUcdMKaTaMm, BblAaHHbIM 3TUM LLEHTPOM cepTUdUKaLUKU, YCTaHOBUTb ITOT CepTUdU-
kat LLC (ckauatb no ccoinke ceptudmkar LUC n yctaHoeutb ero). Mpu yctaHoBke cepTudmkara
BblOpaTh «[JoBEpEHHbIE KOPHEBbIE LIEHTPbI CEPTUDUKALUNY.

Xp we ceprig
XpaHunuwa cepTUMKaTOB - 3TO cucTeMHble 0BnacTu, B KOTOPbIX
XPaHATEA CePTHOMKATLL

Brifop xpaHnniwa MoskeT BoiTe nponseeaeH Windows asToMaTHHEOM, MM e
MOXHO YKa3aTh pasMelleHne cepTuduKaTa BpYUHYIO.

() AsTOMaTHHECKM BLIBDATL XDEHUNMILE HA OCHOBE THNa cepTUbMKaTa
(@) MoMecTuTs Bce cepTHhMKATE! B CeaYIOWEs XpaHUnMLe

RKparnnwe cepTndrKaTos:

[oBepeHHiie KOPHEBLIE LEHTPE! CEpTHdMKaLM

MNocne yctaHoBKM KopHeBoro cepTtudukata LLC MoXKHO ckayaTb OTKpbITYO YacTb (cepTudu-
KaT) 3/IeKTPOHHOM MoAnUCH.

3anpolUeHHbI BamMu cepTudukaT dbin Bam BoigaH.

o] VCTAHOBUTL ATOT CERTUDUKAT
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YcTaHoBWTL NporpaMmy ans noanucaxus danos «lpocto nognucartbs (nporpammbl 4OCTyN-
Hbl B CETEBOM narnke). BbinonHWTb No waram nognucaxue nioboro daiina, Hanpumep test.txt.

;_. test.ixt ( @ Mpocro Moanucats E@lﬁ
@ test.bxt.sig
WexoaHbie daiins
[533?3:: :HH em sl g- CATest\test.bet 5 ' DobaeuTe
3NeKTPOHHas 1. Bei6epuTe caitn gna
noanuce noancuaHug
|0 nporpaie
3 pe 4
Pexa paboTes: [I‘lo.ncha'ra v] I BeinonHuTe ]
[AeiCTB1E NPM HAMAHMI NOAMMCH: [Banmmb 'V]
Ceprudmkat: |Pyomos Anapei Cepreesud 1> | Beibpate ]
("] MicnonbsosaTs cranaapTheli avanor seibopa cepridiikaTa CepruduxaTel
] Apxvsvposate (nocne noanucanms) YA&nITh MCXoAHbIE
PesynbTaT snnonHeHMs
EC)EO.QHblﬁ Mn,.nff"h:'.’f: C ‘i.h'l'?st_\test.b(t

C NOMOLLbIO 3TOM Xe nporpamMmmbl NpPpoOBEPUTb INTEKTPOHHYIO MOANUCH.

Tema 9. MporpammHoe obecneuveHue.
MNpuknagHoe nporpamMmMHoe obecneyeHue

PekomeHayemMoe KONMYeCTBO YacoB Ha AaHHylo TeMy — 3 vaca.

MnaHupyemblie pesynbraTthbl

MpepMeTHblIe: NOHATME NPOrpaMMHOro obecrnedyeHUs NepCcoHanbHOroO KoMmnbioTepa M oc-
HOBHbIX €ro rpynmn; 03HaKOMJIEHWE C MOHATUEM «ApanBep».

MeTanpeameTHble: NOHWMaHWE Ha3HAYeHUS CUCTEMHOro NpPorpammHoro obecnedyeHus
NnepcoHasibHOro KoMmrbloTepa.

JIn4yHOCTHbBIE: NOHWMaHKe HEOBXOAMMOCTH MEPCOHANIbHOrO KOMMbIOTEPA B XKU3HU, MOHU-
MaHWe 3HaYMMOCTH CliedyoLWMX NPorpaMM: apxmueBarop, aHTMBUPYC, halepso.

O6opynoBaHue U MmaTepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 06opyaOBaHHUeE.

Kpatkoe copepxaHue. lNpuknagHoe nporpammHoe obecneyerne. Onpenenenue. Mpu-
NoXKeHusa obLuero (TEKCToBble pefaKTopbl M NPOLECCopbl, rpadryeckue peaakTopbl U NakeTbl,
CY[B, tabnuuHble npoueccopbl, KOMMYHUKALMOHHbIE NPOrPaMMbl M AP.) U CNeuranbHoro Ha-
3HaueHus. O63op nporpammHoro obecrniedeHus. BoinonHeHnne npaktuyeckomn pabotbl Ne 20.

MpoekTHas pabota oby4yaloWMXCs No CeayoWmM TeMaMm:

* lNporpammHoe obecrneyeHre 418 BUAEOKOH(EPEHUMHN.

* MNporpammbl ansa obuieHns nonbsosarenen B Cetn (MecceHmkepbl).

* Aynuvonneepbl.

* Bupeonneepsl.

* [NepeBoa4MKM U 3NEKTPOHHbIE CIOBAPH.
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MpakTuueckasa pa6orta Ne 20. YcraHoBKa oucHoro npunoxkeHus «Libre Office»

Hactb 1. YcTaHOBKa npuioxeHus.

Ckauarb npuioxeHue C canTa paspaboTymka MM U3 CETEBOW Nanku LUKOJbl. YCTAHOBWUTH
MpUNOXeHHe.

Yactb 2. 3anyck npunoxKeHus.

3anyctutb «Libre Office Eriter» (TekcToBbIVi pepaktop) us meHio «yck».

Haneuatatb TekcT B okHe «TecTtoBbiv dhain». Coxpanutb ain B hopmare Microsoft Word.
CoxpaHutb harn MoxkHO Yepes MeHto «Painy», nanee ebibparb «CoxpaHuTb Kaky.

Qavin  [Mpaska Bua Bcraska Qopw

D Cospatb ’
=7 OrkpbiTs.. Ctrl+0
CtrpbITE YABNEHHO...
C‘-) HeaasHue 40KyMeHTb! »
[a 3akpriTe
Macrep »
l—z WabaoHi b

Mepesarpysuts

Bepcun...

CoxpaHute Ctrl+S

80 B0

Coxpanutb kak...  Ctrl+Shift+S

CoxpaHuTb YANEHHO...

CavnauuTe ranuwn

Bbibpatb Heobxoaumbin copmar cdarna (Word 97-2003) v Beect uma cdanna (pammnus
MMs OTYECTBO, rpynna).

‘ Weanoe Vean Meanoeuu 2 rpynna.doc

Word 97-2003 (*.doc)

Tekcrosblii gokymeHt ODF (*.odt)

Wa6non TekcTosoro gokynenta ODF (*.ott)
Tekcrosbiii agokymeHT ODF (nnockuid XML) (*.fod
Texcr Unified Office Format (*.uot)

Word 2007-365 (*.docx)

Word 2007-365 WaGaon (".dotx)

Word 2003 XML (*.xml)

Word 97-2003 (*.doc)
Wabnaon Word 97-2003 (*.dot)

Tenepb cospaHHbIV darn MOXHO OTKpbITb ¢ noMolwbto «Microsoft Office». «Libre Office»
MOXXeT oTKpbiBaTb dainbl «Microsoft Office» u coxpaHsaTb B Hy>kHOM opmate, Takum obpa-
30M B OOJMIbLUMHCTBE C/lyyaes AS1A CO34aHusA M OOMeHa TEKCTOBbIMU AOKYMEHTaMU MCMOJb30-
BaTb 6ecnnatHble nporpammbl. CoxpaHuTb dain Ha pabouem cTone.

Yactb 3. YcraHoBuTb camocToaTenbHo npunoxkenuns «Djvu Viewers, «Foxit Reader», npo-
rpammy Ans NPOBeAEHUS BUAEOKOH(epeHUHHI.
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Yactb 4. YoaneHue nporpammHoro obecneyeHus.
[ns ynaneHus nporpamMmbl HaykaTb NPaBoOM KHOMKOM MbiwK Ha MeHto «[yck», Bbibpatb «[pu-
NOXKEHMWS U BO3MOXHOCTU» . BbiBpaTb HeOBX0AMMOE MPUMOXKEHUE U HAXKaTb KHOMKY «YOaNuTby.

HaligeHo npunoxeHwid: 47

- 7-Zip 19.00 3,68 Mb
20.04.2021

19.00

MzmeHnTs Yaanuts

Ypnanutb ¢ KomnbtoTepa npunoxkeHue «7-zip» u «Libre offices.

Tema 10. JlokanbHblie ceTH

PekomeHayeMoe KoM4eCcTBO YacoB Ha JaHHYo TeMy — 5 4acos.

NMnaHupyeMblie pesynbraThbl

MpepmeTHble: npeactaeneHve o6 opraHuWsaumMn M (QYHKLMOHMPOBAHWM KOMMbIOTEPHbIX
ceTen.

MeTtanpepmeTHble: NpeacTaBeHWe O KOMMbIOTEPHbIX CETSX.

JInduHOCTHbBIE: NOHWMaHWe pPosiM MH(POPMALIMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeactaeneHve o cepax NPUMEHEHUs KOMMbIOTEPHbIX CeTeW B pasninyHbiX cepax aedtesb-
HOCTU YenoBeka.

O6opynoBaHue U MaTepHuanbl: KOMMbIOTEP, NPe3eHTauuoHHOoe obopyaoBaHue.

Kpatkoe copepkaHue. [loHATME «KOMMbIOTEPHAA CETb», BUAbI KOMMBIOTEPHbIX CETEM,
IP-anpec, UHTepHer, cepsep 1 nHoe obopynosaHue. BoinonHeHue npaktnyeckux pabor Ne 21, 22,

OsHakomneHue ¢ HagcTpoinkon «[Mapametpbl cetn n UntepHeT». CeteBoit npodunb (0buie-
[OCTYMHbIW, YacTHbIM). Hactpoiika napameTtpos apantepa. BoinonHeHnve npaktuyeckon pabo-
ol N2 23.

JInHum cBsA3n M KaHanbl nepepadv paHHbix. KabesnbHble MMHUM CBA3M (KOAKCMasbHbIM Ka-
6enb, BUTasA napa, onTOBOMIOKHO). BbinosnHeHune npakTMueckon paborbl Ne 24,

BecnposogHble nuHuK cesasm (IrDA, Bluetooth, Wi-Fi, GSM u GPRS, CDMA u gp.). Oco-
6eHHocTn Wi-Fi (yactoTHble gnanasoHbl, KaHanbl, MOLWHOCTb CUrHana, NPOTOKOSIbl 3aLUMTbI).
PekomeHpauumn no pasmelLeHuWo poyTepa: BHELLHWE aHTEHHbI poyTepa PacnofioXWTb BepTU-
KasibHO, Nnojarblue OT MeTal/InYecKnx npeamMeTos (Hanpumep, Tpy6), MCNob3oBaTh KaHasbl Mo
20 Mry, Bbibupatb Hanbonee cBoboaHbIE KaHaslbl, OTKIOUYMTL YCTAPEBLUME CTAHAAPTbI, YMEHb-
LUWTb YpoBeHb MoLwHOCTH. MNpakTuueckas paborta Ne 25.

MpakTuueckasa pabora Ne 21. Onpepenutsb IP-appec komnbloTepa

1-1 cnoco6. Haxatb npaeoi KHomkon Ha MeHto «[lyck», Bbibpatb «[lapametpbi», nanee
«CeTb 1 UHTEpHET» M HaxkaTb kHONKy «CBoWcTBa.

@ Ethernet0 2.62 b
3a nocneanve 30 an.

CeolicTea Wcnonsz0BaHve AaHHbIX
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BHu3y cTpaHuupbl nosBATcs AaHHble 06 IP-appece.

CBouncTBa

CkopocTs Avkuu (Npuem . 1000/1000 (Mbps)

nepeaava):

IPvd-appec: 192.168.163.128

DNS-cepsepenl IPvd: 77.88.8.7
77.88.8.3

2-i cnocob. Haxatb kHOMKy «llyck» u Bblibparb KoMaHay «BbinonHute», BBectn «cmd».
B otkpbiBweeca okHo (pexkum «[AOC») BBectn komaHay «ipconfig /ally n Haxartb «Enter».
Pesynbrat KOMaHAbl NOKa3aH HUXKeE.

DNS-cyddukc nogknw4eHma . . . . . : localdomain
ONUCAHHME. « « « « « « &+ s+ = » « « ¢ Intel(R) 82574L Gi
Ou2uYecKu agpec. . . . . . . . . : BB-BC-20-8A-51-23
DHCP. BxAMMEH: . i o . .oL oL s la

ABTOHACTpOHWKa BKAKWYEHa. . . . . . : Ja

IPVA-AADEC. . . i sieii e e 001920168.163.128(0C
Macka NoAceTM: .ot ie C Sl RS L aRE 2658

ApeHpga noay4eHa. . . . . . . . . . : 24 anpenAa 2021 r.
Cpok apeHAb MCTEKaeT. . . .+ « +» « « » » : 25 anpena 20
OcHoBHOM WAW2. . . . . . . . . : 192.168.163.2

DHEE-caprep: o e ol s Sl N2 6B oGR8
BNS=cepBeph. . e e s e e A 88087
77.88.8.3
OcHoBHOW WINS-cepeep. . . . . . . : 192.168.163.2
NetBios 4epe3 TCP/IP. . . . . . . . : BknwyeH

MpakTuueckasa pabora Ne 22. OzHakoMNneHUe € HaaCTPOMKOM
«CeTeBble NOAKIOYEHUA»

OtkpbiTb HaacTporKy «CeTeBble NOAKMOYEHUSA», HAXKAB NPABOW KHOMKOW MbILW HA MEHIO
«[lyck» 1 BbiGpas NyHKT MeHio «CeTeBble NOAKIIOUYEHUSA».

1-e 3apaHue. Boibpatb ceteBoi npodub.

N3meHuTb (NpoBepuTb) Npoduib noaknoueHns K cetn Ha «ObwenoctynHoie» (Npu nog-
K/IOYEHMM K CETH B BOJbLUMHCTBE C/ly4aeB peKoMeHayeTcs Bbibupartb ero). [ns atoro Heobxo-
AMMO BblOpath NYHKT «Ethernet» u Haxkatb Ha NyHKT «CeTby.

| HadiTi napameTtp Ao |
Cern

MoakntoueHne YCTaHOBACHO

Cetb u ViHTepHeT

C
B Cocrosmve ConyTcTytOLWME NapaMeTp

Hacrpoiika napamer apantepa
F‘l Ethernet I acTpoiika NapaMeTpos aaanTep

Mocne 3TOro OTKPOETCS OKHO, B KOTOPOM MOXHO BblOpaTb HEOOXOAUMbIM CeTeBOW Mpo-
¢uns.
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2-e 3apaHue. Hactpoiika napameTtpoB agantepa.

Ina HacTpolku napameTpos agantepa B HaacTpounke «CeTeBble MOAK/OYEHMSA» BbiOpaTh
nyHKT «Ethernet», 3atem HaxaTb Ha «HacTpolika napameTpoB agantepas. Ha Hy>kHom apganTe-
pe HakaTb MPaBOM KHOMKOM MbILLM M BbIOpaTh NyHKT MeHio «CBoMCTBaY.

L-hl Ethernet0
> Cemo
@7 Intel(R) 82574L Gigabit N

OTinounTs
Cocroanue

Auardoctuka

¢

HacTtpoiika mocTa

Cozparts apnsik
Yaanuto

MNepenmeHoBaTL

S SS (@

Ceoicrea

N3meHuTb HacTpoikn DNS (ykasatb HacTpoviku Anpekc. DNS, ykasartb dns ¢ dunstpom
«be3onacHbIMy (OaHHbIM PEXMM BKJ/IOYAET 3aLLMTy OT OMacHbIX CaMtoe M 60tos)). [na name-
HeHua HacTtpoek DNS ebibpats TCP/IPv4, panee Haxkatb Ha KHonky «CBOWCTBa», B NOSABMB-
wemcs okHe BBecTh agpeca DNS cepeepoB 1 Haxatb KHoMKy «OK».

@ Ethernetl: ceolicTea ¥4
Cem

Nank nioueHue vepes:
P Intel(R) 82574L Gigabit Network Connection

OMeyerHbIe KOMNOHEHTE! MCNONLSYIOTCA STUM MOAKMOYEHMEM:
gKnM&ﬂT ana ceteit Microsoft A
M T2 06wwmit socTyn k Paitnan u NpuHTEpaM ana ceted Mi
™ T2 Nnarmposuwx naxeros QoS

v |

[0 _u TIpoToKon Mynswinnekcopa cetesoro apanTepa (Mai
™ s Dpaisep npotokona LLDP {Maiikpoco®T)

O . 1P sepewm & (TCP/IPuE) v
<

l YCTaHoBATE ... | Yaanuio

Onucarne

MpoTtoxon TCP/IP. CTaHA3PTHSM NPOTOKON rNOBaNEHBIX
ceTel. 0BECMEUMBAILLIMA CBASD MEXAY PASNMUHBIMK
BSMMOMCTB}HOI.LWMM CeTAMM.

Ceoiicrea: IP gepeuus 4 (TCP/IPvd) b4

Obwme | AnbTepHaTHBHAR KOHGMIYPaLUA

NapamaTpel IP MOMHO HAZHAYATE SETOMSTHYECKM, SCNM CETE
NoAAEpXMBAET 3TY BOSMOKHOCTb. B NPOTHBHOM Cnyuae ysHaliTe
nNapaMeTpel IP y CETEBOr0 aAMMHUCTPaTOPA.

(® Nony wmre IP-agpec asToMaTHIEDM

(O Wenonssosate creayowwi IP-agpec:

IP-appec: | . ' o |

Macka noaceTw: | 1 i i |

OCHOBHOW WAH3: | . 2 /i |

O Mony4ute agpec DNS-cepsepa asTOMATHYEOM

B conepykanue
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MpakTuueckasa pabora Ne 23. loctyn K ¢aitnam KomnbloTepa

Tak Kak paboTa BbINOHAETCA Ha BUPTYaslbHOM MalLUHE, TO HEOBXOAMMO U3MEHUTD Clledyto-
L€ HACTPOMKHM.

OTKpbITb HaacTpoiKy HapcTporkon «CeTeBble MOAKNIOYEHUS», HAXKAB MPaBOW KHOMKOW
MbILLK Ha MeHIo «Iyck» 1 BbIBpaB NyHKT MeHio «CeTeBble NOAKMOYEHNUSA», 3aTEM HaXKaTb CCblI-
Ky «CocTosiHne» u Bbibpatb NyHKT «LleHTp ynpaBneHus cetamm u o6LLMM JOCTYNOM».

% LienTp ynpagaesiua ceTAMN M OBLIMM AOCTYNOM
ONpeasIuTe, X KIKIM AHKBIM BB XOTHTE NPEROCTIENTE ASCTYN aa8
ceTedl, C KOTOPHMMK YCTAHOBAEHD €

& Cocronsme

Hanee Bblbpatb NyHKT «M3MeHWUTb AONOHUTENbHBIE NapaMeTpbl obLwero gocrynas.
B otkpbiBLIEMCA OKHE HeoBXx0AMMO 13 NtoOOK ceTH BKOUYMTL 0BLWMI foCTYN K dhainam 6e3
napons:

-
Bee cetn 1 ’l‘)
OBG1guii ocTyn K oBLBADETYNHEIM NANKAL —

Fenu aemiousn ﬂﬁlllllﬁ AnCTyn & nfa HEANCTY NHLIM NANKAM, NOARIOAATANN CFTU (EK]"OI—IR"! UnFHNR
ASMAWHER FPYNNbI} MOTYT NOAYUaTE GOCTYR K GaiAZM B TaKsn N2nKax,

(®) Brnrounts 0Buguii A0CTyn, WTOGE! CETEELIE NONLIOBATEN MOTAM YUTITS 1 3J2NUCHIEATS
pailip & OOLLWIK 1dIIREX

() Orenrounte o6 A0CTYN (AI0AN, BRINGAHNBLUNE EXGA HA STOT KOMNBIOTED, BCE DABHO
ByayT nners 40cTyn K o0LEqocTynHEIM Nankan)

ot INPIN S PN oo s I JOIT NS N S G ST BN TN 1R NS o f L PO

. " N Y\ IR AR P R s W T WL LV T R X
Q6w RUCTYN € N2PONBNOA 3AWATOR

Ecnu sxatoMeHa naponeHan 3awmTa obwero ADCTYNa, TOALKC NONLI0EATENN C YHETHDﬁ 3aNACBHO W
Mapesien Ha 3TOM KOMNEHOTEPE MOMYT NOAYYUTs R0CTYN K oG daiinam, npuxTepam,
MOAKAIOMEHHLIM K ITOMY KOMPALIOTEPY, 1 oBumm nankam. YreBel oTkpsiTs AoCTyR Apyrum

nons3 , HYKHO O b Nap yi10 32wty obuwero goctyna.

(O Brmounts oBLpii 40CTYN € NAPONEHOIN 3ALHTON
(®) Omenrounts obumil gocTyn ¢ naponsHof JawmTodi

Bbibpatb ntobyto nanky (Hanpumep, c:\ \test), Hakatb Ha Heé NMPaBON KHOMKOW MbILLK M
BblIOpaTh M3 MeHto NyHKT «CBoncTBay. OTKpbITb BKNAAKY «JocTyn» n HaxkaTb KHOMKy «O6wmnit
noctyn», nobaeuTb nonb3osarens «Bce» v yctaHoBUTL eMy npaBa Ha «YTeHne u 3anucb». Co-
XPaHUTb HACTPOMKM.

CeoficTea: test X
Mpeasmywme sepeun H: & 22 Aoctynkceru
OBuwue Loctyn Be:

OBt aoeTyN K CeTeBRIM PaRANEM 1 NENKaM — Bblﬁepm'e NoNL30BaTENEH, C KOTOPLIMK Bll XOTMTE NOAEAWNTLCA

test

Her ofwero goctyna Beegure wma u Haxnute kHonky "HoBasurs” Anbo vonoassyiite CTpeAKy 48 NOMCKa ONPEAEAEHHOMO

NOMbLIOEATENSA,
Cetesof nyTs:
Het ofwero gocyna
: | w DoBaeuTe
| OBt gocTyn...
] Ypoeeus paspeiiiennii

PacuwmperHas HacTpolka ofwero gocTyna 2, Angpeit Pycuroe (andrey@rusinov.name) Bnaaeney
MpenccTasnseT NoNb30BaTENbCKNE DASPELLEHY 82 Bee Urenne v sanucs v

oBWme NanKu 1 33036T APYTUE AONONHMTENLHSI
obwero gocTyna.

(| 1

| Gpacumpeﬂﬂan HacTpolika... |

JawmTa napone

Monbze . He LME YYETHON Sanuck 1

STOMO KOMOLIOTEPE, MMET A0CTYN K NanKam, o

ANR SO Mpobnembl npu npeaccrasnenny obuiero gocryna

HamennTo 37T0T NapameTp Moxno vepes Lentp
ceTamM 1 ofinM SOCTVIOM.

| ©nogenimeca | | Omiena |
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B—IB

B ocHoBHOW onepauvoHHOM cuCTeMe B afpecHOM CTpoke NMpoBofHWKa BBecTn |P-agpec
BUpPTYanbHoM MawwuHbl, Hanpumep \ \ 192.168.163.128. MNpu npaBunbHOM HacTpoOKKe MOXKHO
yBUIETb Nanky «test», B KOTOPYIO MOXHO 3anucarb M yAanuTb pasinyHble haisibl U Nanku.

» Cers » 192168163128 »

—|
bw LleHTp ynpaEneHua CETAMN W 0BLMM 20CTYNOM 1
CE ] test
) i Ofusan nanka

fHE MECTA

MpakTuueckas paborta Ne 24. Noproroeka Kabensa pna coegUHEHUA KOMNbIOTEPOB

MocTpoeHune nokanbHou cetu. Moarotoeka kabens Asis CO3aaHUsA CeTu.

HeobxoamMmo coenmHuTb poyTep v KoMmnbtoTep. LA npoBefeHUs npakTMyeckon pabortb
noHagobuTcs:

* BWTas Napa 5-1 Kateropuu;

* KOHBEKTOp (OH e meK-pa3bém, ctangapt RJ 45, unmu 8P8C — 8 positions 8 contacts);

* creumManbHble YyHUBepcasibHble 06XMMHble Knewm ana RJ 45 (kpumnep).

CneuuanbHble yHMBepcasibHble 06nMMHble Knewwm ans RJ 45 (kpumnep), kak npaewno, co-
aepxar B cebe anemMeHTbl A5 06pe3aHnsa NPOBOAA U €r0 3a4MCTKM, MOITOMY HOXK UK KYCaYKK
He noHagzobsATcs.

Bua 06:KMMHOro MHCTpyMeHTa

Jtanbl 06KUMKK NpoBoa.
1. CHATHe BHelLHeN 060/104KM Kabens (aBHoe — He NoBpPeanTb 0B0I0UKY TOHKMX MPOBO-

[0B).
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2. Packpytutb BCe napbl NPOBOAOB, PACMOIOXKUTb UX B HY>KHOM rnopsake (B COOTBETCTBMU
co cxemon 06kuma). MNocne BbINPAMUTL NPOBOAA, HE HAPYLLUMB PacKiIaaKy NpoBoaos, U obpe-
3aTb NMPOBOAA MO OAHOM JIMHWUM (BLICTYN MPOBOAOB OT OCHOBHOIO 3aLLMTHOrO KOXYyXa npumMep-
Ho 1—1,3 cm).

4 1 Geno-opaHxesbiii Geno-aenémbiit| 1 1
2 1 opaHxestl Fenéuel [ 1 2
3 T Geno-zenéusii Geno-opanxesei | 11 3
4 [ [cuhuiA cuHWH [ 4
5 [ T |Beno-cuHni Geno-cuHui | [T T §
6 T 3enéHbm opaHxeBblt 1 §
7 T W 5eno-kopuyHeBbIn Beno-kopuiHesbi Il 7
5 I _xopmueab:ﬁ kopuuHess!/ | I 8

Cxema 0b6xuma
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3. YcTaHOBUTbL NPOBOAA B KOHHEKTOP TaK, 4TOObI BCE NPOBOAA MOMHOCTbIO BXOAW/IM B KOHHE-
KTop. ELLé pas npoBepuTb No LBeTaM, NPaBU/LHO I pacnonaraloTcs NPOBoAa B KOHHEKTope.

= help-Wifi.com

4. BcTtaBuTb KOHHEKTOP B KPUMMEP M MeasieHHO 06xaTb Kabenb, cxkmnmas pydku. Ckatb pyd-
KW KpMMnepa HY>XHO CU/IbHO.

5. lNMpoeop rotos.

MNponenartb aHanorMyHoO C ApyruM NPOBOLOM.

6. Mocne 06XMMKKM NpoBepUTbL NPOBOA C NoMoOLLbIO TecTepa (nNpu Hanuuum). Mposepka ¢
MOMOLLbIO TecTepa NO3BONSAET NMPOBEPUTb MPABUJIBHOCTb PACKIaAKKM NPOBOAOB, @ TaKXe Bbl-
ABUTb NPOBIEMbl B NPOXOXKAEHUN CUrHana (pa3pbiB coeauHEHUs).

7. CoeamHUTb KOMMbIOTEP CAENAHHLIM MPOBOAOM K poyTepy. PoyTep aBToMaTtMyecku pas-
pact IP-agpeca nogknto4YEHHBIM KOMMbIOTEPAM.

8. MNpoBeputb NoAKNOYeHUE K JIOKANIbHOW CEeTU C MOMOLLbO KOMaHAbl «ping». Haxkarb
KHOMKy «[Tyck» u Bbibpatb KoMaHay «BbinonHute», Beectn «cmd». B oTkpbiBweecs okHe (pe-
xum «1OC») BBectn komaHgy «ping 8.8.8.8» (ecnm ceTb He nogkntoyeHa k cetv UHTepHeT, To
IP-appec ykaxeT npenofasaresib) U Haxatb «Enters. Pe3ynbtat komaHapbl NokasaH HUXe.

I YMcno
oT: 8 .8 4ucno Gai
oT < H [ [ (]

oT 8. .8: uucno Hai epema=22mMc TTL=128

CtaTucTuka Ping ana 8.8.8.8:
NakeToOE: OTNpaEneHo 4, nony4esdo = 4, NOTepPAHO
(e% noTepb)
NpubnuaMTENEHOE BpPEMA NpPMEMa-nepeaasdu B Mc:
MuHuManeHoe = 22Mcek, MakcumansHoe = 22 Mcek, CpegHee = 22 MCeK

Mpu oTcyTcTBUM coenmHeHus OyneT BbiBefeHO coobuieHune «[lpeBbileH WHTepBan Ans
OXXMAaHWA 3anpocay.
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MpakTuueckasa pab6ora Ne 25. 0630p HacTpoek poyTepa,
ontumusauua paborbl Wi-Fi-cetn

Hactpoutb poyTtep Ha aBTOMaTuuyecKyto pasgadvy Hactpoek (Bkntoune dhcp-cepsep).

[nsa BbinonHeHMs 3afaHWsA NpeanaraeTcs UCMoib30BaTh S0O0N M3 CUMYMIATOPOB aaMUHU-
CTpaTMBHOM nNaHenu poyTtepa. BHMMaHuWe: cuMynaTopbl He COXPaHAIOT U3MEHEHUS, a NO3BONA-
lOT TO/IbKO 0O3HAKOMUTLCA C 6a30BbIM PYHKLMOHANOM poyTepa.

Cnucok amynatopos:

. https: / /emulator.tp-link.com /Archer-C7_RU /Index.htm

. https: / /emulator.tp-link.com /Archer-C9 /Index.htm

. https: / /emulator.tp-link.com /Archer-C9 V3 /index.html

. https: / /emulator.tp-link.com /C50V3 RU_Emulator /index.htm

. https: / /emulator.tp-link.com /ax 11000-v 1-eu /index.html

. https:/ /event.asus.com /2009 /networks /dummy ui/ru/index.html
. http: / /zyxel.net.ua /emulations /zyxel keenetic giga/default.htm

. http: / /routers.nvbs.ru /zyxel /NDMSv2 by Anna/status.html

. http: / /em.dlink.ru /emul /DIR-620AE_gray/

10. http: / /em.dlink.ru /emul /DIR-620AE / #start /storInfo

11. http: / /simulator.tendacn.com /AC9v3 /

12. http: / /simulator.tendacn.com /AC9v3 /main.html

Mcnonb3oBatb ans Hactovku amynsatop https:/ /emulator.tp-link.com /Archer-C9 V3/
index.html.

HacTpo#ka poyTtepa.

3apanue 1. O3HaKOMMUTbLCA C BbICTPLIMM HACTPOMKAMKU poyTepa, HaCTPOUTb PoyTep Mo HU-
Ke NpUBeAEHHbIM AAaHHbIM.

BeogHble gaHHble A8 6bICTPON HACTPOMKM:

* [MopkntoueHne Kk UHTepHeTy ocyuiecTBnsaeTcs aBTomatmdecku (dhpc-cepeep pasgaér au-

Hamuyeckun IP-agpec).

» Jloma ecTb Heckonbko becnposogHbix yctporcts Wi-Fi.

3apaHue 2. Uamenutb naposnb goctyna k 6ecnposogHon cetu. [Mpouecc nameHeHus napo-
NA HYXXHO 3a(pMKCUPOBaTb CKPUHLLIOTOM M COXPaHUTb CKPUHLLIOT Ha KOMMbIOTEP.

KntoyeBble HaCTPOMKH:

* Bepcusa npotokona 3awutbl: WPA2-PSK (WPA2-Personal).

» Kanan: 10.

* MowHoCTb NepefaTymMka — HU3Kas.

[Npumep HacTpoek NpUBEdEH HUXKeE.

OO NODOUNNWN =

BecnpoBoaHOR pexuM 24Ty | Sy
[#] Brriounte BecnposogHoe sewakme

WmA GecnposogHoR ceTk (S5I0): TP-LINK_57ES [ Cxpers SSID

Hawura: WPA/WPAZ2 - Personal {pexorenayerca) -

Bepcurna: O asro (O WPA-PSK (& WPAZ-PSK

LikdpoRanme: ® asto O TKIP O AES

Napons: 12345670

P B02.11b/g/n crewany v

LLkpuHa Kawana: A0Mry v

Kanan: 10 -

MoLHOCTE MepagaTWa: ® Huzkan O Cpeauan O Buicowan

CoxpaHuTb CKPMHLLOT Ha KOMMbloTepe.
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3apanue 3. Onpegenuntb Hanbonee cBobOOAHbIM KaHan C MPUIOXKEHUEM ANA aHanMsa
Wi-Fi-curnanos.

Bocnonb3oBartbca ofHOM U3 Nporpamm:

* With Homedale (https://www.the-sz.com /products /homedale).

* WifilnfoView

(http: / /www.nirsoft.net /utils /wifi_information_view.html#DownloadLinks).

Ucnonb3osatb ans aHanusa npunoxexHve «With Homedale».

Kak npaeuno, B MHOrOKBapTUPHOM [OME WX B 3[aHWMU, A€ pacrosfiaraeTcs MHOXeCTBO
ocurcos, oaHoBpeMeHHO pabotaet mMHoxectBo Wi-Fi-touek. [lna HacTpoMku nomknodeHus
Wi-Fi Heo6xoauMo Bbibpatb cambiit cBOOOAHBIN KaHas. BbicTaBuTb HOMep KaHana B 3aBUCUMO-
CTH OT cutyaummn B acpupe. Ins kaHanos 20 MIy ogunu u3 1/5/9/13, a pnsa 40 Mlu nmbo 1,
nunbo 13. Beibop apyrux kaHanos 6yget npuBoAMTb K nioxon paborte cetv y Bcex! Pekomengy-
eTcAa BblGUpaTtb oAnH BapuaHT npotokona Wi-Fi. B npueeaéHHOM HUXKe nNpuMepe WKWpUHa KaHa-
na 20 MIy n 9-1 kaHan ceobopeH. Takum obpaszom, HeobxoamMMo BbibpaTh 9-i1 KaHan Kak Hau-
MeHee 3arpy’>KeHHbIN.

&2 Homedale [1.95] , - - — —
[1= Aq,amepu'l 6 17 Touku aocTyna | .[.(f” Tpaduk curuana Touxm gocryna ii{’J Uacrora ncnonszoeamma | v. Pacnoncweanuea IJ_D' Hac‘rpoﬁmi
| Samerra Pexomengyemuiii kanan Coctosnue Wnpuna 5
b LINK 150Mbps Wireless N Ada... 13 Mogknioventan Touka gocTyna, ... 20 MHz
!'-ETNK 150Mbps Wireless N Ada.... Kanan ontumannHmii 20 MHz
f-LINK 150Mbps Wireless N Ada... 1 20 MHz
['-LINK 150Mbps Wireless N Ada... 1 20 MHz
|'- LINK 150Mbps Wireless N Ada... 12 20 MHz
V-LINK 150Mbps Wireless N Ad.. = - 20 MHz
-LINK 150Mbps Wireless N Ada... Kanan ontimanemeili 40 MH:z
I'A LINK 150Mbps Wireless N Ada... Kanan ontumansHbii 40 MHz
i'- LINK 150Mbps Wireless N Ada... 19 40 MHz
-' LINK 150Mbps Wireless N Ada... : 40 MHz
[-LINK 150Mbps Wireless N Ada... 3 40 MHz
I'-LINK150Mbps Wireless N Ada... 9 40 MHz
[~LINK 150Mbps Wireless M Ada... 1 40 MHz
| LINK 150Mbps Wireless M Ada... 1 40 MHz
[-LINK 150Mbps Wireless N Ada... 1 40 MHz
-LINK 150Mbps Wireless N Ada... 1 40 MHz
[-LINK 130Mbps Wireless N Ada... 1 40 MHz
|l". - I i v
Q
www.the-sz.com [ Auto Refresh ] | ObHoeuTs ] [ Borxog |

B ka>kpoMm crnyyae Bo3MoxKHa MHas cutyaums. Heobxoamnmo npoaHannMsmpoBarb CBOKO CUTY-
aumio 1 Bblibpatb onTMManbHbiM KaHan. HactpouTb amynsatop poytepa. CoxpaHWTb CKPUHLLOT
nporpammbl «With Homedale» 1 ckpuHWOT HacTpoek poyTepa.
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Tema 11. JlokanbHblie ceTu. NpoToKonbl nepepavm AaHHbIX.
HNomeHHasa cuctema UMEH

PekomMeHayeMoe KonM4yecTBo YacoB Ha AaHHyto Temy — 1 yac.

NMnaHupyembie pesynbrarhl

MpepmeTHble: npeacraeneHne o6 opraHv3aummM M (YHKLMOHUPOBAHUKM KOMMbIOTEPHOM
cet NIHTepHeT; NnpeacTaBneHne o NpoTOKoax nepenadu AaHHbIX, O LOMEHHOW CUCTEME UMEH.

MeTtanpeameTHblie: NpeacTaBneHNe O KOMMbIOTEPHbIX CeTAX, 06 obMeHe M pacnpocTpa-
HeHUU MHOPMALMKU B KOMMBIOTEPHbIX CETSX.

JInuHOCTHbIE: NOHWMaHWe ponu MHGMOPMALMOHHBIX MPOLECCOB B COBPEMEHHOM MUPE;
npeactaeneHve o cepax NPUMEHeHUss KOMMbIOTEPHbIX CeTeW B pasninyHbiX cepax aedTesb-
HOCTM YenoBeka.

O6opynoBaHue U MaTepHasnbl: KOMMbIOTEP, NPe3eHTaLuMoHHOoe obopyaoBaHue.

KpaTkoe copepykaHue. [ToHAaTME «AOMeHHOE UMSA», AoMeHHas cuctema UMEH (DNS, DNS
Security Extensions), cTpyKTypa LOMEHHbIX CUCTEM UMEH, NONHOE UMSA aoMeHa. [pakTnyeckas
pabota Ne 26.

MpoTokonbl Nnepepayun AaHHbIX, ctek npotokonoe TCP /1P, mapwpyTtusaums.

MpakTuueckas pa6ora Ne 26. NMouck IP-appeca no aoMeHHOMY UMeHHU

Camblit npocTor 1 BbicTpbIi cnocob y3Hatb IP-agpec No goMeHHOMY MMeHW — 3TO BOC-
Nofb30BaTbCs KOMaHAOM «ping». LA 3anycka 3ToW KOMaHAbl HEOOXOAMMO C MOMOLLbIO
KOMaHbl BbIMOJHWUTb

MNposogxuk
Haiii

Buinonsutb

3asepLueHne paboTbl WK |

Pabouunii cton

3anycTuTb KOMaHAHYIO CTPOKY C MOMOLLbIO KOMaHAbl «cmd».

=/ BoinonxuTs X

BEE‘AW’E WMA NpOorpamMmel, Nanky, JOKYMEHTa MAK pECYpCa
WHTepHeta, KoTopbie TpebyeTca OTKPbITE.

[y

OtkpeiTe: i cmd o

- Otraena 11 Oézop...
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C:A\Windows\system32\cmd.exe

Hicrosoft Windows [Version 10.0.19642.928]
(c) Kopnopauus Maikpocodt (Microsoft Corporation).

C:\Users\andre>_

BBecTu koMaHay «ping LOMEHHOE UMS», HAaNpUMep «ping ya.rus.

C:\Users\andre>ping ya.ru

ObmMeH nakeTtamu c ya.ru [87.250.250.242] c 32 OaiWTaMM gaHHLIX:

IP-anpec nomeHHoro umenu ya.ru 87.250.250.242.
Haitn camocTosaTtensHo IP-agpeca nobbix TPEX JOMEHHBIX UMEH.

Tema 12. JlokanbHble ceTu. [poToKosbl Nepegaym AaHHbIX.
DNeKTPOHHAasA noyTta

PekomeHayeMoe Ko/iM4yecTBO YacoB Ha AaHHylo TeMy — 1 4ac.

NnaHupyeMblie pesynbraThbl

MpepmeTHble: npeacraeneHne 06 opraHvM3aumuM M (YHKLMOHUPOBAHUKM KOMMbIOTEPHOM
cetv MiHTepHeT; npeacTaBieHne O NPOTOKO/ax Nepeaayn 3M1eKTPOHHOM NOoYTbl, METOAAX 3aLUm-
Tbl 3NIEKTPOHHOM MOYTbI.

MeTtanpeameTHble: NpeacTaBneHne O KOMMbIOTEPHbIX CeTAX, 06 obMeHe M pacnpocTpa-
HeHUU MHOPMALMKU B KOMMBIOTEPHbIX CETSX.

JIn4UHOCTHbBIE: NOHWUMaHWEe POJiIM MH(POPMALMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeacTaBneHve o cepax NpPUMeHeHUs KOMMbIOTEPHBIX CETeW B Pa3/IMYHbIX chepax AesTesNb-
HOCTU YenoBeka.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 06opyAOBaHHWE.

Kparkoe copepykaHue. [MpuHumun paboTtbl 31EKTPOHHOM MOYTbl. 3HAYMMOCTb 3IEKTPOH-
HOM MoYTbl B coBpeMeHHOM Mmupe. Crnocobbl 60pbObl C NOAAENbHBIMUA 3/1EKTPOHHBIMK NMUCbMa-
mu (SPF, DKIM). Mpotokonsl POP3, IMAP, SMTP. lNMpoTokonbl ¢ wudposaHuem SSL /TLS. lNo-
ytoBbld KnneHT. O630pbl noutoBbix KaueHtos. LUudposaHne nucem, uudposas nognuch
(openpgp, s/mime). Mpaktnyeckas paborta Ne 27.

MpakTuueckasa pab6ora Ne 27. HacTpolika NnoYTOBOro KAMeHTa

Ckayatb M ycTaHOBWUTbL MOYTOBbIM KnMeHT «Thunderbird» caiTta npoussogutensa (ccbinka:
https: / /www.thunderbird.net /ru/) nnu us nokanbHOn cCeTU yupexaeHuUA.

Co3zpatb nouty Ha niobom noytoBom cepsepe (mail.ru. yandex.ru, gmail.com u gp. (ecnu
y)Xe eCTb MoyTa, TO MOXXHO He CO3[aBaTb, HO B LIefIAX IM4HOM 6e30MnacHOCTHU NoCce HACTPOMKK
MOYTOBOrO K/IMEHTA PEKOMEHAYETCS yAaNMUTb YHETHYIO 3aNnUCb U3 MOYTOBOrO KAneHTa)). MNpume-
pbl HACTPOEK NONYNAPHbIX NOYTOBbIX K/IMEHTOB:
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a7 | Sa
| L = L[ GepasonaHmn aETEi arr-kYE» CHCTEMHOE AIMMHUCTPUPOBAHHE
a\c’?s;ﬁ/—
CepBep CepBep Cepsep
Mpoeaitpep ncxopaen MopT BXOAALLEN MNopT BXoAsALen MopT
MNoYTbI noYTbl imap
Moot ans MNopt gna MopT ana
Mail.ru smtp.mail.ru SSL/PI'LS' 465 pop.mail.ru SSL/TLS: | imap.mail.ru | SSL/TLS:
’ 995 993
smtp.yandex MNopT pna pop.yandex Mopr Ans imap.yandex Mopr ana
Yandex.ru o SSL/TLS: 465 o SSL/TLS: - SSL/TLS:
995 993
Mopt ansa
smtp.gmail. SSL: 465 pop.gmail. Mopt ana imap.gmail. Mopt ans
Google.com com Mopt ans TLS/ com SSL: 995 com SSL: 993
STARTTLS: 587

BHumaHue!

Ecnu BknouyeHa ,D,BOI‘;1HaFI aBTOpH3aLunAa, 10, KaK npaBuno, OnAa UCNoJsib30OBaHUA MPO-
rPaMM HYXXHO CO34aTb CﬂeLl,VIaJ'Ibelﬁ napojib anAa I'IpMJ'IO)-KeHVIﬁ B HaCTpOI\/’IKaX BaLlew
MOYTbl.

O6bI4YHO NOYTOBbIE KJTIMEHTbI YXKeé CaMOCTOATE/IbHO HACTPaMUBAOT NPOTOKOJbl ANA nonynap-
HbIX MOYTOBbIX C}'Iy)K6 N YHUTbIBaAIOT ,D,BOﬁHy}O aBTOpPHU3auMmio, BKJ'I}O'-IéHHyIO B noyTe.
BeecTtu B OKHe OaHHble ONnA AOoCTyna K noyre:

Bawe uma: Angpeii Pycuros (0]
Agpec 3N, NoyTsl: asrusinov@mail.ru ®
Mapone: SENNNEINNNNINNNNNENS &

3anomHuTL N3 pone

/' Kondurypauus HaligeHa y nposaiigepa 3nekTpoHHOM NouTh!

Mpotokon: 8 IMAP (ypangHHuiii aocTyn K nankam)

POP3 (xpaHuTe NouTy Ha B3AWEM KOMNLIOTEPE)
Bxogawias: m imap.mail.ru SSL
Mexoaawan: smtp.mail.ru 551

Wma nonezoeatena:  asrusinov@mail.ru

Haxkatb kHonky «[1ponomkuTb». [py BKNOYEHUM ABOMHOM aBTOpM3aUUKU NporpaMmma nepe-
HanpaBWT Ha caWT nposanaepa, rae HeobxoanMo OyaeT BBECTM AaHHble A/ aBTopu3auuu K
3/1eKTPOHHOMY MOYTOBOMY ALLMKY. [1pK ycnewHoOM co3gaHuu B OKHE MOYTOBOW MpOrpaMMmbl no-
ABUTCS NnouTa.

q—‘l’lonyumb v # Copae O Yar Eﬁ.ﬂ.pecnw KHAUFE | 0 Merxa v ? Sp_lqgm_ii_’_ ¢m|b1'p

v 52 asrusinov@mail.ru
3 Bxopawme (1)
E Uepnonukm

<] Omnpasnennsie
O Cnam

= | QHenpoumannue ﬁBs'e,q,oqm @Koman:r © Mers

t ok Tewa oo
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Cpeam ppyrux ocOBEHHOCTEN HEKOTOPbIX MOYTOBbLIX KAMEHTOB MOXHO OTMETUTb (PYHKLMK
CKBO3HOrO WK poBaHUS NUCEM.

,U,OI'IOHHMTEHbHoe 3agaHue

Coszpatb ceptudmkar «opengpd» M OTNPABUTb NMUCbMO PSAOM CUAOALLEMY YYEHUKY C
3NEeKTPOHHOM NOANKUCHIO.

Ina cozpaHuna ceptudmKara HeoOXOAMMO HaXKaTb MPABOW KHOMKOW MbIlM Ha UMS 3MeK-
TPOHHOM MouTbl U BbiOpaTb NyHKT «lMapameTpbi», Aanee Boibpats «CKBO3HOE WM pOBaHHUE»
M HaXkaTb KHOMKY «[lo6aeuTb Koy . B nossuewemcs okHe Bbibpatb «Co3aarb HOBbIN KOY».
B HOBOM OKHe 3agaTtb HAaCTPOMKM Kitova (4nA y4ebHOro UCrnonb30BaHWA PEKOMEHAYETCS CO-
34aTb KJIOY CO CPOKOM aencTeus 1 aeHb (Mpu Mcnonb3oBaHuu WKWGpPOBAHUSA B OpraH13aumm
peKoMeHAyeTcs BbibUpaTb CPOK aencTeus katoya ot 12 mecaues)). MNpumep HacTpoek Knioya.

Cozpatb knou OpenPGP

JNnunoct,  Augpeii Pycinos <asrusinov@mail.ru> - asrusinov@mail.ru

Cpok aeicTBMA KNHOUa

Onpegenure cpok AeNCTENA BaALLEro HOBOMO creHepuposalHoro kmova. Mozke Bl MoxeTe ynp|

npoanuts e npu HeobxogumocTu.

(@) Cpok AeiicTBUA KIOYE NCTEKAET Yepes AHed ».

) KnwoM He uctekaet

AonoNHuUTeNbHBIE NApaMeTPbl

YnpaeneHue AONOAHHTENLHLIMI NApaMeTpamy Ballero Knoua OpenPGP.

Tun Knoyva; RSA hd

Pazmep wnoua: 3072 v

Co34aib KNy

Mocne co3pgaHua nucbma oTnpaBnTb NOANMUCAaHHOE NMMCbMO OPYroMy O6y‘-lalOLU.EMYCFI.

A Ornpaeuts Pg Opdorpadua v I & 2awwra v [0 Coxpavums v

TexHonorua wudpoeaHus
Or Awupgpeii Pycunos <
® Hewwdposats

Kony | rusinovas@| TpeGosate wndposanna
v
Tema | test Moanucate 3To coobLigHue
r V b ]

Fr Al MpukpenuTs Mol OTKPLITHI KoY
= = MpocmoTpets unbopMaumio o sawure
test
A
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Appecat nony4umTt NMCbMO C OTMETKOM, YTO MUCbMO NOAMUCaHO LMGPOBOM NOAMMUCHIO.

Ot A <asrusinov@mail ru> ¥
Tema test 13:40

Koy Mue <rusinovas@ » OpenPGP e

test

CnpaBoyHas uidpopmauus

[na obMeHa OTKPbITBIMU YACTAMM CEPTUDUKATOB MeXKAY HE3HAKOMbIMU MOJsb30BaTeNs-
MW NUCEM PEKOMEHIYETCA UCMOJb30BaTh MybnunyHble CepBUCbl OOMeHa K/ouamMu, Ha-
npumep cepsuc https:/ /keys.openpgp.org/, nporpamma «Thunderbird» vmeeTt BO3-
MOXHOCTb MOWCKa K/toYyel Ha JaHHOM cepBepe.

Tema 13. JlokanbHblie ceTu. [poToKONbI Nepesayun JaHHbIX.
Web-cepsep, ftp-cepsep

PekomeHayeMoe KoIM4yecTBO YacoB Ha AaHHylo TeMy — 2 yaca.

NnaHupyeMblie pesynbrarthbl

MpepmeTHble: npeacraeneHne o6 opraHvzaummM M (QYHKLMOHUPOBAHUKM KOMMbIOTEPHOM
cetn UHTepHeT; npeactasneHme o pyHKUMOHUPOBaHUKU calToB U ftp-cepeepos.

MeTtanpeameTHblie: NpefcTaBNeHNE O KOMMbIOTEPHbIX CETAX, 06 obMeHe M pacnpocTpa-
HEeHWM MH(OPMaLMK B KOMMbIOTEPHbLIX CETAX.

JIn4HOCTHbBIE: NOHUMaHWEe POJSIM MH(POPMALMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeacTaeneHve o cepax NpUMeHeHUs KOMMbIOTEPHBIX CETeW B Pas/IMYHbIX chepax aesTeNb-
HOCTW YyesioBeKa.

O6opynoBaHue U MmaTepuasnbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 0bopyaoBaHue.

KpaTtkoe copepxxaHue. [loHaTue «web-cepBep», KnueHT web-cepBepa, dyHKUUK
web-cepeepa, 0630p web-cepsepos, npuHuun paboTbl XoCTUHra canutos. BbinonHeHue npak-
TUYeckon paboTbl Ne 28.

MNonsaTtne «ftp-cepeep», dbyHKumu ftp-cepBepa, pasrpaHuyeHUs ypoBHS focTyna K ftp-cep-
Bepy, 0630p nporpamm ans cospaHus ftp-cepeepa. BoinonHeHue npaktuyeckomn paborbl Ne 29.

MpakTuueckasa pabora Ne 28. YcraHoBka web-cepeepa

Ina nposepeHus npakTMyeckon paboTbl npegnaraetcs yCTaHOBMTL nporpammy «Small
HTTP server». Mporpamma pabotaeT nog ynpasneHueM onepaunoHHon cuctembl Windows,
Linux. Ccbinka Ha nporpammy: https: / /smallsrv.com/.

Llenb npaktuyeckon paborbi.

YcTaHOBUTb NporpaMMy Ha KoMMbloTepe, BKOUYUTL crieaytowwmin hyHKumMoHan: ftp-cepsep,
http-cepsep.

YcTaHoBUTL NporpaMmy, Npu YCTaHOBKE MPOrpamMmbl BbiOpaTh MyHKT « ABTO3arpyskas.
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OBPA3OBAHUSA AETEN «IT-KYB»

/E
2’y ’\E
CUCTEMHOE ALMUHUCTPUPOBAHUE OBPASOBAHWA AETEM a1T-I LLE

:;y\_,, Ycranoeka Small HTTP server 3.0

!'Imucﬂama Ha MCMNoNe30BaHME M pacnpoCTPaHEHME
nporpammHoro npoaykTa “Small HTTP server” 3.06

1. Boe asioponme npasa na nporpammaei npogyst “Small HTTP server”
npvHaanexat asTopy - Makcvmy PeokmicTosy. B coctas nporpammHoro
npoayKkTa MoxeT GbiTe BeTpoena Bunuotexa "MD5 Message-Digest Algorithm”
aBTOPCKME NPaBa Ha KoTopyio npuHaanexat "RSA Data Securty, Inc.”

2. AsTop ocTaBnAET 33 COBOA NPaB0 0TMEHNTL ASACTBME OGHHOM NMLIEHSUM
ANA NODOA U3 cneayowmx sepcui “Small HTTP server”.

3: ﬂporpaMMoﬁ MOXHO nNONb30BATECA HE OrpaHMyeRH0  Qonro.

¥ A cornaceH ¢ 3Toi MMUEH3MER, BO BCEX NMYHKTax.
Katanor

c:\shitps

¥ Cosnams nyHKT & Merio “Tyek”. [V
ARMUHMCTDATMEHLIA BXOA: -

37a BepcvA BRNIONAET yaanenHoe agMancTprposadie. [na goctyna, Heobxommo
co3Aatb akayHT. [locne ycTaHoBKM Bbl cMoXeTe Ao0aBNATD, MEHATL, MNK YASNATD

Nobbie SKaYHTDI.
Vi: [adnin |
MNapons: I ‘

' YeTaHosuTe | Omvena

Mocne YCTAaHOBKMK 3anyCTUTb NporpamMmmy 4yepes MeHto (<|-|yCK)).

Hegaexo gobaeneHHsle

E Small HTTP server

) Google Chrome

@) Kaspersky Security Cloud

(&

O Cortana
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CETb LEHTPOB LLU®POBOIO

OBPA3OBAHMS JETEM «IT-KYB» CUCTEMHOE AOMUHUCTPUPOBAHUE

Npy nepBoM 3anycke paspeLunTb AOCTYN NpUIoXKeHUio http.exe (pa3pelunTts Bo BCex ceTsax
W HaXkaTb KHOMKY «Paspewwmnts goctyn»).

#® Onosewenme BesonacHoctn Windows X

’e bpanamayap 3awutHyka Windows 3ab10kMpoBan HekoTophble
y

QYHKLMM 3TOrO NPUCKEHNA

Gpanamaysp Sawntrica Windows sabnoxmposan nexotopeie Gyrruwm hilp.exe so scex
OBLUECTEEHHBIX M YACTHBIX CETAX.

:‘:_',‘ul' Wng: http.exe
A Yspatens:  Hemssectvo
NyTe: C:\shttpsthttp.exe

PaspewnTs http.exe cease B 3Tix ceTax:
[ 4acTrsie ceu, Hanpieep, nomawHss wm pabouan ceTe

[V] ObulecTsentbie caTi, HaNPMMED B A3pONOPTaX U Kahe (He peKoMeHAYeTCR,
TaK Kak TakMe CETH 334aCT Y0 3alMWEHbE HEDOCTaTONHO MK HE 3aluMWIEHb! BOECB)

@Pazpewnts gocTyn OTHeHa

MNocne yctaHOBKM NpaB AOCTyna CBEPHYTb NPOrpamMmMy cepeepa € NoMoLLbIo KHomnku «Ceep-
HYTb».

}E Small Server - x

IP - country base loaded
Load shs_lang cfg; 43740

Lang element "S3:CAN__T_SE'not found

Small HTTP Server ver. 3.06.20

by Max Feoktistov

E-mail: support@smallsry com

(C) 1958-2021

MD5 cashe funclion derived from the RSA Dala Secuity, Iinc. MDS Message-Digesl Algorithm

HRoot dir=C:\shitps‘www def=index.” port=20 Mumber of connections=18

Mo ymonuaHuio web-cepBep 3anyckaetcs aBToMatyecku, hainbl cepeepa pacnonararTcs
no cnepytowemy nytn: C:\shttps\www .

OTkpbITb 6110KHOT, BBECTU (hpasy «test http», coxpaHutb dann nog umeHem «index.html» B
nanke C:\shttps\www .
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CUCTEMHOE AADMUHUCTPUPOBAHME

OTkpbiTb Bpay3ep 1 BeecTH cTpoky http: / /127.0.0.1 .

=]
2y ’ §2
CETb LEHTPOB LIU®POBOFO ‘ I NN
OBPA3OBAHWSA OETEN «IT-KYE» 2
g \;b*'\ a
e

OTKpoeTcs OKHO crefytoLero BUaa:

@ 127.00.1

&< > C  ©® 127001

test http

Web-cepBep ycneLwHo ycTaHOBMEH, U CO3faHa NpoCcTas CTpaHUYKa camnTa.

MpakTuueckas paborta Ne 29. YcraHoeka ftp-cepsepa

3anTtn B HacTpoiku nporpammbl «Small HTTP server», HaxkaB Ha 3HA4OK NpaBoOW KHOMKOM

MbILK, fanee «Settings...».

Open Window

Settings...

Setting/Current state (browser)
Users & Virtual Hosts (browser)

Current statistics (browser)

Description (Local)
What new? (Onling)

Restart

Send outgoing mail now
Reload host definition file
About

Exit

3anycTutb ftp-cepBep, CHAB rasky c NyHKTa «3anpeTtutsb ftp-cepeep».

NDCNE NOCNEHEA ONEPALI, COBMHEHIE BYReT 33KPLITO.

cno P ofipata P {HeoGrnompam nep ) !i‘ |2 m

Mopr TCP/IP ann FTP-cepeepa. Ofermo a1o 21(HeoBromr nepesanycs) EIE
>

Tafmayt no GeznefieTewo B cekyHnax. o NpowSeTRIS STOM0 BREMEHH.

B meHio npunoxkenus «Small HTTP server» Bbibpatb «Settings...», nanee «Other» u

«Users».
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CETb LEHTPOB LLU®POBOIO
OBPA3OBAHUSA AETEN «IT-KYB»

CUCTEMHOE AADMUHUCTPUPOBAHMUE

Bbibparb nanky, roe 6yayt pacnonaratbcs dainbl ftp-cepsepa a1 KOHKPETHOroO Nosb30Ba-
Tens. Co3partb nosb3oBartens «uUser» C NaposieM «User» W yKasatb narky nosib3oBarens (nanky
co3patb 3apaHee). [atb nosib3oBaresnito npaBa Ha yTeHWe W 3anucb tannoe («Read FTP» u
«Write FTP»).

fser |
Home:

[CshttpsMtpwseruser | D
W ReadFTP [ WaeFTP [ Uphkad CGI

I~ Por3 I~ sMTP I~ Admin

™ Proxy
ad |

Change [ Delete |

B npoBogHuke Habparb nokanbHbi agpec ftp://127.0.0.1. Beectn umsa nonb3osarens u
naponsb.

Internet Explorer A

{?> AnA exona Ha 3707 FTP-CEpEEp BELAMTE MMA NOAL30BATENR M NAPONL.
4

FTP-cepsep:
Nonb3oBaTens:

Mapons:

127.0,0.1

[LISEI'

=

Mocne exona Ha FTP-cepeep gsi MoweTe AobasuTe ero 8 Mzbpanmose”, urobe
NETKD NOAKNIOHETHCH K HEMY.

("] AroHMHBIA BXOR

OTmena

Mpu ycnewHom Bxoae 6yaet suaHa 6enas ctpaHuua.

m FnaeHan

MoaenuTbea

}‘{? U & « MepenecrnTs 6 3 Yaanws
W
3aKpenwuTe Ha NaHean KonupoEBaTe BCTasuTe - | Konupoeate B =] Mepaum
Guicrporo gocryna Ii] =
bydep oBMeEHa ¥NOpAAoUHTE
4 2 Wnreprer > 127.0.0.1 v | O -

3Ta nanka nycra.

Ckonuposarb Ha ftp-cepsep nobbie daisbi.
Insa pnoctyna Kk ftp-cepeepy 13 nokanbHou cetn Heobxoanmo Beectu IP-agpec KomnbloTe-
pa, roe yctaHoeneH cepsep. [pu pabore M3 BUPTYyanbHOM MallMHbI LOCTATOYHO CBEPHYTb BUP-

TyasibHYyO MalUMHY W BBECTU aapec Ha OCHOBHOM OMepauMoOHHON cucTeMe.
Mpuwmep: ftp:/ /192.168.163.128 /

=

|8 » Vreprer » 192168163128 - [ 42]] Mlowes: 1924

PUNTE ¥

ipanHoe
Brpy3KM

| Google Chrome.Ink
BAAEHUE MECTA

‘ LibreOffice 7.1.Ink

-

aBounii cron
neDrive - FTBOY|

| test.bdt

=3

64 B conepkanue



ftp://127.0.0.1
ftp://192.168.163.128/

a7 | e

CETb LIEHTPOB LIU®POBOTO I ‘
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Tema 14. JlokanbHblie ceTu. AHOHUMHOCTD B ceTU. [Ipokcu-cepeep

PekomeHayeMoe KonMyecTBo YacoB Ha gaHHyio Temy — 1 yac.

MnaHupyemblie pesynbraTthbl

MNpepmeTHble: npeacraeneHne o6 opraHuzaummM M YHKUMOHUPOBAHUM KOMMbIOTEPHOM
cetv MIHTepHeT; npeacTtaBneHne o hyHKUMOHUPOBAHUW Proxy-CepBepoB.

MeTtanpeameTHblie: NpeacTaBNeEHUs O KOMMbIOTEPHbIX CeTAX, 06 obMeHe M pacnpocTpa-
HeHUU MHOPMALKU B KOMMBIOTEPHbIX CETSX.

JInuHOCTHbBIE: NOHMMaHWe ponv MHOPMALMOHHBIX MPOLECCOB B COBPEMEHHOM MUPE;
npeactaeneHve o cepax NPUMEHeHUss KOMMbIOTEPHbIX CeTeW B pPas/inMyHbiX cepax aeAtesb-
HOCTU YenoBeKa.

O6opynoBaHue U MaTepuanbl: KOMMbIOTEP, NPe3eHTaLUMOHHOE 060pyAOBaHHE.

KpaTtkoe copeprkaHue. [loHaTHe «proxy-cepeep», pyHKUMN web-cepBepa, knaccugurka-
uma proxy-cepsepoB (HTTP proxy, Socks (4 unu 5) proxy, CGI Npokcu, FTP proxy). Kawwnpo-
BaHWe cTpaHuL proxy-cepsepom. O630p nporpamMm ans co3gaHua NpoKcu-cepeepa. Boinonxe-
HWe npaKkTuyeckon pabotbl Ne 30.

MpakTuueckas pa6ora Ne 30. YcraHoBKa proxy-cepsepa

3ainTn B HacTponku nporpammbl «Small HTTP servers», Ha)kaB Ha 3Ha4OK NPaBoOW KHOMKOWM
MbILK, fanee «Settings...».

Open Window

Settings...

Setting/Current state (browser)
Users & Virtual Hosts (browser)

Current statistics (browser)

Description (Local)

What new? (Onling)

Restart

Send outgoing mail now
Reload host definition file
About

Exit

B conepkaHue 65




EPASOBAHMS METEN «lT-KYE» CUCTEMHOE AIMUHUCTPUPOBAHME

3anycTutb ftp-cepeep, CHAB ranky c NyHKTa «3anpeTuTb NPOKCU-CEPBEP», U HAXKATb KHOM -
Ky «OK» (Heobxogumo y3Hatb IP-agpec KomnbloTepa, Ha KOTOPOM yCTaHOB/IeH cepeep (Ha-
npumep: 192.168.163.128)). Mpu paborte 13 BUpTyanbHOW MaLUUHbI CBEPHYTb BUPTYasIbHYIO Ma-
lWKMHY, OTKpbITb Bpaysep Google Crome. IOna Hactporikn HTTP-proxy B 6paysepe Google
Chrome HeobxoaMMO 3aiTH B HACTPOMKKU Bpaysepa. BHu3y cTpaHuubl Haxatb Ha KHOMKY «Jlo-
nosiHWUTENbHbIe», fanee Bbibpatb «Cuctema» M «M3MeHUTb HACTPOWKM MPOKCU-cepBepa As
KomnbtoTepa». Beectu IP-appec cepeepa u nopt (3128).

€ Cuoiicrea: Unreprer [
oBepka GezonacHoq
Obuine Scwcsgacng | Konduaenwmmsnocr
HrASHUNANDHOCTY | Conepxanve || MoaKmouersts [ Nporparsl I AONONHUTENEHO
-
& Hacrpoiika napauerpoaﬁmaﬁoﬁ cet
ABTOMATHIECKER HACTPOIKE :
Yrobel uano T YC {HBIE EDYUMYIO NEPAMETPLI,
OTKIKOMITE ABTOHATHUYSIKVIO HACTPOMKY.
|| AsToMaTHWEKDE ONpEnEneHIe NADAHETDOS
[ vicrw bl i WHEOKDI HACTPOIH [lobasuTe VPN...
AAapec
oaniTb.
t it
Mpoxeon-cepeep —=

= Hnonb308aTh NPOKO4-CEPEED ANRA NOKANbHBIX I'ID.IIK.FDHE'M (He
=~ NPYMEHRETCA ANR KOMMYTHPYEMBIX M VPN-NOAKMRONEHIR),

Agpec:  192.168.163.12 flopr: 3128 [ fonomwmensio |

[] He 1nons308aTH NPOKO-CEPSED ANA NOKANLHLIX 3APECOS

[Lox [ omena ||Fp
| _ _:_prot'«awn

HACTDOMKIA KOMHYTHDYEHOrO CORRMHEHAR
IWENKHITE KHONKY "HacTpoiika”,
PACTIONAMEHHYIO Bhillis,

cTeMa

pOC HACTPOSK M YA
BoHocHoro Mo

= s

3aiiTn B H6paysepe Ha nobon cant. Mpu NnpaBuNbHOM HACTPOMKE OTKPOETCS CaMT M B OKHE
nporpammbl «Small HTTP server» otobpa3satca Bce nencreus.

wa

5 Small Server —

Content-Length: ()

Date: Sun, 25 Apr 2021 12:39:20 GMT

Expires: Sun, 25 Apr 2021 12:39:21 GMT

Last-Modified: Sun, 25 Apr 2021 12:39:21 GMT

Location: hitps://ya.nu/

P3P: pal

1->25/04 15:39:20 [192.168.163.1:55011>3128] &6 104) >Proxy in:855 out:458

1->25/04 15:39:21 [192.168.163.1:55014>3128] {6 105)
CONNECT Ih3.google.com:443 HTTP/1.1
Host: [h3.google.com:443
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CETb LIEHTPOB LIU®POBOTO I ‘

CUCTEMHOE AAMUHUCTPUPOBAHHUE OBPA3OBAHWS ETEM «IT-KYB» ‘ r -E-@\
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Tema 15. JlokanbHble ceTu.
NMporpammbl yaanéHHOro agMUHUCTPUPOBAHUA

PekoMeHayeMoe KonM4yecTBo YacoB Ha aaHHyto Temy — 1 yac.

MnaHupyembie pesynbrathbl

MpepmeTHble: npeacraeneHne o6 opraHvsaummM M (QYHKLMOHUPOBAHUKM KOMMbIOTEPHOM
cet UHTepHeT; npeactasnexHne 06 yaanéHHOU noanepykke nosib3osaresie.

MeTanpegmeTHble: NpefcTaB/lieHWe O KOMMbIOTEPHbIX ceTAx, 06 obMeHe W pacnpocTpa-
HeHUU MHOPMALMKU B KOMMBIOTEPHbIX CETSX.

JIn4HOCTHbIE: NOHWUMaHWe POJIM MH(POPMALMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeacraeneHne o chepax NPUMEHEHUss KOMMbIOTEPHbIX CETEW B Pas3/iMyHbIX chepax AeATesb-
HOCTU YenoBeka.

O6opynosaHue U MmaTepuasnbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 0bopyaoBaHue.

Kparkoe coaeprkaHue. [NoHATHe «ynanéHHoe ynpasneHue komnbtotepom». O630p npo-
rpamMm ans yoanéHHoro ynpaeneHus koMmnbiotepoM (YoanéHHbi NOMOLWHKUK, YaanéHHbl pa-
60unit cton Chrome, Veyon, Real VNC, UltraVnc, AnyDesk u ap.). MNpaktuueckas pabora Ne 31.

MpakTuueckasa pabora Ne 31. YpanéHHoe ynpaBneHue KOMNbIOTEPOM

YnanéHHoe ynpaeneHue komnbtotepoM. Ckauvatb npunoxkeHue «TightVNC» v yctaHoBUTB
ero Ha Komnbiotep. [pu ycTaHOBKe BBECTM Naposib AJ1S yAANEHHOIO AOCTyna.

TightVNC Server: Set Passwords
Please protect your TightVNC Service. Make sure to enter a password for remote access.
Also, it might be a good idea to use administrative password on multi-user systems,
Password for Remote Access
(O Do not change
(O Do not use password protection (DANGEROUS!)
(®) Require password-based authentication (make sure this box is always checked!)

crerpesmorts [s0e ]

Administrative Password
(®) Do not change
(O Do not use password protection
(O Protect control interface with an administrative password
Enter password:

Confirm password:
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OBPA3OBAHMS JETEM «IT-KYB» CUCTEMHOE AOMUHUCTPUPOBAHUE

Mocmotpetb IP-apgpec komnbtoTepa. MNpu pabote B BUPTYyanbHOM MallMHE CBEPHYTb BUPTY-
aNibHYI0 MalUMHY M Ha OCHOBHOM cucTeMe uYepe3 MeHlo «[lyck» 3anyctuTb nporpammy
«TightVNC Viewer» (nporpamma npeagapuTenbHO AOMKHA ObITb yyKe yCTaHOB/IEHA B CUCTEME).
Ykaszatb |IP-agpec koMmnbloTepa, K KOTOPOMY HEOOXOAMMO MOAK/IOUYUTLCA, U HaXKaTb KHOMKY
«Connect».

New Tight¥NC Connection 2. [

VMG server:  192.168.163.128 - [j
7 Connection profile [—j
@t () Low-bandwidth connection —
: h—IC () Default connection options
©) High-speed network

BeecTn paHee ycTaHOBNEHHbIV Napo/ib.

Standard VNC Authentication (BERaS

VNC Host: 192.168.163.128

ﬁt‘ | Username: |

VE | Password: |

[ OK I [ Cancel

Mpu npaeunbHoM BeBoge IP-agpeca v napons nepen BamMu nosiBUTCA paboyni CTON KOM-
nbloTepa, K KOTOPOMY Bbl MPOM3BEU NOAK/OYEHHME.

Tema 16. JlokanbHblie cetu. 0630p Windows-server.
3aKlouYUTEeNIbHOE 3aHATHE

PekomeHayeMoe KonMyecTBo YacoB Ha gaHHyto Temy — 1 yac.

NMnaHupyeMblie pesynbrathbl

MpepmeTHble: npeacraeneHne ob opraHusaunmM M (YHKLMOHUPOBAHWM KOMIMbIOTEPHOM
cet UHTepHeT; Hanuuue npeacTaeieHnin 06 yaanéHHOM yrnpaBieHWU NOKasbHbIMU CETAMMU.

MeTtanpeameTHblie: NpeacTaBNeHNe O KOMMbIOTEPHbIX CeTAX, 06 obMeHe M pacnpocTpa-
HeHUU MHOPMALMU B KOMMBIOTEPHbIX CETSX.

JIn4uHOCTHbBIE: NOHWMaHWe pPosiu UH(POPMALIMOHHBIX MPOLLECCOB B COBPEMEHHOM MUPE;
npeacraeneHve o cepax NPUMEHeHUs KOMMbIOTEPHbIX CeTeW B pPas/inMyHbiX cepax aedtesb-
HOCTW YenoBeka.

O6opynoBaHue U maTtepuanbl: KOMMbIOTEP, NPe3eHTaLMOHHOE 060pyAOBaHHE.

Kpatkoe copepxaHue. CepeepHble onepaumoHHble cuctembl. Windows-server, Ubuntu-
server. ®yHKuUMOHan onepauunoHHoi cuctembl (dhep, Idap, dns, ueHTpanMzosaHHoe o6HOBe-
HWe aHTMBUPYCHbIX 6a3 M 0OHOBMEHUS A1 ONEePALMOHHON CUCTEMDI, LLEHTPAIM30BaHHOE Xpa-
HeHWe JOKYMEHTOB U Ap.).
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Fpuropbes Cepreit [eopruesmny
PycuHoe Anppeit Cepreeeny

Peanusauua pononHutenbsHou ob6paszoBaresibHOMW NPOrpamMmmbil
Nno TeMaTu4eckKkomy HanpasneHuto «CucreMHoe aAMUHUCTPUPOBAHUE»
C UCnonb3oBaHUEM 000pyAOBaHUA LEHTPA LUdpoBOro
obpaszoBaHusa peten «IT-Ky6»

Memoduyeckoe nocobue
nood peo. puzopbeBa C. I.

LleHTp ecTecTBeHHO-Hay4HOro U MateMaTM4ecKoro obpasosaHus
Pykoeogutens ueHtpa 3. . [anoHiok
OrteetcTBeHHbIN 3a Bbinyck E. C. Kapayw
Pepakrtop E. C. Kapayw
XynoxkecteseHHoe ocopmnenue C. M. CumHukoBa
KoMmnbloTepHas BEpCTKa U TexHUYeckoe peaaktupoBaHue 3. B. AnekceeBa
Koppekrop I. U. MocsakuHa
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