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.  KoMiuiekc 0CHOBHBIX XapaKTEPUCTUK NMPOrPpaMMbl

1.  IosicHMTeJIbHAS 3aNMCKA
CuctemHsblii  aaMuuuctpatop (aHmi.  System administrator —  10CiIOBHO
«aIMHHHCTPATOpP CHCTEMbI») — mpodeccHoHanl B 001acTh  HHGOPMAIIHOHHBIX

TEXHOJIOTHH, 00A3aHHOCTU KOTOPOTO MOJAPa3yMeBAaIOT OOecleyeHHe IMTAaTHONH padOThI
KOMITBIOTEPHON TEXHUKHU, CETH U MPOTPAMMHOI0 00€CTICUEeHHUS.

CoBpeMEHHbIE  TEXHOJIOTUM  TPEJOCTABIAIOT  TOJB30BATENIO  MOITHBIN
MHCTPYMEHTApUW NIl  pEelIeHUs pas3luyHbIX 3a7ad. [losBuiach BO3MOXKHOCTh
aBTOMATHU3ALMH HEKOTOPBIX MpoleccoB U (yHKUUN vepe3 Bed-untepdeiicsl. MHorue
OpraHM3aIK UMEIOT COOCTBEHHBIE CAUTHI U CTpaHUIIbl B IHTEpHETE, HO 11 TOTO, YTOOBI
CO3/1aTh, MOJJIEPKUBATh CETh MPEINPUITHS, HEOOXOIUMO O00JIaaTh ONpeAeTIEHHBIMU
HaBBIKAMH M 3HAHUSMU.

B mnacrosimee Bpemsi Haubosee NEPCHEKTUBHOM MNpodecCHOoHaNbHOM cpenon
aBsieTcs cepa MHPOPMAIIMOHHBIX TEXHOJIOTUN U TPOTrPAMMHUPOBAHMSI.

CucreMHOE aIMUHUACTPUPOBAHUE UMEET 0CO00E 3HAUCHNE B PA3HBIX 001ACTAX, B
TOM 4ucjie M B 00pa3oBaHUM. DTOT MPOLECC MPEACTAaBISIET COOON WLENbIi KOMILIEKC
CHEIMATM3UPOBAHHBIX YCIYT, KOTOpPBhIE HANpaBlIeHBI Ha TO, YTOOBI 00ECHeYHuThH
OecrniepeOoitHyr0 paboTy Bcero 0OOpYAOBaHUS U KOMIIBIOTEPHON TEXHUKH, a TAKKE
HaJEKHYIO 3alUTY JaHHBIX, COXpaHEHNE HH(POPMAITMOHHBIX PECYPCOB Y MAKCUMAJILHYIO
Oe3omacHocTh cetu. McmpaBHas paboTra TEXHUKM JaEéT BO3MOXKHOCTH Tefaroram
MCIOJIb30BaTh B 00pa30BaHUM MPUHIMITUAILHO HOBBIE TEXHOJIOTHH O0YUECHHUS.

[Tporpamma  «CucreMHOE€  aJAMHHUCTPUPOBAHUE»  HMEET  MEXHUYECKYIO
Hanpagnennocmsp. OOyyarolmmecs B XOA€ 3aHATHN MPUOOLIAIOTCS K WHKEHEPHO-
TEXHUYECKMM 3HAHUSM B 00JacTH WHGOPMAIIMOHHBIX TEXHOJOTHH, (OPMHUPYIOT
JIOTUYECKOE MBIIIICHHUE.

OcHoBaHMEM [UJIsl IPOEKTUPOBAHMUSA M PeaU3alluu JaHHOW 00Iepa3BUBaIOIIEH
IIPOTrPaMMBbl  CIIY>)KUT HeEpeYeHb CAeOyloujux HOPMAMUGHBIX NPABOGLIX AKMOE U
20CYy0apCcmeeHHblX  NPOZPAMMHBLIX  00Kymenmoe: DepnepanbHblii  3akoH  «O0

oOpa3zoBanuu B Poccuiickoit deaeparun» ot 29.12.2012 N 273-03; CtpaTterus pa3BUTHS



Bocnutanus B Poccuiickoit denepanun Ha nepuon g0 2025 roga. PacnopsikeHue
[IpaBurensctBa Poccuiickoit ®epepaunn ot 29 masa 2015 r. Ne 996-p; Ilucemo
MunucrepctBa oOpazoBanus 1 Hayku PO ot 18.11.2015r. Ne 09-3242 «O nHanpaBieHuu
Metoauyeckux peKoMeHaanun 1o MPOEKTUPOBAHUIO JIOTIOJTHUTEJIbHBIX
oOlepa3BUBalOIUX  IporpamMM  (BKJIIOYas  pa3HOYpPOBHEBbBIC)»;  PacmopsikeHue
npaButenbcTBa PO o1 04.09.2014 No 1726-p «O0 yrBepx)aeHuu KoHrenmm pa3BuTus
JIOTIOJTHUTEIBPHOTO 00pa3oBaHus nerei»; «OCHOBBI 3akoHOAaTenbcTB PD 00 oxpane
3710pOBbS TPaXKJIaH», YTBEpKJAcHHbIE BepxoBHbIM coBeTOM P® o1 22.07.1993 Ne 5487 -
(pen. ot 25.11.2009); ®enepanbubii  3axkoH ot  24.07.1998 Ne 124-@3
«O0 OCHOBHBIX rapaHTusix npaB pedo€Hka B PD»; @enepanbhblil 3akon ot 21.11.2011
Ne323-d3 «O06 ocHOBax OXpaHbl 310POBbs rpakaH B Poccuiickoit @eaepanuny»; [Ipukas
MunucrepcTBa ITPOCBEILICHUS Poccun OT 09.11.2018 T.
Ne 196 «O06 ytBepxkaenuu [lopska opraHu3aiy U OCYyIIECTBICHUS 00pa30BaTEIbHON
JESITEILHOCTH M0 JIOTIOJIHUTENIbHBIM 0011e00pazoBarenbHbiM nporpammamy (IIpukas
No1008 oTmeHeR).

Axkmyanvnocms npozpammsl  00yCJIOBJICHA TMOTPEOHOCTHIO OOIECTBA B
TEXHUYECKHU TPAMOTHBIX CIEIHUAIUCTAX U MOJTHOCTHIO OTBEYAET COLMATILHOMY 3aKa3y 10
MOATOTOBKE KBAIM(UIIUPOBAHHBIX KaJIpOB. YUMUTHIBAs CJIIOKHOCTb U MHOTO00paszue
KOMIIBIOTEPHOW TEXHUKH, CTAHOBHUTCS [MOHATHO, YTO 3aHUMAThCAd CHUCTEMHBIM
aIMUHUCTPUPOBAHUEM MOXKET TOJBKO CHEHUAIMCT, OO0Jafaroluii HeoOXOIUMbIMU
3HAHUSIMU U HABBIKAMU.

B o06s3anHOCTH JI00OrO0 CHCTEMHOIO aJIMHHHCTPATOpa BXOIUT pEIICHUE
OOJIBIIIOTO KOJIMYECTBA Pa3HOOOPA3HBIX 3aJ]1ay, MPU3BAHHBIX OOJIETYUTh KU3Hb KaK eMy
caMOMy, TaK W MOJb30BaTelsiM. 10, ¢ YeEM MPUXOJUTCA CTAJIKUBATHCA MOCTOSHHO, —
MOHUTOPUHT CEPBEPOB WJIM OTICIBHBIX IMPOIECCOB, PE3EPBHOE KOMUpOBaHHE 0a3
JAHHBIX, TIPOCMOTP JIOTOB C TOCIEAYIOIIEH BBIOOPKON HeoOxonuMmoin uHbOpMaIn,
HACTpPOWKa W COBEPIICHCTBOBAHHE CHUCTEMbl HMH(GOPMAIIMOHHON 0€30MacHOCTH,
3aBeICHUE U PEJaKTUPOBAHUE TOJIb30BATENIbCKUX YUETHBIX 3alUCEN U T. II.

Ceronns B 10001 cdhepe NesTeTbHOCTH CYIIEeCTBYET ONPEASIEHABINA 00BEM 3a1ad,

AJIA OIICPATHBHOI'O BBIITOJIHCHUSA KOTOPBIX HCO6XOI[I/IMO COCAMHCHHUEC BCEX KOMIIBIOTCPOB
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B €IMHYIO JIOKaJIbHYIO ceTh. M OHa foikHA 4€TKO (YyHKUMOHUPOBATH. B mpoTuBHOM
cllydae BO3MOXHBI MTOTEpU MHGPOpPMAIUH, 3aMEJICHUE WM TOJIHAsg OCTaHOBKa OOMeHa
naHHbeIMH. [loaTOMY HacTpoiika ceT, 00cTyKUBaHUE U AAMUHUCTPUPOBAHUE JIOKAJILHON
CETH SBJIAIOTCS aKTyaJIbHBIMU 33JauaMi HACTOSIIETO BPEMEHHU.

Taxke mnporpamMma akTyajdbHa TEM, YTO HE HMEET aHaJoroB Ha pbIHKE
00111e00pa30BaTENbHBIX YCIYT U SBIISETCS CBOETO POJIa YHUKAIBLHBIM 00pa30BaTebHBIM
MPOAYKTOM B 00JacTh MH(OPMALIMOHHBIX TEXHOJIOTHIA.

Ilpoecnocmuunocme IpOrpaMMbl «CucreMHoe aMUHUCTPUPOBAHUE
3aKJIF0YaeTCs B TOM, YTO OHA OTpakaeT TPEOOBAHMUS M aKTyaJIbHbIE TEHICHIIUU HE TOIBKO
CETO/HSIIIHET0, HO U 3aBTPAIIIHETO JIHA, a TAKKE NMEET MEeXANCIUITTMHAPHBIN XapakTep,
YTO MOJHOCTBIO OTPAKAET COBPEMEHHBIC TEHJICHIIUU MTOCTPOEHUS KaK JOTOJHUTEIbHBIX
00111e00pa30BaTEIbHBIX MTPOTPAMM, TaK U 00pa30BaHUS B 1IEJIOM.

Jlannasi oOpa3oBaTelibHasi TporpaMma BKIIOYAaeT B ce0S JOCTHKEHHUS Cpasy
HECKOJBKMX HampaBieHud. B rmporecce aaMUHUCTPUPOBAHUSA JIETH MOIy4aT
JOTIOJTHUTENbHOE 00pa30BaHKe B 00JIACTH MAaTEMATUKH, AIEKTPOHUKN U MH(OPMATHKH,
a TaK)Ke 3HaHUS B 00JIACTH TEXHUYECKOTO aHTJIMACKOTO SI3bIKA.

[TporpaMMa nMeeT MpakTHUECKYIO HAMIPABICHHOCTh C OPHUEHTALIMEH Ha peallbHbIe
MOTPEOHOCTH, COOTBETCTBYIOIIME BO3PACTy OOYy4YalolIerocsi; OXBaThIBae€T Kak
AITOPUTMHYECKOE HANpaBJICHHE, TaK M BOMPOCHI MPAKTUYECKOTO MCIOJIb30BaHUS
MOJYYCHHBIX 3HAHUW TMpU pEUIeHUH 3aJad U3 Pa3IudHbIX o00yacTell 3HaHUM;
OpPHEHTHUPOBAHA HA CYIIECTBYIOIIHI MAPK BHIYUCIUTEIHPHON TEXHUKH U JOTIOTHUTEIIbHBIC
OTpPaHUYEHUS; JOMYCKAaeT BO3MOXHOCTh BapbHPOBAaHUS B 3aBUCUMOCTH OT YPOBHSA
MOJITOTOBKA W WHTEIUICKTYaJbHOTO YpOBHs OOydaromuxcs (Kak TPYMIOBOTO, TaK U
WHUBUTYAJIBHOTO), a TAKKE MPEAyCMAaTPUBAECT BO3MOKHOCTh MHANBUAYATBLHON pabOTHI
¢ 00yYaroImMMHCH.

[TpakTHueckas 3HAYUMOCTh Kypca 3aKJI04YaeTcsi B TOM, YTO OH CIIOCOOCTBYET
OoJiee yCIenHOMY OBJIQJICHUIO 3HAHUSIMU U YMEHHUSIMU 10 HampaBlieHHI0 « CUCTEMHOE
aMUHUCTPUPOBAHUE» UYEpE3 Ppa3BUTUE CAMOCTOSITEIbBHOCTH OOydYaroumxcs H

OIITUMHU3alINI0 CPCACTB U MCTO/JI0B 06y‘—IeHI/I$I.



3HaHUS U yMEHUs, PUOOPETEHHBIE B pe3yJIbTaTe OCBOEHUS Kypca, MOTYT OBITb
UCIIONIb30BaHbl oOyuaronumucs npu caade EI'D, a Ttaxke mpu oOydeHHH B cpeHe-
CHeuaIbHBIX YUeOHBIX 3aBEACHUSIX U Ha HaYaIbHBIX Kypcax B BY3ax.

Omauuumenvnan ocobennocmp npozpammol «CucreMHoe
aIMUHUCTPUPOBAHUE» B TOM, YTO OHA SIBJIIETCA MPAKTUKO-OpUEHTUPOBaHHOM. OCBOEHUE
MOJIPOCTKAMU HABBIKOB Pa3pabOTKH CETH, BEO-CEPBUCOB U CETEBBIX CIYKO MPOUCXOIUT
B MPOIIECCE MPAKTUYECKOW U CAaMOCTOATEIBHON pabOThl. DTO MO3BONISIET 00YUIAIOIIMMCS
MOJIy4aTh HE TOJIBKO TEOPETUYECKHE 3HAHHWS B 00JIACTU aAMUHUCTPUPOBAHHUSA, HO U
YBEpPEHHO OBjIaAeBaTh [T-TEXHOJOTUSAMH, YTO MOMOXKET KM CaMOOIPEACIHUTHCS U
BBICTPOUTh TPACKTOPUIO JIMYHOCTHOTO pPOCTA B COBPEMEHHOM HMH(POPMALIMOHHOM
oOuiecTBe.

N3ydeHne OCHOBHBIX MPUHIIUIIOB TMOCTPOCHUS W aJIMUHUCTPUPOBAHUS CETEH
HEBO3MOXXHO 0e3 peryiasipHoil mnpakTuku. OOyueHue MpOUCXOOUT Ha 0Oaze
oOpazoBarenpHoil minatdopmbl Cisco. Ha nanHol mmardgopme mpencTaBiieHbl Bce
TEOPETHUYECKUE MaTepuaibl, OMOTUOTEKH, MPAKTUUYECKHUE M TECTOBBbIE 3aJaHus. Y
KaXJIOTO peOeHKa €CTh CBOS yu&THas 3aMKCh, 0JIaroaapss KOTOPOM OH MOXKET MOJTYIUTh
JOCTYM K oOpazoBarenbHOl mnatdopme ¢ arodoro 1K U camocTosTebHO UCTIOIb30BATh
MaTtepHuabl Il TOBTOPEHUS U3yYEHHOT'O MaTeprasa U BhIMOJHEHUS TOMalIHUX paldoT.
[Tenaror nmosydaet CTaATUCTUKY IO YPOBHIO OCBOCHHS TIPOTPAMMBI KaXKIBIM PEOEHKOM.

B nporpammy 3anokeH NOpUHIMI MOAYJIBHOCTH, KOTOpas oOeclneuynBaeT
BApUATUBHOCTh OOyYeHHs. MoOaynb — CTPYKTypHas €IWHUIIAa O00pa3oBaTEeIbHON
MPOrpamMMbl, UMEIOIIAsl ONPEEICHHYIO JOTUUYECKYIO 3aBEPIIEHHOCTh M0 OTHOIIEHUIO K
pesyabTaram o0ydeHus. Kaxaplii MOIynb COCTOUT U3 KEMCOB (HE MEHEe [IBYX),
HarpaBJeHHBIX Ha (opmupoBanue omnpenenéHapix kommerenuuii (hard u  soft).
Pe3ynbTraToM Kakaoro keica SBISIETCS «IPOAYKT» (IpyNnoBOM, WHIMBHUIYaJlbHBIN),
JEMOHCTPUPYIOIINI CPOPMUPOBAHHOCTH KOMIIETEHITUH.

Keiic Brirouaer HabOp croenuaibHO pa3pabOTaHHBIX YYEOHO-METOAMYECKUX
maTepuasioB. KeilcoBble «IPOIYKTb» MOTYT OBITh CaMOCTOSITEIbHBIM IPOEKTOM IO
pe3yibTaTaM OCBOGHHMsSI MOJYJNA, WM OOIIero NpoeKTa IO pe3yibTraraM Bcel

oOpa3oBarenbHON TporpaMmbl. MOAynu W KEHChl pa3iuyaroTcsl MO CIOXKHOCTH H



peanu3yroTcs MO MPUHIIMITY «OT MPOCTOTO K cioxkHoMy». Ilo comepskaHuio MOIyu
JENATCS Ha MpeAMETHbIE (HENMOCPEACTBEHHO CBS3aHHBIE C OOJIACTBIO 3HAHUN),
oOlepa3BuBaionMe  (HampaBiieHHble  Ha  (OpPMHpPOBAHHE  IMO3HABATENBbHBIX,
KOMMYHUKATUBHBIX KOMIIETCHITUN).

[IporpammHoe cojliepKaHUE KaKIOTO MOCIEAYIONIEro MOJYJA ONUPAeTCs Ha
c(hOpMHUpPOBAaHHbBIEC 3HAHUS M YMEHHS MPEAbIAYIIEro, MPeanoiaraeT ux pacuiupeHue,
yriyOJieHne, a TaKKe BHOCUT 3HAYUTENIbHBINA 3JIEMEHT HOBH3HBI.

Adpecam obwepazeusarouieii npozpammol

JlononHuTenbHAS oOuiepa3BuBaroLas nporpamma «CucreMHoe
aAMUHUCTPUPOBAHUE» TMpeJHA3HauYeHa sl Jered B Bo3pacte 12-16 njer 0Oe3
OTPAHUYECHHN BO3MOYKHOCTEW 370pOBbS, MPOSIBISAIONIMX HMHTEPEC K YCTPOMCTBY
KOMITbIOTEPA, JJOKAIBHOU CETH, CEPBEPHOMY M KOMMYTALIMOHHOMY 00OpYA0BAaHMUIO.

DopMbI 3aHATHI TPYIIIOBBIE, KOJIMYECTBO OOYYAIOIINXCS B Tpymie 10 14 yenoBek.
CocraB rpynil MOCTOSTHHBIN.

['pynnsl popmupyrores no Bo3pacty: 12—13 net u 14-16 ner.

Mecto npoBenenus 3anatuil: T. Bepxuss [Ieimma, nip. Ycenenckuid, 21

Bo3spacmmuwie ocobennocmu cpynnoi

ConepkaHue MNPOrpaMMbl  YUYUTHIBAET BO3PACTHBIE U ICHUXOJOTUYECKHUE
0COOEHHOCTH JeTeil B Bo3pacte 12—16 jeT, KOTopble ONpenemsioT BbIOOp (opm
MPOBEJICHUSI 3aHATUHN ¢ 00y4JaromuMucs. BeijieleHHbIe HAMU BO3PACTHBIE TIEPUOIbI NTPU
dbopmupoBanuu rpymnn 12—16 jer 0a3upyroTCsS HAa TMCUXOJIOTHYECKUX OCOOCHHOCTSX
Pa3BUTHUS CTapIIero noapocTkoBoro Bo3pacra (mo JI. b. DapkoHuHYy).

Jletn 9TOrO BO3pacTa OTJIMYAIOTCS BHYTPEHHEH  ypaBHOBEIIEHHOCTHIO,
CTPEMJICHHEM K aKTHMBHOM MPAKTUYECKON NEATEIbHOCTH, MMOAITOMY OCHOBHOUM (hopMoii
MPOBEJICHUSI 3aHATHN BBIOpAHBI MPAKTHUYECKHUE 3aHITHS. PelAT Takke yBIEKaeT
COBMECTHAsl, KOJUICKTUBHAsl JESITEIbHOCTh, TAK KaK pE3KO BO3pPACTACT 3HAUYECHUE
KOJUICKTUBA, OOIIECTBEHHOTO MHEHHS, OTHOIIEHWHA CO CBEPCTHUKAMH, OIICHKHU
MOCTYIIKOB M JIEUCTBHI peOEHKA CO CTOPOHBI HE TOJBKO CTapIlUX, HO U CBEPCTHUKOB.
PeO&Hok cTpemuTCs 3aBOE€BaTh B MX IJ1a3aX aBTOPUTET, 3aHATh JOCTOMHOE MECTO B

KOJIJICKTHBCE. HOC—)TOMY B ImporpamMmmy BKJIIOUYCHBI IMPAKTUYCCKHEC 3aHATUA



COpPEBHOBATEJILHOTO XapaKTepa, KOTOPbIE MO3BOJISIIOT KaX/I0MY IIPOSBUTH CE€0s1 U HAUTH
CBOE MECTO B JIETCKOM KOJUIEKTHUBE.

Taxke crnemyeT OTMETUTb, YTO JIETM JAHHOM BO3PACTHOM  TPYMIIbI
XapaKTEPU3YIOTCS TaKUMHU ICUXWYECKHUMH MPOLECCAMU, KaK H3MEHEHHUE CTPYKTYpbI
JUYHOCTU U BOBHUKHOBEHHUE MHTEpECA K HEM, pa3BUTHE aOCTPAKTHBIX (POPM MBIILICHUS,
CTaHOBJICHHE 0o0Jieeé OCO3HAHHOTO W IIeJICHANPABIEHHOTO XapakTepa JeATebHOCTH,
MPOSIBIICHUE CTPEMJICHUSI K CAMOCTOSTEIBHOCTH M HE3aBHCHUMOCTH, (HOpPMHUPOBAHHE
CaMOOLEHKHU. DTHU MPOLIECCHI O3BOJISAIOT MOJIOKUTh Hayasio (POPMUPOBAHUIO HAYaJIbHOTO
po¢heCCUOHAIBHOTO CaMOOTPEICIICHHS] 00yYarOIIUXCSl.

Pestcum 3anamuii, 00vém odwepazeusarouwienl nPocpammol: JUIUTEIBHOCTh
OJIHOTO 3aHSTHS COCTABIISET 2 aKaJIeMUYECKUX Yaca, [IEpUOANYHOCTD 3aHATHN — 2 pa3a B
HEJIEIIO.

Cpok oceoenusa oduepazgusarouieii nPoOpammopl ONPEIEISAETCS CONECPKAHUEM
mporpamMmsl U coctanisieT 2 rona (144 gaca B ron).

Dopmul 00yuenun u 6uobl 3aHAMUIL: COUETAHUE OYHOM M OYHO-3a04HOU (hopm
oOpa3oBaHMsl C MPUMEHEHHEM DIIEKTPOHHOTO OOydYeHUs M  JIUCTaHIIMOHHBIX
oOpazoBaTenbHbIX TeXHOJIOTHM (3akoH Ne273-D3, rn.2, c1.17, m.2.).

OCHOBHOI THI 3aHATUN — KOMOWHHUPOBAHHBIN, COUYETAIONINI B ceOe AIeMEHTHI
TEOPUHM W NPAKTUKHA. BOJBIIMHCTBO 3alaHMil Kypca BBIIOJHSIETCS CaMOCTOSITENIBHO C
MTOMOILBIO TEPCOHATIBHOTO KOMIIBIOTEPA U HEOOXOJUMBIX IPOrPaMMHBIX CpeACTB. Takxke
nporpaMMa Kypca BKJIIOYaeT TpYNINOBbIE W HMHAUBUAYaJdbHbIE (OPMBI pabOThI
oOyuaromuxcst (B 3aBUCUMOCTU OT TEMBI 3aHATHUSA).

Kaxnas Tema Kypca HayMHAETCs C TMOCTAHOBKM 3aJaud — XapaKTePUCTUKU
peIMETHON 00J1acTH, KOTOPYIO MPEICTOUT U3yuuTh. C 3TOM 11e/Ib0 Me1aror MpOBOAUT
JEMOHCTPALIUIO TMPE3eHTAIlMM, a TaKXKe pe3yibTaT paloThl. 3aKperuieHHe 3HaHUN
INPOBOAMUTCA C MOMOUIbIO TMPAKTUKU OTPAaOOTKHM YMEHHUH CaMOCTOSITEIbHO peIlaTh
IIOCTAaBJIEHHBIE 3aJa4l, COOTBETCTBYIOIIME MHHHUMAJIBHOMY YPOBHIO IUIAHUPYEMBIX
pe3ynbTaToB 00yueHus. OCHOBHBIE 3aJJaHUs ABJISIOTCS 00513aT€IbHBIMU ISl BBITIOJTHEHUS
BCEMU OOYyYarOIIMMHCS TPYMIbl. 3aJaHUsl BBINOJHSIOTCS Ha KOMIBIOTEpE C

UCIOJIb30BaHUEM 00pazoBaTenbHOM iatgopMel. [Ipu 3ToM oOyuaromuecs: He TOJIbKO



(OpMHUPYIOT HOBbIE TEOPETUUECKUE U MPAKTUYECKUE 3HAHUS, HO U IPUOOPETAIOT HOBBIE
TEXHOJIOTUYECKUE HABBIKU.

Metoauka oOy4ueHHMsT OpUEHTHpPOBaHA HA WHIMBUAYaJdbHBIA moaxon. Jis toro
YTOOBI KXKIBIA MOJIPOCTOK MOJYYWJT HAWIY4IIUNA pe3yabTaT OO0ydeHus, MporpamMmoin
OPEeIyCMOTPEHbl WHAMBHUIyaJIbHbIE 3aJaHMsl I CaMOCTOSTENbHOM pabOThl Ha
JOMalIHeM KoMIibtotepe. Takas ¢oopMa opraHuzalnuu 00y4eHUs: CTUMYJIUPYET UHTEPEC
oOydaromerocsi K TMpPeaMeTy, AaKTUBHOCTh M CaMOCTOSITENIBHOCTh OOyYaroluXcs,
CHOCOOCTBYET OOBEKTHUBHOMY KOHTPOJIO INIyOMHBI U IIUPOTHI 3HAHUMN, MOBBIILICHUIO
KauecTBa YCBOEHHUs Marepuana oOO0y4arolUMHKCS, II03BOJIIET MEJArory IMOJIyYUuTh
OOBEKTHBHYIO OLIEHKY BBIOpaHHOW WM TaKTUKM M CTpaTerud pabOThl, METOJUKHU
WHAUBUAYAIBHOTO O0yUYeHHUs U 00y4YEeHHUsI B IPYyIIIE, BHIOOpa MPEAMETHOTO COACPKAHMUSL.

st caMoCTOATENbHOM pabOThl UCMOIB3YIOTCA pPa3HbIE MO YPOBHIO CIIOKHOCTH
3ananus. KomuuecTBo Takux 3a/laHuil B padoTe MOKET BapbUPOBATHCS.

B xozne oOyueHust nmpoBOIUTCS MPOMEKYTOUHOE TECTHPOBAHHE MO TeMaM MAJis
OTpENICJICHUs] YPOBHSI 3HAHUM OOydaronuxcsi. BBINIOTHEHWE KOHTPOJIBHBIX 3aJaHui
CHOCOOCTBYET AaKTUBU3ALMU Yy4ye€OHO-IIO3HABATEIbHOM JAEITEIbHOCTH U BeAET K
3aKPEIUICHUIO 3HAHUM, a TaKKe CIY>KUT UHAMKATOPOM YCTIEIIHOCTH 00pa30BaTEIbHOTO
Ipo1uecca.

[To Tumy opraHu3zanuyM B3aWMOJAEWCTBUSA IIEIAaroroB ¢ OOyYarOUIMMHCS MpU
peanu3anuy MpOrpamMMbl HCHOJB3YIOTCA JUYHOCTHO-OPUEHTHPOBAHHBIE TEXHOJIOTHUH,
TEXHOJIOTUH COTPYIHUYECTBA.

Peanuzauus nporpaMMbl IperoiaraeT UCIoJIb30BaHUE 3I0pOBbecOeperaronmx
TEXHOJIOTUH.

3nopoBbecOeperaromnias 1esTeNbHOCTh PeaTn3yeTcs:

— yepe3 cozgaHue 0e30MacHbIX MaTepUAIbHO-TEXHUUYECKUX YCIOBHIA;

— BKJIIOYEHUEM B 3aHIATHE JMHAMUYECKUX TIay3, IEPUOJUYECKON CMEHBI
JESITeIbHOCTH 00Yy4arOIIUXCS;

— KOHTpOJIEM cO0JII0/IeHUs 00yUaroumucs npasui padotsl Ha [1K;

— yepe3 co3/laHue OJIaroNmpHUsITHOrO MCUXOJOTHYECKOro KinMaTa B ydeOHOU

rpyInIe B LEJIOM.



00vém obwepazsusarouiert nPOZPaAMMbl COCTaBIISIET 288 4acoB.

[Io ypoBHIO OCBOEHHMS TIIporpamma OOIIEepa3BUBAIOIIAs, PA3ZHOYPOBHEBAA
(craproBbIii, 0a30BbId ypoBHM). OHa obOecrneYrBaeT BO3MOXKHOCTh OOy4Y€HHUS JeTed C
J100BIM YPOBHEM IMOJITOTOBKH.

«Cmapmoebwlit ypoeenv) (nepewlii 200 00yueHus)

Paccuutan Ha nereli B Bozpacte 12—13 siet, nposBISIONIMX HHTEPEC K YCTPOUCTBY
KOMITBIOTEPA, TOKATBHOW CETH, CEPBEPHOMY M KOMMYTAILMOHHOMY 000pPYAOBaHUIO.

3auucneHue Jereil Ha HepBbI  roJ  oOydeHHs IMpOU3BOAUTCA — 0e3
MpeBAPUTEILHOr0 0TOOpa (CBOOOHBIN HAOOD).

K koHIy nepBoro rojga o0ydaromuecs rnoixyyaT MepBUYHbIE HABBIKK YAAIEHHOTO
aIMUHUCTPUPOBAHUSA, OOECIIEUEHHUs 3alllUThl CETEBBIX YCTPOWCTB, U3y4aT OCHOBBI
MOCTPOEHUsI CeTe YpOBHSA HEOONBIIMX O(GHUCOB M (DUIUANOB; TPUOOPETYT HABBIKU
MOMCKA, aHAJIN3a, UCII0JIb30BaHUs HHGOpMaIuu B ceTu MHTepHeT.

«bas3zoevtii yposenv» (6mopoii 200 00yuenus)

Paccuntan nHa nereii B Bo3pacte 14-16 ner, nmposBiusronmx wuHtepec k IT-
TEXHOJIOTHSIM, KEJAIOIUX COBEPIIEHCTBOBATh CBOM HABBIKK PA0OTHI C COBPEMEHHBIMU
KOMIBIOTEPHBIMH CHUCTEMaMH, HUMEIOIIMX TEPBUYHBIA OMNBIT aJAMUHUCTPUPOBAHUS U
ITOCTPOECHUS CETEM.

[To okoHyaHUU 00y4YEHHUs HA CTAPTOBOM YPOBHE MPOBOJUTCS MPOEKTHAsI paboTa,
rae oOydarouiuiicsi MOKa3bIBa€T CBOM HAaBBIK B HACTPOWMKE CETHU, MO CTaHIAPTHBIM
MetonukaM. [lo pesynbraTaM MpOEKTHOM paboThl OOydaromuecs MNEepeBOAATCS Ha
0a30BbI YpOBEHb. 3aUUCIICHUE IETEH, paHee He 3aHMMABILKXCS 10 IAaHHOM IpOrpaMme,
MIPOUCXOMT IO Pe3yJbTaTaM BXOJAHOTO KOHTPOJIS (TECTUPOBAHMUS).

OO6yuenue no nporpamme «CHCTeMHOE aJMUHUCTPUPOBAHUE» HA BTOPOM TOMY
yrayOJisieT 3HaHMs, MOJYyYEHHbIE B MEpPBbIA ToJ OOyYeHHUs, U pacIIUpseT NOHUMaHUE
OCHOB 0a30BBIX MPHUHITUIIOB TOCTPOCHUS JIOKaTbHO-BhraucauTenbHo cetu (JIBC) u
ceTeBOil HHPPACTPYKTYPHI.

K xonmy BrOoporo rojga oOy4yeHUsI MOJIPOCTKH CIIOCOOHBI CaMOCTOSITEIBHO

OIIpCACIIATh HpO(beCCI/IOHaJIBHBIe 3aa9 U IIYTH PCIICHUSA; PCAIM30BbIBATL CPCAHUC U
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KpyMHbIE MPOEKTHI MO CBOMM 3ajadyam, yjiyyllas U MPUMEHSSl Ha MPAKTUKE HABBIKU
co3maHus 60Jee CIOKHBIX 1 MHOTOGYHKIIMOHATBHBIX HHTEPHET-TIPOEKTOB.

[Iporpamma JeMOHCTPUPYET OCHOBHBIE HaIlpaBieHHUs B pa3pabOTKe ceTu, BeO-
CEPBUCOB M CETEBBIX CIYXO, a TaKXKe MO3BOJIIET OCBETUThH YIIIYOJICHHBIC MOMEHTHI C
PAKTUYECKON CTOPOHBI.

Ileoazozuueckan yenecooopasHocmv npozpammol

[Iporpamma «CucTeMHOE aIMHUHUCTPUPOBAHUE» COCTABJICHA B BHJIE MOJYJIEH,
MTO3BOJISOIIUX MOJTYYUTh JETIM HEOOXOIMMBIN 00bEM 3HAHUM B 3aBUCUMOCTHU OT YPOBHS
MOATOTOBKHU U MTOTPEOHOCTH.

Cmapmosblii  yposeHb — TPEANOJAraeT  HCIOJb30BaHHUE W pealu3aluio
OOIIEOCTYTHBIX W YHUBEPCAIbHBIX (DOPM OpraHu3allid Marepuana, MHUHHUMAIbHYIO
CJIO’KHOCTb MPEIJIAraeMoro I OCBOEHUS COJEP KaHUs MPOTPAMMBI.

ba3zoewiii yposensv TipeAmnonaraeT HCHOJIB30BAHHE M pPeANU3AlMI0 Takux (popm
OpraHM3allid MaTepualia, KOTOPbIE JOMYCKAIOT OCBOCHHUE CIEIUATU3UPOBAHHBIX 3HAHUI
U sI3bIKa, TapaHTUPOBAHHO O00ECIIEUMUBAIOT TPAHCIISIIIUIO OOIIEH U 1IEJIOCTHOW KapTHUHBI B
paMKax COJIepkKaTeIbHO-TEMAaTUUYECKOTO HAIPABICHUS TPOTPAMMBI.

OcBauBasi JTaHHYIO MOporpammy, oOydaromuecsi OyAyT OBJajeBaTh HaBbIKAMU

BOCTPEOOBAHHBIX HA PHIHKE TPyAa CHEUATIbHOCTEH.
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2. esab u 3a1aun NIPorpaMmbl
2.1. llean u 3agaum (epBbIil 1o 00yUeHHs):

Ilenv npocpammer: popMUpoBaHUE UHTEPECA K TEXHUYECKUM BHJIaM TBOPYECTBA,
pa3BUTHE  JIOTHYECKOTO, TEXHUYECKOTO  MBIIUICHUS CPEACTBAMU  CHUCTEMHOTO
aamMuHucTpupoBanusa. Co3/laHue yCcIOBUN sl TBOPUYECKON caMopean3aluu JIUYHOCTH
pebEHKA MOCPEICTBOM MOJTYUYEHHUS HABBIKOB PaOOTHI C COBPEMEHHBIMU KOMITbIOTEPHBIMU
CHUCTEMaMU aBTOMATU3UPOBAHHOTO MPOCKTUPOBAHUS.

st ycremHoW peaiu3anuu IMOCTaBICHHOW II€IM HEOOXOJUMO PEIIUTh Pl
MEJAaroru4ecKux, pa3BUBAIOIINX U BOCIUTATENbHBIX 3a0au:

Ooyuarowue:

— ¢dopMupoBaHHE  MPEJCTABICHUH O  HACTpoilke  OOJbIION  ceTeBOM
MH(PPACTPYKTYphl, BOCCTAHOBJICHHE €€ padOTOCIIOCOOHOCTH MOCTE COOEB;

— (QopMUpoBaHUE HABBIKOB yIATIEHHOTO aJJMUHUCTPUPOBAHUS;

— (QopMupoBaHue npaBuil padOTHI C MOIB30BATEIAIMU CETH, C(HOPMUPOBATH HABBIK
MPOBEICHUS HHCTPYKTaXKEH ISl KITMEHTOB CETeBON MH(PPACTPYKTYPHI;

— (QopMupoBaHHE HABBIKOB 00ECTICUCHHUS 3AIUTHI CETEBBIX YCTPOUCTB;

— o0yueHHe OCHOBaM TIOCTPOCHUSI CETe YypOBHA HEOONBIIUX O(PUCOB U
(bunuanos;

— (GopMUpOBaHKE HABBIKOB IMUHUCTPUPOBAHUS.

Pazeusarwue:

— pa3BUTHE JIOTUYECKOTO MBIILICHUS] U TEXHUYECKUX HABBIKOB;

— pa3BUTHE YMEHHMS peliaTh 0a30BbIe 3a7a4l YIPABJICHUS CUCTEMON U CEThIO;

— ¢dopMUPOBAaHHE W PA3BUTHE HABBIKOB PabOTHl C Pa3IMYHBIMH HCTOYHHUKAMU
uH(pOpMaIUU, YMEHHSI CaMOCTOATENbHO UCKaTh, U3BJIEKATh U OTOMPATh HEOOXOAUMYIO
JUTS petieHust y4eOHBIX 3a/1ay HHPOPMALIHIO;

— ¢dopMuUpOBaHUE TPYAOBBIX YMEHHUN M HAaBBIKOB, YMEHHUE TJIAHUPOBATH PadoTYy,
NPEeIBUAETh PE3YIbTAT U IOCTUTATh €T0;

— pa3BUTHE YMEHUS TUIAHUPOBATH CBOM JCUCTBUS ¢ yUu€TOM (pakTOpa BpeMeHH, B

00CTaHOBKE C 3JI€eMEHTaMU KOHKYPEHLIUH.
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Bocnumamenwnouie:

— ¢dopMUpOBaHNE AKTUBHOM KM3HEHHOM MO3UIIUH, TPaXKIaHCKO-TATPUOTHYECKOM
OTBETCTBECHHOCTH;

— BOCIIMTAHME ATUKU FPYIIIOBOM pabOThI, OTHOIICHUH JIETIOBOTO COTPYAHUYECTBA,
B3aNMOYBAKCHUS,

— Pa3BUTHE OCHOB KOMMYHUKATHBHBIX OTHOIIEHU BHYTPHU IMTPOEKTHBIX IPYIII U B
KOJIJIEKTUBE B II€JIOM;

— BOCIIMTAaHHUE YIIOPCTBA B JJOCTUKCHUHU PE3YJIbTaTa;

— TIpoIIaraHjia 3J0poBOro 00pa3a KU3HU;

— ¢dopMUpOBaHHE IEICYCTPEMIIEHHOCTH, OpPraHW30BAaHHOCTH, HEPaBHOMYIIHS,
OTBETCTBEHHOI'0 OTHOUICHUS K TPYAY, TOJEPAHTHOCTH U YBAXKUTEIBHOTO OTHOIIECHUS K

OKPYKAIOILKM.

2.2. lleam u 3agaum (BTOPOM rojx 00y4eHmsi):

Ilenv npozpammur: popMHUpoBaHUE TOTOBHOCTH O0YYAOIIUXCSI K CAaMOPa3BUTHIO
U HENpephlBHOMY OOpa3oBaHUI0 B OTpacid CUCTEMHOTO aJIMUHUCTPUPOBAHMSL.
Pacimmmpenue u yrimyOsneHue 3HaHMM B 00JIACTH CHCTEMHOTO aJIMHUHUCTPUPOBAHMS,
MOATOTOBKA K MPO(PECCHOHAIBHOMY CaMOOMPEIEICHUI0, TPyay, NpodhecCuoHaIbHON
NESATENBHOCTH.

JIns ycnemHod peanu3alnuu IMOCTaBICHHOW 1€ HEOOXOJUMO PEIIUTh Pl
MEJAarOrH4eCKuX, pa3BUBAOIINX U BOCIUTATENBHBIX 3a0au:

Ooyuarwue:

— (hopmupoBaHUE TPEICTaBICHUNA O POJIM CUCTEMHOrO0 aJIMHHHUCTPUPOBAHUS B
COBPEMEHHOM paboyeM 0OIIEeCTBE;

— yriiy0JieHHE HaBBIKOB YJAIEHHOTO aIMUHUCTPUPOBAHMUS;

— (opMupoBaHME HABBIKOB 10 aJMUHHCTPUPOBAHUIO ceTeld HEeOOJbIINX
KOMITaHMH;

— (opmupoBanue  pabouMx  CTAaHAAPTOB B O0JACTH  CHUCTEMHOTO
aAMUHUCTPHUPOBAHUS;

— OBJIQJIETh METOJIMKONM KOH(PUTYPHUPOBAHUS aKTUBHOTO CETEBOTO 000OPYIOBaAHUS;
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— OBJAJIE€Th METOJUKON KOH(PUTYpUPOBAHUS OCHOBHBIX CETEBBIX CEPBHCOB.

Pazeusarwwue:

— Ppa3BUTHE JIOTHYECKOTO MBIIUICHHUS U TEXHUYECKUX HABBIKOB;

— pa3BUTHE YMEHHMS pelaTh 0a30BbIE 33a4d YIIPABJICHHS CUCTEMOM U CETHIO;

— pa3BUTHE HABBIKOB PaOOTHI C pa3IMYHBIMUA HCTOUHUKAMH HHPOPMAIUH, YMEHUS
CaMOCTOSATENIbHO UCKaTh, U3BJIEKATh U OTOMPATh HEOOXOAUMYIO JUIsl PELICHHS Y4eOHBIX
3aja4 uH(popMaIuio;

— pa3BUTHE TPYAOBBIX YMEHHIl M HAaBBIKOB, YMEHHE IUIAHUPOBATh padoTy,
MPEABUAETH PE3YJIbTAT U JIOCTUTATh €r0;

— pa3BUTHE YMEHUS IJIAHUPOBATh CBOM JAECUCTBUS C yUETOM (aKTOpa BPEMEHH, B
00CTaHOBKE C 3JIEMEHTaMU KOHKYPEHLIUU.

Bocnumamenvnoie:

— (hopmMHupoBaHUE AKTUBHOM KU3HEHHOM MO3ULINH, TPaXKIaHCKO-TIaTPUOTHUYECKOM
OTBETCTBEHHOCTH;

— BOCIIMTaHME 3TUKH I'PYNIOBOI pabOThl, OTHOIIEHUH JIEJI0BOTO COTPYIHUYECTBA,
B3aMMOYBAKECHHS;

— pa3BUTUE OCHOB KOMMYHUKATHUBHBIX OTHOIIEHU BHYTPU MPOEKTHBIX TPYIII U B
KOJUIEKTUBE B LIEJIOM;

— BOCIHMTAHME YIIOPCTBA B IOCTUKEHUH PE3YJIbTaTa;

— Iporaraija 3J0poBOro oopasa KU3HH;

— (QopMUpOBaHUE LENCYCTPEMIEHHOCTH, OPraHU30BAHHOCTH, HEPAaBHOJYILIHS,
OTBETCTBEHHOT'O OTHOIIECHMS K TPYNy, TOJIEPAHTHOCTH M YBAXKUTEIBHOIO OTHOLIECHUS K

OKPYAIOILKM.
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3.  Coaepxanue 001epa3BuBaOLIC MPOrPaAMMbI

Y4eOHbIH IUIaH NIEPBOI0 roAa 00y4yeHus
(crapToBbIii YPOBEHb)

Taobnuma 1

KommuectBo yacos

) <
Ne HaszBanue monyis, kerica o = & Popmbt arTecTaumi/
n/n 5 a = KOHTPOJISA
3 3 :
a.
= =
Monyan 1. BBenenue 35 17 18
1. | BBoagHoe 3aHsITHE 2 1 1 becena
2. | Tomosorusi T0KAJIbHBIX ceTel 4 2 2
2.1 | dusuveckas TONOJOTHUS 2 1 1 becena, pOPICHHC
nabopaTopHOi paboThI
2.2 | Jlornyeckast TOMOJIOTHS 2 1 1
3. | Hporoxouast TCP/IP, IPX, NetBEUI 8 4 4
31 Crex potokosnoB TCP/IP. ba3oBsie 9 1 1
MOHSITUS
3.2 | Onpenenenue u pacuét IPv4 anpeca 2 1 1 becena, yerHsii onpoc,
MIPE3CHTAINS PEIICHUS
3.3 | Onpenenenue IPV6 ampeca 2 1 1
HacTtpoiika uHTepHET-TIOKITIOYSHHS
3.4 2 1 1
JUTSL IoMa U HeOOoJIbIIoTo oduca
4. | CereBble pecypcsl 12 6 6
4.1 | JlokanbHasi KOMIbIOTEPHAs CETh 4 2 2
becena, nmpezenTtanus
492 Y nanéHHoe MoaKIYEHNE K 4 5 5 peLeHus
' OKOHEYHBIM YCTPOKCTBAM
4.3 | Tononorus «Knuent-Cepsep» 4 2 2
5. | Mapumpyruzauus B ceTsix 8 4 4
5.1 | Benenue Tabd a 4 2 2
JIEHUE TaOJINIIbI MapIIPyTH3AUU Becesa, pemene
52 Hactpoiika cratnueckou 2 1 1 nabopaTtopHoOit paboThI
' MapuIpyTH3auu
53 Hacrtpoiika nuHamMudeckon 2 1 1
MapIIpyTU3aAUN
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KoHTpoJsibHOE TecTHpOBaHHUE 110

6. 1 0 1 Tect (ITpunosxenue 4)
MO1YJTIO
Moayasb 2. CucteMbl HEHTPAJIM30BAHHOTO
NpaBJIeHUs M0JIb30BATEIAMH, BeO-
yip ’ 109 40 69
cepBHCHI, KOHGUTYPpHPOBaHUE
0TKA30yCTONYUBOI CeTH
JlokaJibHAsl OTHOPAHTOBAsl CeTh
7. 10 5 5
(padouas rpynma)
B3anmopencreue tuna «KinueHt-
7.1 A 4 2 2
KIIUCHT» Becena, pemienne
79 BzaumoneiictBue tuna «KiueHt- 4 5 5 11abopaToOpHOI pabOTHI
| cepBep»
[IpenmymiecTBa 1 HENOCTATKU
7.3 | PEHMYMECTEA H HEA 2 1 1
OJTHOPAHTOBOM CETH
OMeH
g |4 6 3 3
(ynpasJasiemasi pabouasi rpynmna)
8.1 OCHOBBI JOMEHHOTO B3aUMOJICHCTBUS 2 1 1 Bbecena, mpe3enTanus
pabo4ux cTaHLUi pelenus
8.2 | Cnyx0a katanoros Active Directory 2 1 1
8.3 | Pabota ¢ Active Directory 2 1 1
9. | YnanénHoe ynpaBJjieHHe 6 3 3
91 Br160p 1 cpaBHEHHE TPOTOKOJIOB 2 1 1
" | yoanéHHoro yrpaBjieHHs becena, pemenue
g | Creumnuinbic npoToKoNb! yanéuHoro 5 1 1 71abOpaToOpHOH paboTHI
" | ynpaBieHHs 171 pa3HbIX CHCTEM
93 OcCHOBBI 6€3011aCHOCTH MPH YIAIEHHOM 5 1 1
" | ynpaBieHuu
OBepUTe/IbHbIe OTHOLIEHHUS Me
10, | Aoeep iy 6 3 3
JAOMeHaAMH
b MHPOBaHHSI JJOBEPUTEITBHBIX
10,1 | Hemw bopmuposanmi nosepute 2 1 1
OTHOIICHHUN
becena, peenue
. n1abopaTopHOi paboThI
10.2 | Tumsl JOBEPUTEIEHBIX OTHOIICHUN 2 1 1 paTop p
Oco0eHHOCTH peruTMKaluu
10.3 | moib30BaTENBLCKUX MPAB U YIETHBIX 2 1 1
3anuceil Mex1y JOMEHaMH
11. | Tepmunan-cepsep 4 0 4
becena, pemienue
nabopaTopHOil paboThI
11.1 | OcHossl npoTokona RDP 2 0 2
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11.2 | Ucnonb3oBanue RDS B opranuzamnumu 2 0 2
12. | Internet Information Server (11S) 3 0 3
OcHoBbl agmMuHucTpupoBanus Web- becena, penienune
12.1 1 0 1 .
CepBepoB nabopaTopHoil paboThI
12.2 | Pacumpennsiii pynkuonan IS 2 0 2
13 IMoaxarouenue JOKaJILHOH CETH 8 0 8
K Internet
TexXHOJIOTHsI TPAHCIIALNU CETEBBIX becena, pemenue
13.1 4 0 4 .
aZpecoB nabopaTopHO paboThI
13.2 | OcHOBBI 3aIIUTHI IEPUMETPA CETH 4 0 4
14. | Hacrpoiika yctpoiicrs Cisco 20 10 10
14.1 | YcrpoiictBa Cisco ajis JOKaIbHOU CETH 4 2 2
142 YCTpOI/ICTUBa MEXCETEBOTI0 4 5 5
B3aUMO/ICHCTBHUS becena, pemienue
nabopaTopHOil paboThI
14.3 | 0O630p Cisco i0S 4 2 2
14.4 | Ucnonp3oBaHue KOMaHAbl Show 4 2 2
14.5 | Hactpoiika cetu Cisco 4 2 2
15 | CereBas Ge30nmacHOCTb 14 7 7
15.1 | Xakeps! U HAPYIIUTENIH — KTO 3TO? 2 1 1
15.2 | Merons! atak 4 2 2 becena, perHeHHe
nabopaTopHoil paboThI
15.3 | Mertoasl 3aIuThL 4 2 2
15.4 | 3nakomMcTBO ¢ OpaHIMayIPOM 4 2 2
16. Cnoco0bI NOCTPOEHHS 3aHTDI 12 6 6
KOPNOPAaTHBHBIX ceTeil
becena, ycTHBI omrpoc
16.1 | be3omacHocTh L2 4 2 2
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16.2 | bezomnacHocts L3 4 2 2
16.3 | be3omacHocts L7 4 2 2
TecTtupoBanue, NOMCK U YCTPAHEHHUE
17 P ’ YETP 6 3 3
HeNnoJIaJ0K
171 JlelicTBUA npy BOBHUKHOBEHUH 2 1 1 becena, pemienue
" | Henmomamox nabopaTopHoii paboThI
172 [Touck u ycTpaHeHHE HETOJIA0K B 4 5 5
CeTsx
18 KoHTpoibHOE TecTUPOBaHMeE 110 5 0 5 Tecr
" | MmoayJIIO (ITpunoxenue 5)
19. | IlpoekTHas AeATEJbHOCTD 12 0 12
191 ITpoext «Anpeca IPv4 u ceteBble 2 0 5
HOJKITFOUYEHUS»
192 ITpoekt «Hactpoiika OecripoBOAHOIO 5 0 2
" | MapupyTHU3aTOpa U KIMEHTa»
193 [IpoekT «Co3nanue ceTu, CoCTOSIIEH U3 2 0 5 3amuTa
" | KOMMyTaTOpa 1 MapuipyTu3aTopa» UHIUBUAYAIBHOT O/
[Tpoekt «IToUCK K yCTpaHEHHE TPYHIOBOTO HPOCKTA
19.4 | Henmonamok GU3NIECKOTO 2 0 2
HOJKITIOUEHUS»
195 IIpoekT «YnpaBiieHHE OpraHu3anuen 5 0 5
"~ | MpH MOMOIIM TPYNIOBBIX MOJTUTUK»
[Tpoext «Co3nanne KOpHopaTUBHOM
19.6 | U30AMPOBAHHOM CETU C OrpaHUYCHHBIM 2 0 2
JnoctynoM B IHTepHET»
HUroro: 144 57 87
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Conep:xanue y4e0HOr0 IJIAHA MEPBOI0 rojia 00y4eHust
(cTapTOBBIH YPOBEHD)
Monayas 1. BBenenue

Tema 1. Beoonoe 3anamue

1.1 Cuctemsl cemeiictBa Windows.

Teopus: cBelleHUs O Pa3IMYHBIX OIMEPAIMOHHBIX cucTeMax cemeiictBa Windows.
O630p omepammoHHBIX cucteM cemeiictBa  Windows. [lpuHmumsl  paGoTHI.
IIpeumymecrBa. Henocratku.

1.2 Ba3oBbIe MOHATHUSA JTOKAIBHON CETH.

Teopus: obue CBEIEHUS O CETSAX; MPUHLUIBI MOCTpoeHUs ceteil. [IpuMenenue
JIOKAJIbHBIX CETEN; KOMIIOHEHTHI 111 T€HEPAllUH JIOKAJIbHOU CETH.

Tema 2. Tononozus 10KkanibHbIX cemeil

2.1 ®usunyeckasi TOMOIOTHS.

Teopus: tunbl ceredt. 3Be3na. Kombro. CereBble KapTOYKH, CBUYHU, XaObl,
MapuipyTu3aropbl. O0630p ceTeBoro 000py1oBaHus. TOMOJIOTHS CETH.

2.2 Jlornueckasi TOmoJIOTHsI.

Teopus: HeoOXoaUMOCTh OGOPMIICHUS JIOTUYECKOU TOmMOJOruu. MHCTpyMEeHThI
JUTSL CO3/TaHUSI JIOTUYECKOM TOMOJIOTUH. Y CJIOBHBIC 3HAKH, UCTIOIb3yeMble B JIornyeckoi
TOIOJIOTUH.

Ilpaxkmuxa: Co3nanue JIornueckoi TOMOJIOTHU CBOEU TOMAITHEN CETH.

Tema 3. IIpomoxkoner TCP/IP, IPX, NetBEUI

3.1 Crek npotokosnioB TCP/IP. ba3zoBbie moHATHS.

Teopus: Cratnueckue [P-agpeca. Macka nojaceru.

3.2 Onpenenenue u pacuet [IPv4 anpeca.

Teopus: IIpeobpazoBaHue TBOUYHBIX YHUCEIT B eCATUUHBIN (popmat. YacTu ceTu u
yacTHu Xxocra. Macka rojceru.

Ilpaxmuxa: YnpaxHeHus: Ha pacueT [Pv4-anpeca u Macku MOJICETH.
3.3  Ompenenenue [IPv6 anpeca.
Teopus: 1Pv6 u IPv4 otnnuusda B agpecanuu. [Ipodiema Hegocratka IP-anpecos.

CoBMecTHOE KCnoJib30BaHue MpoTokoioB [Pv4 u IPv6. ITpaBuna 3anucu IPv6-aapeca.
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Ilpaxmuxa: YnupaxHaenue Ha cokpaiienue [Pv6-aapeca. Ynpaxxuenue Ha paboTy ¢
npedukcom [Pv6-aapeca.

3.4 HacTpolika MHTepHET-TIOAKIIOYEHUS JJIs1 JoMa 1 HeOOJIbIIIOro oduca.

Teopus: IlpaBuna o0xxuma kabens, 6a3oBast KOHQUTYpaIHs CETEBBIX HHTEP(HEHCOB
KommbroTepa Ha 6aze OC Windows.

IIpaxmuka: Hactpoiika cereBoro okpyxxkenusi B OC Windows. O0xuM BUTOM napbl
IUI COEIMHEHUS BYX KOMITBIOTEPOB M KommyTaTtopa. Hactpoiika mpotokona TCP/IP.
Hacrpoiika npuHaIaeXHOCTH KOMITbIOTEpA K TOW WM WHOM paboueil rpymme. Mwms
KOMIIBIOTEPA.

Tema 4. Cemeesnie pecypcol

4.1 JlokanbHasi KOMIBIOTEPHAS CETb.

Teopus: OOuue ceTeBbie pecypchl. Pasrpannyuenue npap 10CTyIa.

4.2 Y naneHHoe NOoAKIYEHUE K OKOHEYHBIM YCTPONHCTBAM.

Teopus: TIpoTokoiibl yaaneHHoro nqoctymna. [IpuHiun padoThl.

Ilpakmuka: O0GXUM BUTON Mapbl A COCAMHEHUS HECKOJbKUX KOMIIBIOTEPOB.
Hacrpoiika ceteBoro o6opyaoBanusi. Hactpoiika mpoTOKOJIOB y/1aJI€HHOTO JI0CTYTIA.

4.3 Tononorus “KinueHt-cepep”

Teopus: Tononorus “Knuent-cepsep”. IlpunHuun paboTel U NOCTPOEHUE TAKOU
CETH.

Ipaxmuxa: Co31anue IpOCTENIIEN KIMEHT-CEPBEPHON CETH.

Tema 5. Mapwpymu3zayua 6 cemax

5.1 Benenue Tabiuibl MapuipyTU3anuu.

Teopusa: Co3ganue Ta6nui. Kak wMapmipyTu3aTopbl HMCHOJB3YIOT TaOIUIIbL.
[IpoGnema BbIOOpa myTH Tpaduka.

Ilpaxmuxa: Hacmpoiika ocnognozo winiosa.

5.2 Hactpolika cTaTUYECKOM MaplIpyTHU3ALUH.

Teopus: Tlpunnun paboOThI CTATHYECKOW MAPIIPyTU3AIIHH.

Ilpakmuka: HacTpoiika CTaTUYECKOW MAPLIPYTU3ALUU HA MAPLIPYTU3ATOPE.

5.3 Hactpolika TMHaMH4Y€CKOW MapIIpyTHU3aLHH.

Teopus: Ilpunnun paboThl AMHAMUYECKOW MapIIpyTU3AIUH.
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Ilpakxmuka: HacTpoiika JTMHAMUYECKOW MaplIPyTHU3ALMKA HA MapIIPyTU3ATOPE.

Tema 6. Konmponvnoe mecmupoeanue no mooyJio

Ilpakmuxa. Tect. AHanu3 pe3yiabTaToOB.

MoayJsb 2. CucreMbl HEeHTPAJTU30BAHHOTO YIIPABJICHHS M0JIb30BATEISIMH,
BeO-cepBHCHI, KOHPUTYPUPOBaHNE OTKA30yCTONYUBOM CeTH

Tema 7. J/lokanvhaa oonopanzosean cems (padouasn zpynna)

7.1 B3aumopeiictrue tuma « KnmeHT-KIneHT.

Teopusa: KnuenTt-cepBepHas MOJIENb.

IIpaxmuka: Hactpoiika DHCP-cepsepa nHa OC Windows.

7.2 Bzanmonericteue tumna «KinneHr-cepsepy.

Teopus: 3yyenue ocCHOBHBIX KoMaHI: ipconfig, ping, tracert, nslookup. M3yuenue
IpYMIBI CETeBBIX KoMaH . Net, net send, net time, net accounts, net use, net start, net stop.

Ilpakmuka: Pabora c KOMaHIOW CTpOKOW. VYmpaBlieHHE MPOLECCaMH U3
KOMAHIHOU CTPOKH.

7.3 IlpeumyniecTBa U HEAOCTATKU OJHOPAHTOBOM CETH.

Teopus: OnnopanroBasi cetb. [Ipunnun padotel. [IpeumyriiecTBa U HEAOCTATKH
OJHOPAHTOBOM CETH.

Ilpakxmuxa: CoctaBuTh TabUIly, TJI¢ MPONUCATh MPEUMYIIIECTBA U HEIOCTATKU
OHOPAHTOBOM ceTH. [IpeayoKuTh CBOM UIIEH 10 PEIIEHUIO0 HEJOCTATKOB TAKOW CETH.

Tema 8. /lomen (ynpasnaeman pabouas pynna)

8.1 OCHOBBI JOMEHHOT'O B3aHUMOJICHCTBUS PaOOYMX CTAHITHI.

Teopus: Yto Takoe noMmen? Peanuzanuu «Ynpasnsemoit Paboueit rpynmey Ha OC
Windows u OC Linux.

Ilpaxmuxa: CocTaBUTh HEJOCTATKH U MPEUMYIIIECTBA pealin3aluu « Y paBisieMOn
Paboueii ['pynmb B paznuunbix OC.

8.2 Ciyx0a karanoros Active Directory.

Teopus: Onpenenenne. Hasnauenne. Bo3MOXXHBIE CHOCOOBI  YCTaHOBKH.
HeoOxomumbie TpeGoBaHwUsI.
IIpakmuka: YcTaHOBKa OCHOBHOTO KOHTpoJuiepa momeHa. [loaroroBka K

YCTaHOBKE.
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8.3 Pabora ¢ Active Directory.

Teopus: Ctpyktypa. PaboTa ¢ JOMEHHBIMH TTOJIH30BATEIISIMHU.

Ilpakxmuxa: YupaBieHUE NOJb30BATEAMU JOoMeHa. Co3[aHHE IOJIb30BaTENEH.
Co3pmanne rpynn mnoJae3oBarenieid. HacTpoiika mapaMeTrpoB  y4E€THOW — 3amluCH
NOJIb30BATEIIS IOMEHA.

Tema 9. Yoanénunoe ynpasnenue

9.1 BriOop u cpaBHEHHE MPOTOKOJIOB yIaJEHHOTO yIIPABICHHUS.

Teopus: IIpoToKOIBI YIANEHHOTO MOAKIIOYEHUS. X OTIMYMS ¥ IPUHIUTT paOOTHI.

llpakmuxa: W3ydyenune koHconu. [loakmodeHne K yHaan€HHOMY KOMIIBIOTEPY,
HACTPOMKA YIAJEHHOTO KOMIBIOTEpa MpuU TMOMoIHd KoHconu. llogkimroueHne k
ylai€HHOMY paboyemy CTOIYy.

9.2 Cneun@uyHbie TPOTOKOJBI YIaJEHHOTO YIIPABIEHUS ISl pa3HBIX CUCTEM.

Teopusa: OcobeHHOCTH pabOThI MPOTOKOJIOB YIAIEHHOTO JOCTYTIA.

Ilpakmuxa: YcranoBka kineHTa RDP Ha crappix onepanuoHHBIX CHCTEMAX.
Y nanéxHHpIil TOMOIHUK. BRI30B yIaIEHHOTO TOMOITHUKA.

9.3 OcHOBBI 0€30TIaCHOCTH MPHU YAATEHHOM YIIPABIICHUU.

Teopus: 1lpobnembl 0€30MACHOCTH NPOTOKOJIOB YAAJIEHHOIO YIpaBiICHUS.
MeToabl 3aIIUTHI.

IIpaxmuxa.: HacTpoiika npoTokona yaaiéHHoro goctyna SSH.

Tema 10. /losepumenvrble omHouieHUA MeHCOY OOMEHAMU

10.1 Ilens popmupoBaHus TOBEPUTEIHHBIX OTHOIIICHUH.

Teopus: TexHOJIOTHS TOBEPUTEIHHOTO OTHOIICHUS MEX]TY JTOMEHAMHU.

Ilpakmuxka: 11ogroroBka cepBepoB K JaHHOM OIEPaIHH.

10.2 Tunel 1OBEPUTENBHBIX OTHOIICHUH.

Teopus: Turbl TOBEPUTEIBHBIX OTHOLICHUM.

IIpaxmuxa: Co3ganue TOBEPUTENIBHBIX OTHOLIEHUH. [lenerupoBanue yrnpaBieHUs .
Co3znanue mosnb30BaTeNeil B yJal€HHOM IOMEHE. YPABICHUE YAAIEHHBIM JOMEHOM.

10.3 OcobGeHHOCTH peIUTMKalMK TOJb30BAaTENbCKUX MPaB W YYETHBIX 3alucei

MEXTy TOMEHaMHU.
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Teopusa: Tlpunnun paboTel perumkanuu. HeobxoauMocTh €€ HMCIob30BaHUS B
KOPIOPATUBHOM CETH.

Ilpakmuka: HacTpoiika peruimkanuy MeXay IByMsI JOMEHAMMU.

Tema 11. Tepmunan-cepsep

11.1 OcHoBsl mpoTokos1ia RDP

Teopus: ITpunnun padotel mpotokosia RDP.

Ilpakxmuxa: Hactpoiika ciyx0bl. MOHUTOPUHI MOJKJIIOYEHUN. YTpaBieHUE
MOAKITFOUCHUSIMH.

11.2 Ucnons3zoBanue RDS B oprannzanuu.

Teopus: I1punnun padotel cuctemsl RDS.

IIpaxmuka: Hactpoiika HeOonbioi cuctembl RDS Ha Windows Server 2019.

Tema 12. Internet Information Server (11S)

12.1 OcHoBbl agmMuHUCTpHUpOoBanus Web-cepBepos.

Ilpakmuka: YcraHoBka U HacTpoika cinyk0bl. Kombl ommbok. Co3gaHue HOBBIX
web-y3noB. HacTpoiika 0e3omacHoctr web-y3ima, pasrpaHiueHue mpas 1mojib30oBaTeleH.
Pabora ¢ kogaMu ommOOYHBIX 3aIIPOCOB. Y CTAHOBKA HECKOJIBKUX Web-y3JI0B Ha OJTHOM
cepBepe. Hactpoiika DNS Ha paGoTy ¢ pa3nuyHbIMU Web-y31amu.

12.2 Pacumpennsiit pynkuuonan IIS.

Ilpakmuka: Pabora ¢ ynmameHHbIMU caiiTamu. Hacrtpoiika mnporokona https.
Hacrpoiika ayTeHTH(pUKALIMH.

Tema 13. Ilooknrwuenue noxanvHoii cemu K Internet

13.1 TexHOJIOTUS TPAHCIISIIUUA CETEBBIX AJIPECOB.

Ilpaxmuxa: Hactpoiika TpaHcisiuu ceteBbix aapecoB. Hactpoiika SNAT, DNAT,

PAT. Pa360op oTamuumii 1 MpeuMyIIeCcTB KaX0T0 CII0co0a TPAHCIISIITUN CETEBBIX aPECOB.

13.2 OcHOBBI 3alIUTHI IEPUMETPA CETH.

Ilpaxkmuka: VI3ydeHue pa3inyHbIX yCTPOIMCTB, TEXHOJIOTUHN U pelieHui B 00JacTu
obecrieueHuns 6€30MaCHOCTH MMEPUMETPA CETH.

Tema 14. Hacmpoiixa ycmpoiicme Cisco

14.1 YcrpoiictBa Cisco Jyisl JJOKaJIbHOM CETH.

Teopus: KomMyTaTophbl JIOKaIbHOM CETH U OECIIPOBOHBIE YCTPOUCTRA.
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Ilpaxmuxa: YriayOneHHOe N3ydeHUE HACTPOECK KoMMyTaropa. bazoBas HacTpoiika.
Hacrtpoiika maructpaibHbix kKaHainoB. ba3sl nanabix VLAN.

14.2 YcTpoiicTBa MEXKCETEBOTO B3aUMOICUCTBHUSIL.

Teopus.: Mapmpytuzatopsr Cisco.

llpakmuka: YrnyOneHHOE W3y4YE€HHE HACTPOCK MapiipyTtuzaTopa. basoBas
HacTpoiika. Hactpoiika mnomgunTepdeiicoB. HacTpoiika NpOTOKOJOB JUHAMHUYECKOU
MapuIpyTU3aLIHH.

14.3 O630p Cisco 10S.

Teopus: YrnyOneHHoe nzydenue cTpykTypbl komana Cisco 108S.

Ilpakxmuxa.: Ctpyktrypa koman 10S. Cunrakcuc. KoMmoHneHTsI cripaBku. ['opsiuue
KJIABMIIIU U KJIABUIIIW OBICTPOTO BBHI30BA.

14.4 Ucnions3oBaHue kKoMaHabl Show.

Teopus: TlpocmoTp nHpopmaiuu 00 yCTpOHCTBE.

IIpakmuka: Vicnons3oBanue komanasl show Cisco 10S.

14.5 Hacrpoiika cetu Cisco.

Teopus: HacTpoiika ceTd, BKIIIOUAOIIas B ce0sl MapuIpyTU3aTop 1 KOMMYTaTop.

IIpakmuxka: TlpakTKa HAaCTPOMKH CETH, BKIIIOYAOIIAS B c€0s1 MaplIpyTU3aTOp U
KOMMYTAaTop.

Tema 15. Cemesan 6e3onacnocmo

15.1 Xakepsl 1 HAPYIIHUTENHN — KTO 3TO?

Teopus: Kto Takue kubepnpecTymHuKu?

Ipaxmuxa: ChopMupoBath Kiaccuukaimio KUOEpNpeCcTyITHUKOB, Pa3IeIuTh UX
Ha CPYIIIIHIL.

15.2 MeTob! aTak.

Teopus: Tunel kubepatak. OTka3 B o0cinyxuBanuu. [IpocnymuBanue. [lonmena.
Artaka yepe3 nmocpeaHuKa. ATaku HyJieBoro aHs. KnaBuarypHble MINMHOHBI. ATaku Ha
MPWIOKEHUS. ATak Ha OECIIPOBOIHBIE YCTPONUCTBA U MOOMIIBHBIE YCTPOICTBRA.

Ilpakmuxa:  Ataka Ha  OECHPOBOJHOW  MapUIPyTH3aTOp.  YCTaHOBKa
«KnaBuaTypHOro mImuoHa».

15.3 MeTtoin! 3alUTEL.
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Teopua:  CucteMbl  pasrpaHHuYCHHs  JOCTyna.  MeXCETeBbIE  DKpaHBbI.
AHTUBHUPYCHBIE TPOTPAMMBL.

Ilpakxmuka: HacTpoiika CUCTEMBbI, yCTOWYMBOW K MHOYKECTBY THIIOB aTak.

15.4 3HakoMCTBO C OpaHIMay3pOM.

Teopus: MexcereBoii skpan Cisco ASA. Ipunmunst padotsl Cisco ASA.

Ilpakxmuka: ba3oBas HaCTpOWKa MEKCETEBOI0O DKpaHa.

Tema 16. Cnocodvl nocmpoenus 3auiumal KOPROPAMUBHBIX Cemell

16.1 be3onacHocts L2.

Teopus: Ananus ysa3BUMOCTEN ycTporcTBa Ha 2 ypoBHE mozaenu OSI. Ya3sumoctu
npotokosioB STP, ARP, VLAN.

Ilpaxmuxa.: HacTpoilka CHCTEMBI 3aIIUTHI OT aTaK, HAIIPABJIECHHBIX HA TPOTOKOJIbI
STP, ARP, VLAN.

16.2 be3zonacHocts L3.

Teopusa: Ananu3 ys:3BuMocTel yctporctBa Ha 3 ypoBHe Moaenu OSI. Ya3sumocTtu
npotokosioB BGP, OSPF.

Ilpaxkmuxa: HacTpolika CUCTEMBI 3alATHI OT aTakK, HAIIPABJICHHBIX HA ITPOTOKOJI
BGP, OSPF.

16.3 be3onacHocts L7.

Teopus: Ananu3 ysi3BuMocTel yctporictBa Ha 7 ypoBHe Mmoaenu OSI. Ya3sumocTu
nporokoioB HTTPS. Va3sumoctu BeO-caiiTOB.

Ilpakmuxa: HacTpolika CUCTEMBI 3alMTHI OT aTAaK, HAPABJICHHBIX HA CEpBEpa U
CEPBUCHI.

Tema 17. Tecmupoeanue, nouck u ycmpanenue HenoiadoK

17.1 deiicTBUs Tpy BO3HUKHOBEHUHU HEMOIAI0K.

Teopus: YTo Takoe MOUCK U YCTpaHEHUE Hemnonaaok B cetu? Coop uHpopmanuu.
MeTo/bl NOWCKA U YCTPAHEHHUE HETIOJIAJIOK.

Ilpakmuka: Be160p MeTO1a IOWCKA U YCTPAaHEHUS HEIOJIA IOK.

17.2 ITouck u ycTpaHEHHE HEMOJIAJIOK B CETSX.

Teopus: BeiaBnenue npobsieM gusndeckoro ypoBHs. CirykeOHbIe IPOrpaMMBbI 1715

IIOMCKa 1 YCTpaHCHHUA HCIIOJIAaa0K.
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Ilpakmuxa: Wcnons3oBanue komannbl PING u IPCONFIG pns ycrpaHenus
HETOJAA0K.

Tema 18. Konmpoavnoe mecmuposanue no mooyJiwo

Ilpaxmuxa: TecT. AHanu3 pe3yabTaToB.

Tema 19. Ilpoekmnasa oeamenvHocmao

Ilpakmuka: 3amuTa UHANBUYATbHOTO/TPYIIIIOBOTO MPOEKTA.

19.1 TIpoekt «Axapeca [IPv4 u cereBble MOAKITIOYEHUS.

Ilpakmuxa: llowstue aapecaumu [P. Macku noxaceru. Pacuer I[P-ampecos.
Kiaccorast u VLSM-anpecanus. Kondurypanus nojacuctems [P Ha pa3inuuHbIX CETEBBIX
ycrpoiictBax u OC.

19.2 IIpoekt «Hactpoiika OecripOBOAHOIO MapLIPyTU3aTOPa U KIHEHTay.

Ilpaxmuxa: CpaBHenue u BbiOOp cranmaptoB 802.11. Hactpoiika OecripoBoHOM
cetu Ha yactore 2.4 u 5 I'T'1. besonacHocts 6GecripoBoiHOi ceTu. CpaBHEHUE, BBIOOD U
HAaCTpOMKa MPOTOKOJIOB.

19.3 IIpoext «Co3nanue cetr, COCTOSIIEN U3 KOMMYTAaTOpa U MapIIpyTHU3aToOpa»

Ilpakmuxa: @®uznyeckass KOMMYTALUs CETEBBIX YCTPOMCTB M KIIHMEHTOB.
[lonumanue pabotsl Auto-MDIX Ha mpaktuke. Pabora ¢ mpoTOKOIaMH KaHAJIbHOTO
ypoBHs (Spanning tree protocol, CDP, LLDP). be3onacHoCTh KaHaJILHOTO YPOBHSI.

19.4 TIpoext «Ilouck u ycTpaneHre HEMOJIATOK (HU3UIECKOTO TTOIKITFOUCHHS

Ilpakmuka: Tlouck 0a30BBIX HEUCHPABHOCTEH B (DPU3MUECKOM MPOBOJHOM U
0ecrpoBOJHOM MOJKIIOYEHUH. V3yueHne MHCTPYMEHTOB TECTHUPOBAHUS IMPOBOJHOU
¢usnueckoit cetu. 3yueHne HCTPYMEHTOB TECTUPOBAHUS OECIPOBOJAHBIX CETEH.

19.5 IIpoekT «YnpaBieHHe OpraHU3aluen Py MOMOIIM TPYIIOBBIX MOJUTHK

Ilpakmuxa: ba3oBasg HacTpoWiKka TIpynnoBbIXx NOJUTHK. [lomutuku 1os
OPraHU3AIMOHHBIX TMOAPA3IACICHUNA BEPXHETO W HIXKHEro ypoBHer. Dunbrpanus
IPYNIOBBIX MOJUTUK HA OCHOBE TPy Oe30macHOCTH. DUIIbTpaIus rpynoBbIX TOJIUTHK
Ha ocHoBe WML

19.6 Ilpoekt «Co3aanne KOPHOPATUBHON M30JMPOBAHHOM CETH C OTPAHUYEHHBIM

AOCTYIIOM B UHTCPHCT»
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Ilpakmuka: Pabota ¢ MyJbTUBEHIOPHBIMU ceTsAMU, U ¢ pasHbiMu OC. 3amura
BHYTPEHHETO M BHEIIHETO MepUMeTpa ceTu. 301K KIMEHTOB BO BHYTPEHHEN CETH,
HACTPOIKa OCTyNa B UHTEPHET MPU NOMOIIH Proxy-cepBepa, TEpMUHAIBHBIX CEPBEPOB,

MCIKCCTCBOI'O 3KpaHa.



Y4eOHbIH IUIAH BTOPOI0 rojia 00y4eHust

27

(0azoBbIil YPOBEHbD)

Tabauma 2
KomnuectBo yacos
Ne . S dopmel atrTecTanuu
Haspanue Moy, keiica o 2 = OpMEI aTTeCTaIH/
n/n 5 3 = KOHTPOJIS
3 3 :
—~ o
=
Monayas 3. BBegenne B paciiMpeHHbIH Kypc 30 14 16
«CHCcTEeMHOTr0 aIMUHUCTPUPOBAHUS»
1. | BBoanoe 3aunsitue 2 1 1 becena
2. | CoBpeMeHHbIE ceTeBble TEXHOJIOTHH 3 2 1
2.1 | Ceru B Hal€el >KU3HA 1 1 0 becena, pelvHeHHe
nabopaTopHOi paboThI
29 W3y4eHne CeTeBbIX HHCTPYMEHTOB JIJISt 5 1 1
' COBMECTHOM pabOThI
3. | JJokajJbHbIE U [100aJbHbIE CETH 9 4 5
3.1 | KommoHeHTEI ceTH 2 1 1
3.2 | Cern LAN 11 WAN 2 1 1 | becena, yeruii onpoc,
MIPE3CHTAINS PEIICHUS
33 TexXHOJIOTHH JJOCTYIIA MOIKITFOUYCHUS K 5 1 1
' HuTepHery
34 HacTtpoiika uHTepHET-TIOKITIOYSHHS 3 1 5
’ TSl IoMa U HeOOoJIbIIOTO oduca
4. | Cerb kak niaargopma 6 3 3
4.1 | KoHBepreHTHbIE CETH 2 1 1
becena, npezenTauus
42 OTKa30yCTONYMBOCTD U HAJIEKHOCTh 5 1 1 pelIeHus
' ceTn
4.3 | YopaxHeHHe: co3JaHNe HAJIe)KHON CETH 2 1 1
ITocTosiHHO MeHAIOIIANACA CeTeBas
5. - 8 4 4
cpena
5.1 | Tennenuuu pa3BuTus ceTeit 4 2 2
becena, npezenTanus
59 CereBbl€ TEXHOJIOTHH IS JOMA U 5 1 1 pelieHus
' oduca
5.3 | CereBast apXuUTEKTypa 2 1 1
KonTpoJ,bHOE TECTHPOBaHHKE 10
6. MOIlyJII)IO P 2 0 2 Tecr (Ipunosxenue 6)
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Mopnyas 4. Co3nanue ceTH ¢

HCMOJIb30BAHNEM CETEBOr0 000PYy10BaAHMS 114 51 63
Cisco
7. | CereBasi onepanuoHHasi CHCTeMA 10 6 4
7.1 | Onepammonnas cuctema Cisco i0S 4 2 2
becena, npezenTauus
CTpyKTypa KOMaH/I ¥ PEXKHUMBI pabOTHI PCIICHUA
7.2 T 4 2 2
Cisco 10S
73 ["opsturie KIIABUINN ¥ KJIABUIIIN 5 9 0
OBICTPOrO BHI30BA
8. | ba3zoBasi HacTpoiika ycTpoIicTB 4 2 2
8.1 OrpaHuyeHue 10CTymna K ) 1 1 becena, peIICHHAC
= | koHHUTyparHAM yCTpoiicTB nabopaTopHOii paboThI
8.2 Hacrpolika Ha9ampHBIX TApaMETPOB 5 1 1
KOMMYTaTopa
9. | Cxema aapecoB 6 3 3
9.1 | Hacrpoiika IP-agpecanuu 2 1 1
becena, npezenTtauus
pelIeHus
9.2 | Co3ganue mpocToii ceTu 2 1 1
93 OcHOBBI 6€30MaCHOCTH MPH YAATIEHHOM 2 1 1
yIpaBJICHUU
10 CereBble IPOTOKOJIBI H 5 3 3
KOMMYHUKAIIUH
10.1 | OcHOBBI KOMMYHUKAIIHHA 2 1 1
becena, nmpezenTtanus
pelieHus
10.2 | CereBble MPOTOKOJBI M CTAHJAPTHI 2 1 1
10.3 | [lepenava qaHHBIX B CETH 2 1 1
11. | CereBoii goctyn 4 4 0
11.1 | IIpoTokosbl pU3NIECKOTO YPOBHS 2 2 0 becena, npesenTaiis
pelieHus
11.2 | IIpoTOKOJBI KAHATILHOTO YPOBHS 2 2 0
12. | Ethernet 6 4 2 becena, peerne

nabopaTopHOil paboThI
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12.1 | Ilporokonsl Ethernet 2
12.2 | KomMyTaTopsl JOKaIbHBIX ceTel 2
12.3 | IIpoTokon pa3penieHus aapecoB 2
13. | CerteBoii ypoBeHb 12
13.1 | IIpOTOKOBI CETEBOTO YPOBHS 2
becena, peienue
13.2 | MapmpyTtuzanus 4 nabopaTopHOi paboThI
13.3 | Mapmpyruzaropsl 4
13.4 | Hactpoiika mapuipytuzaropa Cisco 2
14. | IP-agpecanusi 16
14.1 | CereBnie [Pv4-anpeca 4
14.2 | Ceresbie IPv6-anpeca 4 becena, pernere
nabopaTopHON pabOThI
14.3 | Pasnenenune IP-cereii Ha monceTu 4
14.4 Oco6ueHHOCTI/I npoexktupoBanus [Pv6- 4
ceTei
15. | Pasnenenue IP-cereii Ha moaceTH 10
15.1 | CermenTanus cetu 4
becena, ycTHbIN onpoc
15.2 | Cxema anpecanuu 4
153 OtpaboTKa KOMIUJIEKCHBIX 5
" | IpaKTUYECKUX HABBIKOB
16. | TpaHcnopTHBIi YpOBEeHb 8
becena, pemenue
16.1 | IIpoTOKOIBI TPAHCTIOPTHOTO YPOBHS 2 1a6opaTopHoii paGoTLI
16.2 | TCP u UDP 2
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OOMeH JaHHBIMH C UCIIOJIb30BAHUEM

16.3 TCP u UDP 4 0 4
17 | YpoBeHb npuI0KeHUH 4 2 2
17.1 | IIpoToKonBl ypOBHS NMPUIOKESHUM 2 1 1 becena, yctHbIN onpoc
172 OO1en3BecTHBIC MPOTOKOJIBI H CEPBUCEI 5 1 1
YPOBHS MIPUIIOKECHUN
18. | Co3nanue HeGOIBIION ceTH 14 7 7
18.1 | YcrpoiicTBa B pamKax HEOONBIION CETH 4 2 2
18.2 HpnnomeHuHe U TIPOTOKOJIBI B 4 5 5
HeOOJIBINON ceTn Beceia, pelenue
18.3 MacmrabupoBaHue 0 pa3MepoB 5 1 1 J1abOpaTOpHOii PaboOTHI
" | KpYITHOI ceTn
18.4 | ObGecnieuenue ceTeBoil 0€30MaCHOCTH 2 1 1
185 OcHOBHBIE pabouHe XapaKTePUCTUKH 5 1 1
cetn
KonTpoJsibHOE TecTHpOBaHHUE 11O Tect
19. 2 0 2
MO/YJTI0 (ITpunoxxenue 7)
20. | [IpoekTHAasi 1eATEILHOCTH 12 0 12
201 [TpoexT «ObecnieueHre 6€30MacHOCTH 5 0 5
Ha KaHaJbHOM YPOBHE»
20.2 HpoevKT «HaCTpOI/IK’c}’ 0ecTpoBOIHBIX 5 0 5
ceTel U «OeCIIOBHOW» CeTH»
203 [Tpoekt «O0ecneueHne 6€30MaCHOCTH 5 0 5 3amura
Ha CETEBOM YPOBHE» VHMBH/{yaJIbHOTO/
ITpoekt «HacTpoiika ceTr Ha OCHOBE TPYIIOBOTO MPOEKTa
20.4 | OTKPBITOrO IPOTPAMMHOTO 2 0 2
o0ecrieyeHus»
[TpoexT «HacTtpoiika cepBUCOB U CITyKO
20.5 | Ha OCHOBE 3aKPHITOTO MPOTPAMMHOTO 2 0 2
o0ecreyeHus»
ITpoekt «Co3nanne cucteM
20.6 | aBTOMATH3aLMU 110 PA3BEPTHIBAHUIO 2 0 2
ceTm»
HUroro: 144 65 79
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Conepxanue y4e0HOro mjiaHa 2-ro rojaa o0y4eHust
(0azoBbIil YPOBEHbD)
Moayas 3. BBegeHue B paciiMpeHHbI Kypc
«CHCTEMHOTr0 aAMUHUCTPUPOBAHUS

Tema 1. Béoonoe 3anamue

Teopus: HcTpyKTax 1o TexHUKU OezonacHocTH. CeTu 0€3 IpaHull, CeTH — KaK
MOMOUIIHUK B OOyueHuH, oOuieHuH, padore. CeTu pa3IuvyHOrO pasMepa, KIUCHTHI U
cepBepa, OOIIMEe CBENEHUS O CETIX; MPUHIMUIBI MOCTpoeHus cereil. [Ipumenenue
JIOKAJIbHBIX CETEN; KOMIIOHEHTHI /111 T€HEepalluU JIOKAJIbHOU CETH.

IIpakmuka: TloBTOpeHHEe W3y4EHHOro MaTepuayia. BeimogHeHue nabopaTopHON
paboTHI.

Tema 2. Cospemennbie cemegvle MexHO102UU

2.1 CeTu B Halllel KU3HU.

Teopusa: TexHOJOTMM MPOUUIOTO U HACTOSIIEr0, COBPEMEHHBIE TEHICHIIMHU B
CETEBBIX TEXHOJIOTHUSIX.

2.2 V3y4yeHue ceTeBbIX MHCTPYMEHTOB JIJI COBMECTHOM paOOTHI.

Teopus: 3HaKOMCTBO € 00JIaYHBIMU TE€XHOJIOTUSIMH, TEXHOJIOTUN BUPTYaTU3AINMU
Y HacTpoOHKa COBMECTHOM yAan€HHOMN paOOTHI.

Ilpakmuka: nemoHcTpaisi pabOThl Ha OOJAa4YHBIX cepBHcax, paboTa cC
BUpTYyajau3alueld 1 yCTaHOBKa MPOrpaMM JiJisl JoMaliHel padoThl.

Tema 3. JlokanvHble u 2n100a1bHbIE CEMU

3.1 KOMIIOHEHTHI CETH.

Teopus: O0630p KOMIOHEHTOB CETH, OKOHEUYHBIE YCTPOMCTBA, MPOMEKYTOUHBIC
CETEBbIE YCTPOMCTBA, CPEACTBA CETEBOIO0 MOAKIIOUCHHMS, MPEIACTABICHUS CETH,
TOIOJIOTUYECKUE CXEMBI, MPe/ICTaBlIeHUE U (DYHKIIMA KOMIIOHEHTOB CETH.

Ilpakmuka: MOCTpOCHHE COOCTBEHHOM TOIMOJIOTHH CETH.

3.2 Cetu LAN u WAN.

Teopusa: Tumbl ceTel, JOKalbHBIE CETHU, TJIOOalbHBIE ceTHu, ceTu HHTepHer,
WNutpanet, Oxcrpanet. TexHonoruii nogkmoueHus k latepuery.

Ilpaxmuxa: 3ananue Ha onpeieJIeHUe TUIA CETH.
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3.3 TexHonoruu JOCTyMa NOAKIOYEHU K IHTEepHETY.

Teopus: IHTepHET-TIOAKIIIOUEHUE JIOMAIITHEH ceTH, HeOoubIoro oduca. Criocodbt
NOAKIIFOUECHHS K CETH.

Ilpaxmuxa: Hactpolika poyTepa, MOJKII0YEHUE YCTPOUCTB K UHTEPHETY U pazoop
OCHOBHBIX MPOTOKOJIOB MOAKIIOUEHHS K CETH.

3.4 HacTpolika MHHTepHET-TIOAKIIOYEHUS JJIs1 JoMa 1 HeOOJIbIIIOro oduca.

Teopusa: PaGoune cTaHmapThl IS MOAKIIOUEHHUS J0Ma U HeOONbIIOro oduca K
CETH.

lIpakmuka: IHTEpHET-NOIKIIIOUEHHE IJI IoMa U ouca — OTJIMYUS B HACTPOMKE
1 0COOCHHOCTH KOH(UTYypaliu yCTPOUCTB, B 3aBUCUMOCTH OT YCJIOBUN Pa3BEPTHIBAHUS.

Tema 4. Cemwb kax naamgpopma

4.1 KoHBEpreHTHBIE CETH.

Teopus: TpaguimonHsie 000CO0JIEHHBIE CETH, KOHBEPTEHTHAS CETh.

Ilpakmuxa: VI3yueHue cepBUCOB KOHBEPIEHTHBIX CETEH.

4.2 OTKa30yCTOMYMBOCTh U HAJIC)KHOCTh CETH.

Teopus: CeteBasi apXUTEKTypa, OTKa30yCTOMYMBOCTh, MAaCIITAOMPYEMOCTD,
KauecTBO 00CTyKUBaHUs1, 0€30MaCHOCTb.

Ilpakmuka: Hactpoiika 0TKa30yCTOMYMBOCTH B o(rice ¢ IByMsl MpoOBaiiiepamu,
pE3EpBUPOBAHNE KAHAJTIOB CBSI3H.

4.3 Ynpaxuenue: Co3nanve HaJEKHOW CETH.

Teopus: CeteBasi apXWUTEKTypa, OTKa30yCTOMYMBOCTh, MAaCIITAOMPYEMOCTD,
KauecTBO 00CyKUBaHUsl, 0€30MaCHOCTh

Ilpakmuxa: Hactpoiika oTkazoycroilumBoct Ha L2 ypoBHe, L3 ypoBHe.
OTKa30yCTONYMBOCTh Ha YCTPOWCTBAX Pa3HbIX BEHIOPOB.

Tema 5. Illocmoanno menarwanca cemesasn cpeoa

5.1 TenaeHIMH pa3BUTHS CETEM.

Teopus: Howbeie TeHnmennumu, koHmemnius BYOD, coBmecTHas pabora depes
Nutepuer, CeTeBble TEXHOJIOTHUM ISl JOMA.

Ilpaxmuka: TepmuHOIOTHSA ceTeBOU Oe3omacHOCTH. M3yuenune Bakancuii B chepe

I/IH(bOpMaLII/IOHHBIX TEXHOJOTHH U CETEBBIX TEXHOJIOTHIM.
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5.2 CeTeBble TEXHOJIOTHH TSI IoMa 1 oduca.
Teopusa: TexHomorndeckue TEHACHIMH I ceTeil 0(hUCOB U JOMa, OpraHU3aIlHs
CETH 0 JIMHUU AJIEKTPOIUTAHUS.
Ilpaxmuxa: VI3ydenue ceTu cBOETo JoMa.
5.3 CereBast apXUTEKTYypa.
Teopus: CereBas apxutekrypa Cisco
Ilpaxmuxa: YnpaXHEeHUE Ha CO3IaHUE HAACKHOU CETH.
Tema 6. Konmponvnoe mecmuposanue no mooyro
Ilpakmuxa. Tect. AHanU3 pe3ynabTaToOB.
Moayb 4. Co3aanue ceTH ¢ HCIOJIb30BaHUEeM ceTeBOro ooopyaosanus Cisco
Tema 7. Cemesas onepayuonnasn cucmema
7.1 Onepauuonnas cucrema Cisco 10S.
Teopus: Haznauenne OC, criocoObl 10CTyMa, MPOrpaMMbl SMYJISIIMN TepPMUHAJA,
HaBUTalUs B ONEPALIMOHHON CUCTEME.
Ilpaxkmuxa: 1lonydeHnue 1ocTymna K yCTPOMCTBaM.
7.2 CtpykTypa KoMaH[ U pexkuMbl padoTsl Cisco 10S.
Teopus: baszoBas crtpykrypa komanpa 10S, cunTakcuc komanpa Cisco 108,
KOMITOHEHTHI cripaBku 10S.
Ilpakmuka: Pabora c KOMaHIOW CTpOKOW. VYmpaBlieHHE TMPOILECCAMH U3
KOMaH/THOW CTPOKH.
7.3 T'opsiarie KIIaBUIIN U KJIABHUIIHA OBICTPOTO BHI30BA.
Teopus: I'opsiune KIaBUILIU U KJIABUIIN OBICTPOTO BBI30BA.
Tema 8. bazosasa nacmpoiika ycmpoiicme
8.1 OrpannyeHue 1ocTyna K KOHPUTypalusM yCTPOMCTB.
Teopus: 3amuTa JOCTyIa yCTPOUCTB, HACTPOIKa Maposiel, mudpoBaHue maposieu,
OaHHEpHBIE COOOIICHMS, HHCTPYMEHT MPOBEPKU CUHTAKCHCA.
Ilpakmuka: Hactpoiika AAA monenu Ha o6opyaoBanuu komnanuu Cisco.
8.2 Hactpoiika HauaJIbHBIX TApaMETPOB KOMMYTATOPA.
Teopusa: Coxpanenue aiina Tekymel KoH(Urypanuu, HU3MEHEHHE TEKylIeH

KOH(UTypaliu, 3aUCh KOHPUTYpaAIlMK B TEKCTOBBIN (haill.
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IIpakmuka: HacTpolika HayaabHBIX TApaAMETPOB KOMMYTATOPA.

Tema 9. Cxema aopecos

9.1 Hactpoiika [P-agpecaiumu.

Teopus: IIpOTOKOIIBI, B3aUMOICMCTBUE MTPOTOKOJIOB, CETEBBIE MPOTOKOJIBI.

Ilpakxmuka: Hactpoiika IP-agpeca Ha koMMyTaTope, poyTepe, KOMIBIOTEPAX MO
ynpasieaueM OC Windows\Linux.

9.2 Co3ganue npocToii ceTH.

Teopus: VIntepdeiicsl u mopThl, HacTpoiika [P-aapecos.

Ilpakxmuxa: VHCTpYMEHTBI TPOBEPKH CHHTAKCHCA, HACTPOWKA BHUPTYAJIBHBIX
uHTEepPEelcoB KOMMYyTaTOpa, MPOBEPKA CUHTAKCHUCA, IPOBEPKA aJpecalu HHTepdeiica.

9.3 OcHOBBI 0€30TaCHOCTH MPHU YAAJTIEHHOM YIPABICHUU.

Teopusa: Ilporokonsl ynanéHHoro poctyna. WX HemocTarku U CIOCOOBI

00€30IMacuTh yAAJICHHBIN JOCTYII.

Ilpakmuka: Hactpoiika AAA-monenu, pabora ¢ RADIUS u TACACS+.

Tema 10. Cemeeble npomokoibl U KOMMYHUKAUUU

10.1. OcHOBBI KOMMYHUKAIIUH.

Teopus: YcTaHOBIIGHHE TMPaBWI, KOJUPOBAHHUE COOOIICHUE, MHKANCYJSLUSI U

ACHHKAIICYJIAIUS, CHHXPOHU3AIUA COO6H.I€HHI>1 M BapHaHTblI JOCTaABKH COO6H_[CHI/I$I.

Ilpakxmuka: Anamu3 kagpoB Ha L2 ypoBHe. IlepexBar KaapoB € MOMOIIBIO
croponHero I10.

10.2 CeteBble IPOTOKOJIBI U CTAHAAPTHI.

Teopus: llpaBuna, perjiiaMeHTUPYIOIIUE CIOCOObI OOMEHa JTaHHBIMU, CETEBbIC
MIPOTOKOJIBI, B3aUMOJICHCTBUE TIPOTOKOJIOB.

IIpakmuka: Conocrasienne npotokosoB Habopa TCP/IP.

10.3 Ilepenaya gaHHBIX B CETH.

Teopus: CermeHTarusi COOOIICHMS, €IMHUIIA JAHHBIX MTPOTOKOJIA.

Ilpaxmuxa: Onpenenenne yposus PDU.

Tema 11. Cemesoit 0ocmyn

11.1 [IpoTokossl pU3M4ECcKOro ypoBHSI.
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Teopusi: ®u3nyecKuil ypoBeHb, CPEJICTBA MOIKIIOUEHUS (PU3NYECKOTO YPOBHS,
CTaHIapTHl (PU3UUYECKOTO YPOBHSI.

11.2 ITpoTOKOJIBI KAHAJIBHOTO YPOBHSI.

Teopusa: KaHaIbHBIM YPOBEHb, NMOJYPOBHU KAaHAJbHOI'O YPOBHS, YIIPABIICHHE
IOCTYTIOM K CpEZE, MPEIOCTABICHUE JOCTYIIA K CPENI€, CTAHIAPTHI KAHAIIBHOTO YPOBHS.

Tema 12. Ethernet

12.1 IIporoxomnsl Ethernet.

Teopus: Vukancynauus Ethernet, mogyposens MAC, passutue Ethernet, mosns
kaapa Ethernet, mons xanpa Ethernet, mogyposau MAC u LLC, MAC-anpeca.

12.2 KoMMyTaTopsl JIOKQIBHBIX CETEH.

Ilpakmuka: Tabaua MAC-aapecoB, ocHOBHasi UHpOpMAIlUg O KOMMYTaTopax,
¢unpTpanys Kaapo, noidydyenue nHpopmanuu o MAC-aapecax, ciocoObl MEPeChUIKU
uH(pOpMaIUU HA KOMMYTaTOpeE.

12.3 ITpoTOKOJI pa3peleHus aipecoB.

Teopus: Tlpotokon pazpemenust aapecoB ARP, ¢pynkuuum ARP, ARP-3amnpoc,
ARP-otBeT, Tabmubsr ARP, mpo6iemsr ARP.

Tema 13. Cemeeoit yposeHs

13.1 ITpOTOKOJIBI CETEBOTO YPOBHH.

Teopus: CereBO YpOBEHb, IPOTOKOJBI CETEBOIO YPOBHS, WHKAICYJSALNS
npotokoina [P, xapakrepuctuka nporokona IP. ITaker IPv4, maker [Pv6.

13.2 MapmipyTtuzanus.

Teopusa: Pelnienue o mepeagpecaldd MAaKETOB XOCTOM, ILUIKO3 IO YMOJYaHUIO,
MCIIOJIb30BAHUE NUII03a MO0 YMOJYaHMIO, TaOouua MapuipyTtu3auudud ys3na. Tabmuna
MapuUIpyTH3alHH poyTepa, pEUIEHUE O MePeaAPECaUi MAPLIPYTU3ATOPOM.

Ilpaxmuxa: OnpeneneHue IEMEHTOB 3alTUCH B TaOJUIIE MApIIPyTU3ALINH.

13.3 MapuipyTu3aTopsl.

Teopusa: Mapupytu3zatop — 3TO BbluuchautenbHas wMamuHa, HII u OC
Mmapiipyrtuzaropa, uHrtepdeiicet LAN u WAN, moakiodeHue K poyTepy, Mpolece
3arpy3ku OC, ¢pusznueckre XxapaKTepUCTHKU POyTepa.

Ilpaxkmuka: VI3ydenne pu3NUeCKNX XapaKTEPUCTUK MapIIPyTU3aTOPA.



36
13.4 Hactpoiika mapmipytuzaropa Cisco.

Ilpakxmuxa: ba3oBasg HacTpoWka MapUIpyTHU3aTOpa, HacTpolika HHTepdeiicoB
MaplIpyTH3aTOPa, HACTPOUKA IILTI03a IO YMOITYAHUIO.

Tema 14. IP-adpecayusn

14.1 Ceresnie IPv4-aapeca.

Teopus: Anpeca IPv4, mo3unioHHas HOTAIMs, MPE0OPa30BAHKUE TBOMYHBIX YUCET

B Aecsatuunblii popmar. Ctpykrypa [Pv4-agpeca, macka moaceTu, TUIBI aIPECOB.

Ilpaxkmuxa: Pacuer IP-agpecannu.

14.2 Ceressie [Pv6-aapeca.

Teopus: Tlotpebnocts B IPv6, npencrasinenue [Pv6-aapecos. Jlinna npedukca,
tunsl [Pv6 agpecos, metonasl HacTpoiiku IPv6 — SLAAC, EUI-64, DHCPv6, rpynmnoBsie
IPv6-anpeca.

Ilpaxmuxa: Onpenenenune tunoB IPv6-agpecoB. Hactpoiika [IPv6-aapecoB Ha
CETEBBIX YCTPOUCTBAX.

14.3 Paznenenune IP-ceteit Ha moaceTH.

Teopus: CerMmeHTanus cetei, pazaeneHue IPv4-cetm Ha moOACeTH, TpaHUIIBI

OKTETOB, Macka nojicetv, VLSM, paboTa ¢ 6eckiiaccoBoii agpecaiuei, mpeuMyIiecTna u
HEJIOCTATKHU KJIACCOBOM aJipecaluu.

IIpaxmuxa: Ilpaktuka o pacuery [Pv4-aapecanum.

14.4 Ocobennoctu npoektupoBanus [Pvo-cerei.

Teopus: I'mobanbHbI MHAUBUAYATBHBIN [PV6-anpecoB, pa3dueHue Ha OICETH C
HCIIOJb30BaHUEM UJICHTU(UKATOPA MTOACETH, pealih3aliis CXEeMbI aJipecallii Ha MMOJICEeTH
B [Pv6.

Ilpaxkmuxa.: Co3nanue cetu IPv6 mis mpoekTa « Y MHBIM 10M».

Tema 15. Pazoenenue IP-cemeit na noocemu

15.1 CermenTanus ceTu.
Teopus: ]JloMeHBI MHMPOKOBEIMIATEIHHONW pacChUIKH. [IpoOiieMbl ¢ KpyHMHBIMH
IIMPOKOBEIIATEIbHBIMU JOMEHaMU. [[pyuunHbI 17151 pa3aeneHus Ha NOJICETH.

Ilpaxmuxa: Co3nanue AByX, 4yeThipex noacereid. VLSM Ha nmpakTuke.
15.2 Cxema agpecaruu.
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Teopus: I1nanupoBanue agpecanuu cetu. [IpucBoeHue aapecoB yCTpoOruCTBAM.

Ilpaxmuxa: Pa3paboTka u peanuzanus cxemsl agpecanun VLSM.

15.3 OtpaboTka KOMIUJIEKCHBIX MPAKTUYECKUX HABBIKOB.

Ilpaxmuxa.: noaroToBUTH cxeMy aapecanuu [Pv4 u IPv6, peanuzoBats ajgpecanuto
IPv4 u IPv6 1 npoBepUTH CETEBBIC MOKIIOUCHUS.

Tema 16. Tpancnopmmuuwiit ypoeens

16.1 IIpoTOKOJIBI TPAHCIIOPTHOIO YPOBHS.

Teopusi: Ponb TpPaHCIOPTHOTO YPOBHS, (YHKIMKA TPAHCIOPTHOTO YPOBHS,
MYJIbTUIIEKCUPOBAHUE CEAHCOB CBA3M, HANEKHOCTH TPAHCIOPTHOroO ypoBHs, TCP nu
UDP, CooTBeTCTBYIOMHNNM NPOTOKOJ TPAHCIIOPTHOTO YPOBHS ISl COOTBETCTBYIOLIETO
MPUII0KECHUSL.

lIpaxmuxa.: CpaBHenue xapakrepuctuk TCP u UDP.

16.2 TCP u UDP.

Teopusa: @yuxkumun npotokona TCP, 3aronoBok mnporokona TCP, ®yHkuuu
nporokosa UDP, 3aronoBok mnpotokosa UDP, ornenbHble ceaHChI CBSI3M, HOMEpa
MOPTOB, Mapbl COKETOB, IPYMIIbl HOMEPOB MOPTOB, 0OOMEH JAaHHBIMHU 110 TpoTokoIy TCP,
oOMeH gaHHbIMU 110 poTokoay UDP, npunoxenus, ucnomns3ytomue TCP, npunoxenus,
ucnosb3yromme UDP.

Ilpaxmuxa: HaOmogeHne 3a MPOLECCOM TPEXCTOPOHHETO KBUTHUPOBAHUS
npotokosia TCP ¢ momoipto nporpammel Wireshark. M3yueHne 3axBaueHHBIX MMaKETOB
DNS u UDP ¢ nomorisio nporpammel Wireshark.

16.3 O6men nanusiMu ¢ ucroias3oBanueM TCP u UDP.

Ilpaxmuxa: MonenvpoBanue oOMeHa JaHHBIMU ¢ ucnoyib3oBanrem TCP u UDP

Tema 17. Yposenv npunosicenuii

17.1 ITpOoTOKOJIBI YPOBHS IPUIIOKEHHUI.

Teopusi: YpOBEHb NPEACTABIEHUS W CEAHCOBBIM, IPOTOKOJIBI  YPOBHS
NPUIOKEHUH, MOJENb «KIHEHT-CEPBEP», OOILEU3BECTHHIE MPOTOKOJIBI M CEPBUCHI
ypoBHs mnpuioxeHui. [IpoTokoibl BeO-Tpaduka U 31EKTPOHHOM MOYTHI, cepBUCHI IP-
ajJipecaliiu, CEpBUCHl COBMECTHOTO JIOCTYIIA K (haiimam.

Ilpaxmuxa: Hactpoiika cepepa FTP, IIS WebServer, Apache?.
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17.2 OO01en3BecTHbIE MPOTOKOJIBI U CEPBUCHI YPOBHS PUIIOKEHHM.

Teopus: Ilpotokosielt HTTPS u HTTP. Ilpunuun pa6orst SMTP, POP, IMAP.

Ilpakmuka: VIHTEpHET U 3JIEKTPOHHAS [OYTA.

Tema 18. Co30anue neb6onvutoit cemu

18.1 YcrpoiicTBa B paMKax HEOOJIBIIION CETH.

Teopusa: Tomosiorun ceTel HeOONBIIOro paszMepa. BpIOOp ycTpoMCTB yist
HeOosbmoil ceru. [P-aapecannsa B pamkax HeOOnbIIOW ceTu. PesepBupoBaHue B
HEOOJIBIION CEeTH.

Ilpaxmuxa: Co3nanue TOMOJOTUM CBOEH OyIyIIeH CeTH.

18.2 IlpunoxxeHrue u NpoTOKOJIbI B HEOOJIBILION CETH.

Teopusa: PacnpocTpaHEHHbIE MPUIIOKEHUS W MPOTOKOJbL. IIpunoxenus mis
Nepeaaydy rojoca u BUAEO.

IIpaxmuxa: Hactpoiika DHCP-cepBepa, HacTpoiika DNS-cepBepa Ha pa3HbIX
Windows u Linux.

18.3 MacmrabupoBanue 10 pa3MepoB KPYITHOM CETH.

Teopus: Pacuupenne HEOOBIITON CETH, aHATU3 MPOTOKOJIOB, UCIIOIB30BAHUE CETH
COTPYIHUKAMHU.

Ilpaxmuxa: Pa3paboTka MIaHOB AJi OyAyIIero MaclTabupoOBaHUsI CETH.

18.4 O6ecnieueHue ceTeBoi O€30MaCHOCTH.

Teopus: Yrpo3sl 6e30macHOCTH U ysi3BUMOCTU. CeTeBble ataku. [IpegoTBpaiieHue
CETEBBIX aTaK.

Ilpakxmuxa: W3ydenue yrpo3 0€30MacCHOCTH CETH. YTPO3bl O€30MACHOCTU U
YSI3BUMOCTH.

18.5 OcHoBHBIE paboyre XapaKTePUCTUKH CETH.

Teopusa: Wcnonw3oBanue KoMaHabl ping. Komannubl traceroute u show.
Komanpa arp.

Ilpaxmuka: VInTepnperaiys BpIBOJA KOMaHIbI ping, traceroute, show, arp.

Tema 19. Konmpoavnoe mecmuposanue no mooyJiwo

Ilpaxmuxa: TecT. AHanu3 pe3yabTaToB.

20. Ilpoexmnasn deamenvHoCmb
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Ilpakmuka: 3amuTa UHANBUYATbHOTO/TPYIIIIOBOTO MTPOEKTA.

20.1 IIpoekt «ObecneueHre 0€30MaACHOCTH HAa KAHAJIbHOM YPOBHE.

Ilpakxmuxa: TIOHATHS O KOMMYTATOpax M KaHaJbHOM YpPOBHE. YSA3BHUMOCTH
KaHaJIbHOTO YpOBHs, poTokoibl STP, 3amura or DDOS-atak Ha kommyTtatopsl, DHCP-
snooping.

20.2 ITpoekT «HacTtpoiika 0ecrmpoOBOIHBIX CETEH U «OECIIIOBHOM CETH».

Ilpakmuka: CpaBaenue u Bei0op cranmaptoB 802.11. Hactpoiika GecripoBoHOM
cety Ha yacToTe 2.4 u 5 I'T'u. bezonmacHocts 6ecnipoBoHoi cetu. Teopus MESH-ceteii.

20.3 IIpoekt «ObecnieueHre 0€30MaACHOCTH HAa CETEBOM YPOBHE.

llpakmuka: OcobenHoctu peanuzauuu cpencts [PSec, IIpoTokon ynpasneHus
kpuntokintouamu IKE, 3amura nepenaBaemMbIX JaHHBIX ¢ TOMOIIBIO TPoTOKoIoB AH n
ESP, Apxutektypa cpeacts 6e3zonacHoctu [PSec.

20.4 [IlIpoektr «HacTpoiika ceTH Ha OCHOBE OTKPBITOTO IMPOrPAMMHOIO
o0OecrieueHusD.

Ilpakxmuxa: TIOUCK OTKPBITOrO MPOTrPpaMMHOr0 oOecCTHedeHUs: JJIsi HAaCTPOUKH
cereit. Hactpoiika cetu oduca, monb3ysich Toibko OC Linux. [IpeumymectBa u
HEJIOCTATKU KOH(UTYPUPOBAHUSI CETH, UCIOIb3Ysd KOMIBIOTEPHI, B KAYECTBE CETEBOIO
obopynoBanus noj ynpasieHueM OC Linux.

20.5 TIIpoektr «HacTpoilka ceTH Ha OCHOBE 3aKpbITOTO MPOrPAMMHOTO
oOecreyeHus.

Ilpakmuka: Tlouck 3aKpBITOTO TPOTPAMMHOTO OOECIEUEHUsS ISl HACTPOUKHU
cereir. Hactpoiika cetu oduca, mons3ysich Tonbko OC Windows. I[lpeumyinectBa u
HEJIOCTATKU KOH(UTYPUPOBAHUS CETH, UCIIOIb3Yys KOMITBIOTEPHI, B KaU€CTBE CETEBOTO
obopynoBanus noa ynpasiearnem OC Windows.

20.6 IIpoekt «Co3/1aHne CUCTEM aBTOMATU3AIMU 10 PA3BEPTHIBAHUIO CETH)

Ilpakmuka: Pabota ¢ cucteMaMu aBTOMAaTH3AIlMH, OPKECTPUPOBAHHS CETEH —

Ansible, Docker, Python u mogkmtodaembrit Moayib netmiko.
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4, I[lnanupyemble pe3yabTaThl

4.1. Ilnanupyemblie pe3yJbTaThl IEPBOI0 rojxa 00y4eHust

Ilpeomemmnuwie pe3yromamel:

— 3HaHWE  0a30BbIX  TOHATUH, TNPHUHIMIIOB  IMOCTPOCHHSI  JIOKAJILHO-
BBIYHMCIIUTEIHHON CEeTH;

— 3HAHUE OCOOCHHOCTEW Pa3IMYHbIX OINEPAIMOHHBIX CHUCTEM CEeMEHCTBa
Windows;

— 3HAHWE OCHOBHBIX CETEBBIX IMPOTOKOJIOB, CETEBBIX CIYyXKO, CpEICTB
MOHUTOPHHTA;

— yMeHue paboTaTh ¢ 00OpYJOBaHUEM, MOJKIIOYATh KOMIIBIOTEPHI K CETH,
HaCTpamBaTh M ONTUMHU3UPOBATH CETH, THATHOCTUPOBATH HEITOIAIKH U BOCCTAHABINBATh
CUCTEMBI;

— YMEHHUE CTPOUTH OJJHOPAHTOBBIEC CETU U CETH JIOMEHHOMN CTPYKTYPHI;

— HABBIKU aJIMUHUCTPUPOBAHUA.

Jluunocmmuuie pezynomamol:

— (opMHUpOBaHWE OTBETCTBEHHOTO OTHOIIEHUS K YYEHHIO, TOTOBHOCTH U
CIIOCOOHOCTH O0YHYAIOIIMUXCA K CAMOPa3BUTHIO U CaMO00Pa30BaHUIO;

— (GopMHUpOBaHUE YHUBEPCAIBHBIX CIIOCOOOB MBICIUTEILHON ACATEIHHOCTH
(a0CTPaKTHO-TOTUYECKOTO MBIIIICHHS, TaMSTH, BHUMaHHS, TBOPUYECKOTO BOOOpaKEHUS,
YMEHUS MTPOU3BOAUTH JIOTHYECKUE OTIepaIin);

— pa3BUTHE OIbITA YYAaCTHS B COIMAJIBHO 3HAYUMBIX IPOCKTAX, IOBBIIICHHUE
YPOBHSI CAaMOOIIEHKH OJ1arofaps peain30BaHHBIM POEKTaM;

— (QopMupoBaHHE KOMMYHUKATHUBHOM KOMIIETEHTHOCTH B  OOINCHUH U
COTPYIHMYECTBE CO CBEpPCTHMKaMHU B IMpolecce o0pa3oBaTeIbHOM, y4eOHO-
HCCIIEI0OBATENILCKOW U IPOEKTHOM €S TEIIBHOCTH;

— (opMupoBanue IIEJIOCTHOTO MHUPOBO33PEHUS, COOTBETCTBYIOIIETO
COBPEMEHHOMY YPOBHIO pPa3BUTHUSI HHOOPMAITMOHHBIX TEXHOJIOTUH;

— (QopMUpOBaHUE OCO3HAHHOTO MO3UTUBHOIO OTHOILIECHHUS K APYrOMY YeJIOBEKY,

€0 MHCHUIO, PC3YJIbTATY €TI0 ACATCIbHOCTH,
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— (hopMUpOBaHHUE LIEHHOCTH 310pPOBOI0 M 0€30I1acCHOT0 00pa3a >KU3HU;

— YCBOGHME TMpaBWUI HUHAMBUIYAJIBHOTO U  KOJUIEKTMBHOIO  0€30IacHOro
MOBE/ICHUS MIPHU paboTe C KOMITBIOTEPHOM TEXHUKOM;

— 3HAHUE AaKTyaIbHOCTM W TIEPCIIEKTUB OCBOEHUSA TEXHOJIOTUM CETEBOIO
aAMUHUCTPHUPOBAHUS JUIsl PELICHUS PEAIBHBIX 3a4a4.

Memanpeomemmnbwie pe3yiomamal:

— OpPHUEHTHUPOBATBCA B CBOEM CHUCTEME 3HAHUMW: OTIWYaThb HOBOE 3HAHUE OT
U3BECTHOTIO;

— rnepepadaTbiBaTh MOJIYYEHHYI0 MH(OpPMALMIO: JeNaTh BBIBOABI B PE3yibTaTe
COBMECTHOI pabOThI IPyMIIbl, CPABHUBATH U IPYNIIMPOBATh MPEIAMETHI K KX 00pa3bl;

— paboTarh MO NPEAJIOKEHHBIM HHCTPYKIUSAM U CAMOCTOSATEIBHO;

— M3JIaraTh MBICJIU B YETKOW JIOTMYECKOH MOCIIEI0BATEIBHOCTH, OTCTAUBATh CBOIO
TOYKY 3PEHUS, AHAIM3UPOBATH CUTYyalHI0O M CAMOCTOSTENBHO HAXOJWTh OTBETHI HA
BOIIPOCHI IIYTEM JIOTHYECKHUX PACCYKACHUM;

— ompenensaTb U (pOpMHUPOBATH LENb JAEATEIBHOCTH HA 3aHSITUU C IOMOIIBIO
YUUTENS;

— paboTarhb B rpyIie U KOJJIEKTUBE;

— YMETb PACCKA3bIBATH O IIPOEKTE;

— paboTarh HaJl MPOEKTOM B KOMaH i€, 3OPEKTUBHO pacTpeesiTh 00I3aHHOCTH.

4.2. Ilnanupyemblie pe3yJbTaThl BTOPOIro roga 00y4eHust

Ilpeomemmnuie pesynomamot:

— paciiMpeHue 3HaHWM 0a30BbIX MOHSTHUN, IPUHLMIIOB MOCTPOEHUS JOKAJIBHO-
BBIYHUCIUTELHOM CETH;

— yriiyOJICHHOE 3HaHUE€ OCOOEHHOCTEH pAa3JMYHbIX OINEPAUOHHBIX CUCTEM
cemeiictBa Windows;

— 3HaHME OCOOEHHOCTEl OCHOBHBIX CETEBBIX IMPOTOKOJIOB, CETEBBIX CIYXkO,
CPEICTB MOHUTOPUHTA;

— YMEHHE CTPOUTHh CETH MPOMBIILIEHHOTO YPOBHSI, CETH HEOOIBIINX O(HCOB,

IMOAKJITOYCHHC K r100aIbHBIM CETsAM,
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— YMEHHUE pa3BEpPThIBAHMUS CHCTEM IIEHTPAIM30BAHHOIO  YOPaBIEHUS U
KOMIIBIOTEPAMU;

— yri1yOJIeHHbIC HABBIKYA aIMUHUCTPUPOBAHUS.

JIuunocmmuoie pe3yromamol:

— ¢dopMUpOBaHHE OTBETCTBEHHOI'O OTHOIICHUS K YUYEHHIO, TOTOBHOCTH U
CIIOCOOHOCTH 00YUaIOINUXCS K CAMOPA3BUTHIO U CAaMOOOPa30BaHUIO;

— (opMHUpOBaHWE YHUBEPCAIBHBIX CIIOCOOOB MBICIUTEILHON ACATEIHHOCTH
(a0CTpaKTHO-JIOTMYECKOTO MBIIUJICHUS, TaMSITH, BHUMAaHUS, TBOPUYECKOTO BOOOPaKEHHUS,
YMEHHUS TPOU3BOIUTH JIOTUYECKUE OIEPallii );

— pa3BUTHE OINbITA y4acTHs B COLMAIBHO 3HAYUMBIX IPOEKTaX, IMOBBIIICHUE
YPOBHSI CaMOOIIEHKH O1arofaps peain30BaHHBIM IPOEKTaM;

— QopMupoBaHuEe KOMMYHUKATHUBHOM KOMIIETEHTHOCTH B  OOIIEHUU U
COTPYIHMYECTBE CO CBEpPCTHUKaMHU B IMpolecce 00pa3oBaTeIbHOM, y4YEOHO-
HCCJIEIOBATEIILCKON U MPOEKTHOM JIEATEIILHOCTH;

— (opMupoBanue LEJIOCTHOTO MHUPOBO33PEHUS, COOTBETCTBYIOILIETO
COBPEMEHHOMY YPOBHIO pa3BUTHSI HH()OPMALIMOHHBIX TEXHOJIOTH;

— ¢GopMUPOBaHHE OCO3HAHHOTO MO3UTUBHOIO OTHOILIECHUS K JIPYTOMY YEJIOBEKY,
€ro MHEHUIO, PE3YyJIbTaTy €ro AesITEIbHOCTH;

— ¢dopMupOBaHUE IECHHOCTH 37J0POBOT0 M 6€30I1aCHOI0 00pa3a KU3HU;

— YCBOCHHE TIpaBWJ HMHAWUBUIYAIBHOTO U  KOJUIGKTUBHOTO 0€30MacHOro
MOBEJICHUS TIPU padOTE ¢ KOMITBIOTEPHOU TEXHUKOM;

— 3HAaHUE aKTyaJIbHOCTM U TIEPCIEKTUB OCBOEHUSA TEXHOJIOTUH CETEBOIO
aIMUHUCTPUPOBAHUS JJIsI PEIICHUS peaJIbHBIX 3a/1ad.

MemanpeomemHmboie pe3ynomamol:

— OpPUEHTHPOBAThCA B CBOEM CHUCTEME 3HAHUMW: OTJIWYaThb HOBOE 3HAHUE OT
H3BECTHOTO;

— mepepabaTbiBaTh MOJYUYCHHYH0 WH(GOPMAIIMIO: JIeJIaTh BBIBOJBI B PE3yJIbTaTe
COBMECTHOU pabOTHI TPYMIIbI, CPABHUBATH U TPYIIIUPOBATH IPEIMETHI U X 00pas3bl;

— paboTaTh MO NPEI0KEHHBIM HHCTPYKIIUSIM U CAMOCTOSITENBHO;
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— W3JIaraTh MBICTH B YETKOM JIOTHYECKOH ITOCIIE0BATEILHOCTH, OTCTAUBATh CBOKO
TOYKY 3pCHUsS, aHAIU3UPOBATH CHTYAlUI0O W CAMOCTOSATEIBHO HAXOIUTh OTBETHI HA
BOITPOCHI ITyTEM JIOTHUECKUX PACCYKICHUH;

— ompenensaTh U (OpMUPOBATH IIENb ACATEIBHOCTH HA 3aHSATHH C ITOMOIIBIO
YUUTEIIS;

— paboTaTh B rpyIIe U KOJICKTHBE;

— YMEThb PacCKa3bIBaTh O MPOCKTE;

— paboTath HaJl MPOEKTOM B KOMaH i€, 3PPEKTUBHO pacnpeaeisiTh 00SI3aHHOCTH.
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1.  KomMmuiekc opranHn3anoHHO-TIEJArOrH4ecKuX YCJI0BUI peaau3anuu
o01epa3BuBaOIEell MPOrpaMMbI

1. Kanenpapubiii yueonblii rpagux Ha 2021-2022 yyeoHblii roj

e OcHoOBHBIE
/i XapaKTePUCTHKH
00pa3oBaTeJILHOT0 Mpoliecca
1. | KoanyecTBo yueOHBIX HEJEIb 36
2. | KonmmaecTBo yueOHBIX JHEH 12
3. | KoanyecTBO 4acoB B HENETIO 4
n KosnruecTBo 4acoB B EPBBIN IO 144
oOy4eHUs
5 KonnuecTBo yacoB BO BTOPOH o1 144
" | oOyuyeHus
6. | Hemens B | momyroauu 16
7. | Hemens Bo Il monyronun 20
8. | Hawano 3anstuit 13 cenTsa0ps
9. | Beixogusie gHH 30 nexabps — 09 ssuBaps
10. | OxoHuaHue y4yeOHOTO rojaa 31 mas
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2.  YcjoBusi peaju3aluu NporpaMMmsl

Mamepuansno-mexnuuecxkoe obecneuenue

Tpebosanus k nomeweHuro.

— MOMEIleHHEe JJsi 3aHATHH, oTBedamomue TpedoBanusam Canllun ans
YUPEKIEHUH JTOMOJTHUTEIBHOIO 00pa30BaHMs;

— Ka4eCTBEHHOE OCBEILCHNUE.

ObopyoosaHue:

— CTOJIbI, CTYJbsl 1O KOJMYECTBY oOywarommxcs U 1 pabounm MecToM MAJis
nejarora,

— KOMIIBIOTEPHI U HOYTOYKH Ha KaKJI0TO 00Y4YarOIIErocs: U MpernogaBaTers;

— aKyCTHYEeCKas CUCTEMA;

— pOyTep;

— KOMMYyTatopsl (Ha 24 u 48 opToB);

— MapIIpyTHU3aTop ¢ HHTerpupoBaHHbIME cepBrucamu Cisco ISR 4321,

— kabenn 1 00’)KUMHOM HHCTPYMEHT, KOHHEKTOPHI;

— TaTyY-TaHeb;

— unrepdeiicapiii HWIC monyinp,

— Mmexcerenoii akpan Cisco Firepower 1010 ASA Appliance, Desktop;

— 1mKag MOHTaKHBIM HANIOJIbHBIN;

— moxyis SFP+ tpancusep MikroTik S+2332LC10D;

— kvm xoncoib;

— MOHOOJIOYHOE UHTEPAKTUBHOE YCTPONCTBO;

— HamoJbHas MOOWJIbHAS CTOWKA ISl MHTEPAKTUBHBIX TOCOK WJIM YHUBEPCAIBHOE
HAaCTEHHOE KPEIUICHHUE;

— JIOCKAa MarHUTO-MapKepHasi HACTEHHAs;

— ¢aumyapr.

Hngpopmayuonnoe ovecneuenue:

— MporpaMMHOE oOOecCIlieueHue JJisi CETEBOro aJAMUHUCTpUpoBaHus: VMware

Workstation Pro, TeamViewer Premium, Microsoft Office 2019 Pro Plus.
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Kaopoeoe obecneuenue:

Peanu3oBbiBaTh MporpaMMmy MOTYT MEJArord JOMOJHUTEIBHOTO 0O0pa3oBaHUf,
o0JlalaloIie JIOCTAaTOYHBIMU 3HAHUSIMH B OOJACTH TMEJAaroTMKM W TICUXOJIOTHH,
METOJIOJIOTHH, 3HAIOIME OCOOEHHOCTH OOy4YeHHusi 1o HampaBieHuio «CucreMHoe

AIMUHUCTPHPOBAHUC)).
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3. @opMBbI aTTECTALMHU U OLIEHOYHbIE MATEPHAJIbI

Cucrema KOHTPOJISI 3HAHUM M YMEHMI y4aluxcs MpeJCTaBIseTcs B BUAEC yuéra
pEe3yJAbTAaTOB IO WTOraM BBIMOJHEHUS 3aJaHUN OTAEIBHBIX KEWCOB W MOCPEICTBOM
HAOJIIOICHU S, OTCICKUBAHUS JUHAMUKU PA3BUTHS yUalIeTOCs.

Htorosas arrecranus ydammxcs ocymiectBisiercs mno 100-6amnbHOM 1miKase,
KOTOpasi TEPEBOAUTCS B OAWMH M3 YPOBHEH OCBOEHHUS 0Opa30BaTEIhHON MPOTPAMMBbI

COorJjiaCHO Ta6J'II/IHeI

Tabmnumna 4
BaJyibl, HaOpaHHbIE 00YYAKIUMCH YpoBeHb 0CBOCHUS
0-50 6amoB Huskuii
51-75 6ammoB Cpennuit
76—100 GanaoB Bricokuii

@opMbl IIPOBENECHUS MTOTOB IO KaXJOM TEeME U KaXIAOMY pasleiy
o0111epa3BUBAIOIIEH MPOrPaMMbl COOTBETCTBYIOT 1ieJisiM U 3a1adam JJOOIT.

WHuBU Ty alIbHBIA/TPYTITIOBOM TIPOEKT OILIEHUBAETCS (HOPMUPYEMON KOMHUCCUEH.
CoctaB xoMuccuu (He MeHee 3-X YeNloBeK): meaaror (B oO0s3aTeIbHOM MOPSIKE),
aIMUHUCTpalusi  y4eOHOW  oOpraHu3aluy, MpUBETCTBYeTCs  mnpuBiedeHue [T-
poQeCCUOHAIIOB, PE/ICTABUTENEH BBICIINX U APYTUX yU4SOHBIX 3aBEJCHUM.

KoMmnoHeHTaMu OIEHKH WHIWBHUAYaJTbHOIO/TPYIIIOBOrO MPOEKTa SIBISIOTCS (IO
Mepe yObIBaHMsI 3HaYUMOCTH): kauecTBO UII, 0T3bIB pyKOBOAUTENSI TIPOEKTA, YPOBEHB
MPE3CHTAIlMU U 3aIUThl TPOEeKTa. ECIM MPOEKT BBIMOJHEH IPYNIol 00ydaronuxcs, To
MIPY OLICHUBAHWUH YYUTHIBAETCS HE TOJILKO YPOBEHBb UCTIOJIHEHUS TPOEKTA B LIEJIOM, HO U
JIMYHBIN BKJIAJ KaXKJI0TO U3 aBTOPOB. Pelenne npuHuMaeTcs KoJulernaiabHo. st OlleHKH
MPOEKTa 4YJEHaM KOMHUCCUU PEKOMEHAYETCA HCNoib30BaTh «bmank ouenku WID»

(ITpunoxenue ).
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4, MeToanueckue MaTepuaIbl

OO0pazoBaTebHBIN POIIECC OCYIIECTBIISIECTCS B OYHOU (popme.

B 06pazoBaTenbHOM MPOIECCe UCTIONB3YIOTCS CIEAYIOIINE MEmoobl:

1. O0BSACHUTETHLHO-UIUTFOCTPATHBHBIH;

2. Meron mpoOjeMHOT0 H3J10KeHUs (TOCTaHOBKAa MPOOJIEMbI W pElIeHHE €€
CaMOCTOSTENIbHO WJIH FPYIIION);

3. IIpoeKkTHO-UCCIENOBATENBCKUN;

4. HarnagHueii:

— JIEMOHCTpAIIUs TUIAKaTOB, CXEM, Ta0JIUII, JUarpaMM;

— HCTOJb30BAHUE TEXHUYECKUX CPEJICTB;

— MPOCMOTP KHHO- U TEJICTIPOTPaAMM;

5. IlpakTuyeckui:

— MPaKTUYECKUE 3aJJaHus;

— aHaJIU3 U perieHue NpoOJIEMHBIX CUTYallUN U T. 1.

BriOop MeTom0B OO0yde€HHMS OCYHISCTBIAECTCS HCXOAS W3 aHah3a YPOBHA
TOTOBHOCTH OOYYarOMIMXCSI K OCBOCHHUIO COJEPKAHUS MOIYJsl, CTENEHU CIOKHOCTH
Marepuana, Tuna yaeoHoro 3ausaTus. Ha BEIOOp MeTO10B 00yUeHUs 3HAYUTEIHHO BIIUSCT
MEPCOHANIHBIN COCTaB TPYMIbl, WHANBUIYaIbHbIE OCOOCHHOCTH, BO3MOKHOCTH U
3aIpOChI IETEH.

Ouenounvie mamepuansl 011 ammecmayuu 00y4arUUxca no Mooy

Mooynwe 1. Beedenue

KoHTpobHOE TECTUPOBAHUE 110 MOTYJTHO

Mooyns 2. Cucmemost yenmpanu3o08anHHo20 ynpasieHus no1b308amenimu, 6eo-
cepeucol, KOHQuzypuposanue omrka3zoycmouyugoil cemu

KoHTpobHOE TECTUPOBAHUE 110 MOTYJTIO

Ilpoekmnuasa oeamenvrnocmo

HToroselil npoayKT Moayei 1, 2

Mooyne 3.  Beeoemue 6  pacwupennwtii.  Kypc — «Cucmemmnozo
AOMUHUCMPUPOBAHU)

KOHTpOJIBHOG TECTUPOBAHUC 11O MOJYJIIO
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Mooyns 4. Coz0anue cemu ¢ ucnoyibzosanuem cemegozo 0oopyoosanus Cisco

KoHnTponbHOE TecTHpOBaHKE IO MOAYIIIO

Ilpoexmmuas oeamenvnocmao

WToroBbiii npoayKT Moaynei 3, 4

Dopmul 00yuenus:

— ¢pponmanvnan — Tpeanonaraer paboOTy Imemarora cpazy CcoO BCEMU
0Oy4aroIuMuUCs B €JMHOM TEMIIE U ¢ OOImMMH 3aaadamu. J[ns peanuzanuu oOydeHus
WCIIONIB3YETCSl KOMITBIOTEp TMeJarora ¢ MyJbTHUMEIua IPOEKTOPOM, TOCPEICTBOM
KOTOPBIX Y4YEOHBIH Marepuan JEeMOHCTPUpPYETCS Ha OOmuid 3KpaH. AKTHUBHO
ucnonb3ytorcs: UTaTepHeT-pecypcesl;

— 2pynnoeas — MperoaraeT, 4To 3aHATHS POBOATCS C MOATPYIIO. J{7s sToro
rpynmna pacnpejeisieTcss Ha MOATrpynnsl He Oonee 6 uenoBeK, paboTa B KOTOPBIX
peryIupyeTcs Iearorom;

— UHOUGUOYATbHAA — TIOJPA3YMEBAECT B3aUMO/ICHICTBHUE MPENOAABATEIISI C OJHUM
oOyuarorumcsi. Kak mpaBuio panHas QopMa HCHONIB3yeTCs B COUYETAHUU C
¢ponTanbHOi. YacTh 3aHATHS (OOBSICHEHHME HOBOM TEMbI) MPOBOAMUTCS (DPOHTAIBHO,
3aTeM OOYYarOIIMICS BBITIOJHSIOT WHIWBUYAIbHBIC 3a/IaHUsI WIM OOIIUE 3a/laHus B
WHJIUBUTyJIbBHOM TEMIIE;

— OUCMAHYUOHHAA — B3aUMOJICHCTBHE TIefarora U 00y4aromuxcsi MexX1y cooom
Ha PaCCTOSHUU, OTPAKAOIIEEe BCE MPUCYIIHE YyIeOHOMY Ipolleccy KOMIOHEHTHI. [is
peanu3any IUCTAHIIMOHHOW (OpMbl OO0y4YeHHUs BECh JUIAAKTUYECKUM MaTepual
pasmeniaeTcs B CBOOOIHOM JIOCTyTe B ceTu MIHTepHeT, MpoucxoauT CBOOOIHOE OOIIEHHE
nejarora U 00y4aromuxcsi B COITUANTBHBIX CETAX, MO AIEKTPOHHOHN MOYTE, TTOCPEICTBOM
BUJcOKOH(pepeHM win B oOmem dare. Kpome TOro, AHMCTAaHIIMOHHOE OOy4YeHHE
MO3BOJIACT MPOBOJUTH KOHCYJIbTAIMU OOYYarOIIEerocss MpHU CaMOCTOSITENILHOW paboTe
noma. HamaxkeHHast cucTeMa CETeBOTrO B3aWMOJCHCTBUS TMOJPOCTKA U IEarora,
MTO3BOJISIET HE OTPAHUYUBAThH NPOIIecC 0OOyUCHHsI HaXOXKICHUEM B yUYeOHOW ayJaUTOPHH,
o0ecreunTh BO3MOKHOCTh HEITPEPHIBHOTO OOYYEHHS B TOM YUCJIE, ISl 4ACTO OOJICIOIINX
JeTel WM BCEX NeTel B IMEPUOJ CE30HHBIX KApPaHTHUHOB (HAmpWMep, MO TPUMIY) H

TEMIICPATYPHBIX OTPAHUYCHHAX ITOCCIICHUA 3aHSITHUH.
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Dopmol opeanu3zayuu y4eOH020 3aHAMUA:

B oOpa3oBaTenbHOM TMpoliecce MOMUMO TPAJAUIMOHHOTO Y4Ye€OHOTO 3aHATHSA
UCIOJIb3YIOTCSI MHOT00Opa3Hble (DOpPMBI, KOTOPbIE HECYT YYEOHYIO Harpy3ky U MOTYT
UCIIOJIB30BAaTbCA KAaK AaKTHUBHBIE CIOCOOBI OCBOEHHS JEThbMU 00pa3OBaTEIbHON
OpOrpaMMBbl, B COOTBETCTBHUM C BO3pacTOM OOYyYaroIIMXCsl, COCTaBOM TPYIIIBI,
coJepkaHueM ydeOHOro Moxayis: Oeceda, JEKIUs, MacTep-KJIacc, IMPaKTUYECKOE
3aHATHE, 3alUTa MPOEKTOB, KOHKYPC, BUKTOPHUHA, JUCIYT, KPYIJIBIA CTOJI, «MO3TOBOU
LITYPM», BOPKILIOI, IJIOCCUPOBAHNUE, JAEJIOBas UIPa, KBU3, SKCKYPCHS.

Hekoropsle (Gopmbl TpoOBEACHHUS 3aHATUA MOTYT OOBEIUHATH HECKOJIBKO
y4eOHBIX TPYII WU BECh COCTaB OOBEIWHEHHS, HApPHUMEp, SKCKYpCHs, BUKTOPHHA,
KOHKYPC U T. [I.

Memoovt 6ocnumanua: MOTUBaLUA, YOeXJEHHE, MOOUIPEHHE, YIPaXKHEHUE,
CTUMYJIMPOBAHUE, CO3JaHUE CUTYALUU yCcIexa U Ap.

Ileoazocuueckue mexnonocuu: WHIMBUYyanu3alud OOYUYEHUS; TPYHIIOBOIO
0oOy4eHHs; KOJUIEKTUBHOI'O B3aMMOOOYyYeHUs; IUPPEpEeHIIMPOBAHHOIO O0y4YEHHS;
Pa3HOYPOBHEBOTO OOydYEHHS; IPOOJEMHOr0 OOYUYCHMS; pPa3BUBAIOIICTO OOYyUYCHUS,
JUCTAaHIIMOHHOTO OOY4YEHHMsI; UTPOBOM JIE€ATEIbHOCTH; KOMMYHHUKATUBHAs TEXHOJOTHUS
0oOy4eHMsl; KOJUIEKTUBHOM TBOPYECKON MAESATENbHOCTU; PELIEHUS H300pEeTaTeNbCKUX
3a]1a4; 3710poBbecOeperaroniasi TEXHOJIOTUsl.

Jludakmuueckue mamepuanol:

[TocoOus mo kaxmol u3ydaemoin Teme (B BUJE CIIMCKa KOMaH/ U BO3MOXKHOCTEH
JAHHOM MPOrpaMMBbI ¢ IOSICHEHUSIMU ); YIIPAKHEHUS 0 KaXKI0M n3yyaeMoil Teme (B BUIE
CIINCKA JIOTUYECKHU CBSI3aHHBIX JNEUCTBUM C MU3y4aeMOHM INPOrpaMMoOM, NMPUBOAALIMX K
KaKoMy-JIH0O pe3ynbTary); MmaTepuanbl 1o TepmuHoioruu I[1O; wuHCTpykKuMu 10

HACTpoWKe 000pyAOBaHUs; yueOHasl U TEXHUYECKas JINTepaTypa.
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Cnucok Jureparypsol

HopmaTuBHbBIE JOKYMEHTBI:

1. ®enepanpHbiii 3akoH «OO0 oOpaszoBanuu B Poccuiickoit ®depepanum» OT
29.12.2012 N 273-@3.

2. Crparerus pa3Butus Bocnutanus B Poccuiickoit @enepannu Ha nepuoa 1o 2025
roga. Pacnopsbxenue IlpaBurensctBa Poccuiickonn ®@epepaunu ot 29 mas 2015 r.
Ne 996-p.

3. Ilucemo MunucrepctBa oopazoanus u Hayku PD ot 18.11.2015t1. Ne 09-3242.
«O  HampaBneHuM — METOOMYECKMX  PEKOMEHJAUMW 1O  IPOEKTUPOBAHMIO
JOTIOJIHUTENBHBIX 001EPAa3BUBAIOLINX MTPOTPaMM (BKIIIOUAsi Pa3HOYPOBHEBHIE )».

4. Pacniopspxkenne npaButenbcTBa PO ot 04.09. 2014 Ne 1726-p «O0 yTBepkKaeHUH
Konuenmmu pa3Butus JOMOTHUTEILHOTO 00pa30BaHus AETEN».

5. «OcHoBbI 3akoHOAATENBCTB PD 00 0XpaHe 310pOBbs TpaXkaaH», yTBEPKIACHHbIC
BepxoBubiMm coBeTom P® o1 22.07.1993 Ne 5487 - (pexn. ot 25.11.2009);

6. ®enepanbubiil 3ak0H OT 24.07.1998 Ne 124-D3 «O06 0CHOBHBIX TapaHTHUSIX MPaAB
pe6énka B PDy;

7. ®enepanbhbiit 3ak0H 0T 21.11.2011 Ne323-D3 «O6 ocHOBax oXpaHbl 370POBbS
rpaxzaaH B Poccuiickoit @enepanmin.

8. Ilpukaz MunucrepctBa npocseuieHust Poccun ot 09.11.2018 r. Ne 196 «O6
yrBepxkaeHun  [lopsnka  opraHu3anud M OCYLIECTBIEHUS — 00pa3oBaTesIbHOM
JEeSATENBbHOCTH MO JOMOJHUTENbHBIM 001eo0pa3oBarenbHbiM nporpammam» (Ilpukas
Nel1008 oTmenen).

Cnmcok JuTepatypsbl, HCIIOJIb30BAHHOM NPU HANIMCAHUHU NPOTrPaAMMBbI:

1. AnmunuctpupoBanue JokaabHbIX cereir Windows NT/2000/.NET: YueOnoe
nocobue. Hazapos C. B. — 2-e u3z., nepepad. u nomn. — M.: ®uHaHch U ctatuctuka, 2003.
—480 c.: n.

2. AnmunuctpupoBanue cetu Ha npumepax. [lomsk-bparunckuii A. B. — CII0.:
BXB-Ilerepoypr, 2005. — 320 c.: ui.

3. AnmapaTHble CpeJcTBa JIOKaNbHBIX ceTeit. DHiukionenus / M. I'yk, — CIIO.:

[Tutep, 2004. — 573 c.: ni.
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4. ApxurekTypa KOMIBIOTEPHBIX CHUCTeM M ceTed: Yueb. mnocobue /
T. Il. bapanosckas, B. W. Jloiiko u ap.; nmox pea. B. U. Jloiiko. — M.: ®unHaHCH u
cratucTtuka, 2003. — 256 c.: ni.

5. BupTyanbHble MaIIWHBL: HECKOJBKO KOMIIbIOTEpOoB B oaHoMm (+CD). /
A. K. I'ynprsieB — CII6.: ITutep. 2006. — 224 c.: ui.

6. BeruuciauTeabHbIe CUCTEMBI, CeTH U TeJekommyHuKaryu / B. JI. bpoitno — CII6.:
[Turep, 2003. — 688 c.: ui.

7. BelYMCIUTENIbHBIE CUCTEMBI, CETU U TEJIEKOMMYHHUKAIUHU: YUeOHUK. — 2-€ U3].,
nepepad. u gom. / A. Il. Ilarubparos, JI. II. I'yaeio, A. A. Kupuuenko; Ilox pen.
A. I1. ITatubparoBa — M.: ®unancel u ctatuctuka, 2004. — 512c.: u.

8. 3amuTa KOMIIBIOTEPHOW HMH(OpPMAIMM OT HECAHKIMOHUPOBAHHOIO JOCTYIIA.
A. 1O. lllernos. — CII6.: U3narensctBO «Hayka u Texnuka» — CI16.: BXB —IlerepOypr,
2000. — 384 c.: ui.

9. 3nakomctBo ¢ Microsoft Windows Server 2003 / [1ep. ¢ anrn. / JIxx. XaHukat —
M.: U3narenbcko-Topro.oiii 1oM «Pycckas penakuusi», 2003. — 464 c.: ui.

10. UuTepHeT: mpoToKoybl Oe3omacHoCcTH. YueOHbli kypce. bmk V. — CII6.:
ITutep, 2001. — 288 c.: ni.

11. Uadopmatuka: Yued. mocobue nisi cryd. med. By3oB / A. B. Morues,
H. W. Ilak, E. K. Xennep; Ilox pen. E. K. Xennepa. — 3-e¢ uza., nepepad. u gomn. — M.:
N3 parensckuit ueHTp «Akanemus», 2004. — 848 c.

12. Dnekonun JI. b. Jlerckas ncuxomnorus: y4ue6. mocoOue i CTy. BBICII. y4ueO.
3aBenenuit / JI. b. DapkonuH; pen.coct. b. JI. DnbkoHuH. — 4-¢ u3m., crep. — M.:
N3 narensckuit ueHTp «Akanemus», 2007. — 384 c.

Anexkmponnsvie pecypcoi:

1. CnoBapp  pabo4yux TEPMUHOB IO NPEANPOPUIBHOW  IMOATOTOBKE
[DJIeKTPOHHBIA pecypc]. URL:
http://www.do.tgl.ru/files/specialized_education/2347_3.pdf
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[Tpunoxenue 1

Baank HaO/oaeHus 32 00y4al0ImMMHUCS

ITOKA3SATEJIH

LVLI9IUA€dd

WELJOHHIII
WIDIOOhUHXA1-0HIIrendoren
3 BOIMOOHLO OHLIedAMNY|

091L09hUHIAdLOJ 90901r3Y BH 1Y}

EULEHBE OMHORIL g
00doLlHM ‘AdUIBUIIMHU LIKIEBOd] ]|

UHILEHOL
AWA1oMD 01K80€8Q LIAEAIOLID]]

EULEHRE OUHOKIL 9 HILRLBINWHHY]

['pymma

0)5(0)

/o

10

3a Kax0e coryiacue ¢ yrBepkaenuem 1 — 6am.
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JIuCT oeHKM padoThl 00yYAOIIUXCHA
B npoluecce padoThl ¢ CepBEPHBIM 000Py10BAHHEM

[Tpunoxxenue 2

No I'PpYIIIIbI: I[aTa:
Ne dUO CI0XHOCTE CooTBeT- [IpezenTanus Crenennb Komnnuect
n/ | oOy4aromierocst | HaCTPOWKH CTBUE MOJICTIM IO | YBJICYEHHOCTH BO
n 000py/OBaH | MOCTABJIEHH IUIaHY. MIPOLIECCOM U | BOIPOCOB
ust Oif 3a/1a49M U Crenenn CTpEeMJICHUS K u
(mo mikane | peamuzanuu BJIQ/ICHUS OpUTHHAIILHOC | 3aTpyAHe
or 0105 pereHus CIICIHATbHBI TH TIpA HUH
OaJIIOB) (o mkane MU BBITIOJITHCHUH (mT. 3a
or0 105 TEpMUHAMHU 3aaHui (1o OJIHO
OaJIIOB) (mo mkane ot | mkaine ot 0 10 | 3aHATHE)
0mo5 5 GannoB)
OaJITIOB)
1.
2.
3.
4,
5.
6.
7.
8.
0.

10.
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[Tpunoxxenue 3

JIuCT oeHKM padoThl 00y4AKOIIUXCS
B MpoLecce HACTPOMKH KOMMYTAIMOHHOTO U KOMIILIOTEPHOIO

o0opynoBaHMsI
No I'PpYIIIIbI: I[aTa:
Ne 0)4(0) CootBer- | CootrBerct- Crenenb Crenenb Kon-Bo
n/n | o0yyaromerocs CTBHE BUE BJIaJICHUS YBIIEYEHHOCTH | BOIIPOCOB
MIOCTPOCHHO| HAITMCAHHOK | CIeIHaTbHbI- POIIECCOM ¥ 3aTpy-
KOHCTPYKIIMH| TPOTPAMMBI MU U CTPEMIICHHSI HEHUH
3aJJaHHOM | 3aJlaHHBIM TEPMUHAMH | K OPUTHHAJIb- (.
MOJICITH HEJISIM (o mrkane HOCTH TIPH 3a OJTHO
(mo mkane or| (1o mKae ot 0105 BBITIOJIHCHUHM | 3aHSATHE)
0mo5 ot 0105 0aJIIoB) 3aIaHuI
OaJIIOB) 0aJIOB) (o mkane ot
0 mo 5 6amtoB)
1.
2.
3.
4.
5.
6.
7.
8.
9.

10.
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[Ipunoxenue 4
IIpuMep KOHTPOJIBLHOTO TECTUPOBAHUSI TI0 MPOrpamMMe
«CucreMHO€e aIMUHHCTPHPOBaHHE» (CTAPTOBBII YPOBEHD)
Monayas 1. BBenenue

r. Bepxussa [Ismma Hara

Maxkcumanvroe spems evinoanenus: saoanui: 30 munym

D®UO obdyuaroierocs I'pynna

Bomnpocsl TecTOBOrO0 3a1aHust
3aganme Ne 1

1.1. Kakue ycTpoicTBa SBISIOTCS yCTpoucTBamMH BBoja? (Buibepume o06a
sapuanma)
A.  mpoekTop
b 1udpoBoit Gporoamnmapar
B TUHAMUKA
I. IIPUHTED
A

YCTPONCTBO OMOMETPUYECKOM ayTeHTUPUKAIIUN

1.2. Kakoii TepMHH WUCIHOJB3yeTCS I OMNPEACICHUs TPOBOJHUKOB Ha
MaTEepUHCKON TIUIaTe, KOTOpPhie OOECIEeUMBAIOT IMEPEHOC IAHHBIX W3 OJHOM YacTH
KOMIIbIOTEpA B APYTYIO?

A.  HabGop mukpocxem

b Mocrt

B. IInaTa BBOIA-BEIBOIA
r

[HIvuua

1.3. Uro, kak mpaBWiIO, KOHTPOJHPYETCS CEBEPHBIM MOCTOM YHIICcETa?
(Bvibepume 0sa sapuanma)
A.  o6men nanasiMu Mexy LI 1 3BykoBo# muiaToit

b. JOCTYT K BUJICOKApTE



S7

oOmMmeH gaHHbIMU MexXy LI 1 xkecTkuM auckom

.

oOMmeH nanueiMu Mexay L1 u mopramu BBOJa-BhIBOJA

noctyn k O3Y

1.4. Kakoii KOMIOHEHT OKa3bIBa€T HanOOJIbIlIEE BIUSHUE HA BEIOOP KOpIyca U
0JI0Ka MUTaHUA IpU co3aaHuu HoBoro [1K?
A.  Tun )xecTKOro aucka
b Moayns O3Y
B 3ByKOBas KapTa
I. MarepuHckas mara
A

Buneoananrep

1.5. Tonb3oBatenpb, urpatomuii B Bugeourpy Ha urposom I[IK co cranmapTHbiM
xectkuM auckoM EIDE 5400 o6/MuH, 3amedaeT 3HAUUTEIBHOE CHUKEHUE YPOBHS
NPOU3BOAUTENbHOCTH. Kakoil BapuaHT OOHOBIIEHUSI MKECTKOTO JIMCKAa IOMOXKET
MOBBICUTH YPOBEHb NMPOU3BOJUTENBHOCTH, & TAK)KE YBEJIMYUT HAZAEKHOCTh KOMIIBIOTEPA
Y CHU3UT €ro sHepronorpedaeHue?

A.  TBepIoTenbHbI HAKOMUTEIh

b Kectkuit nuck SATA 10 000 06/Mun
B.  Kectkuii quck SATA 7200 06/mun
I Kectkuii quck EIDE 7200 06/mun

3apanme Ne 2

2.1. Kakue nBa TpeOOBaHUSI K amlapaTHbIM CpPEJICTBAM KOMIIbIOTEpa
NPEIBbABISIOTCS B Cllydae HEOOXOIMMOCTH 3aIlyCcKa HECKOJIBKUX BUPTYaJbHBIX MalIUH?
(Bvibepume 0sa sapuanma)
A.  Heckonbko MOHUTOPOB
b Bonbuoit 06bem O3Y
B.  BuneoananTep BBICOKOTO pa3peleHus
r

BrICOKOCKOPOCTHOIM ajiantep 6ecrpoBOIHOM CBS3U
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J.  Mmnorosaepnsii LI

2.2. Kakas enuHuIla W3MEPEHUN HCHONB3YeTCs JIsi 0003HAUYEHUS CKOPOCTHU
KECTKOTO Aucka?
A.  Ywucno cTpaHull B MUHYTY
b Yucno KIacTepoB B MUHYTY
B.  Yucno 060poTOB B MUHYTY
r

['uradamnTel

2.3. Kakoii Tun paabéMa MOJKHO HCITIOJIb30BAaTh AJIA ITIOACOCINHCHNS BHYTPCHHCTO

AKECTKOTO IUCKA K MAaTEPUHCKOM ILIaTe?

A.  SATA

b USB

B. eSATA

r Thunderbolt

2.4. YkaxuTe Ha3HAUYCHHUE OJIOKA ITUTAHUS .

A.  TlpeoOpazoBanue NepeMEeHHOTO TOKA B IIOCTOSTHHBIN TOK 00Jiee HU3KOTO
HANPSIKCHUS

b. [IpeoOpazoBanKe MEPEMEHHOTO TOKA B TIOCTOSTHHBIN TOK 00JIe€ BBICOKOTO
HANPSIKCHUS

B.  IIpeo6pa3oBaHuie MOCTOSIHHOTO TOKA B MIEPEMEHHBIN TOK 00Jie€ BBICOKOTO
HANPSKECHUS

I. [IpeobpazoBaHKe MOCTOSTHHOTO TOKA B MEPEMEHHBIN TOK 00Jiee HU3KOTO

HANPSKECHUS

2.5. mxeHep BBINONHIET OCMOTP MAaTEPUHCKOM MIaThl M BUIUT 24-KOHTAKTHBIN
pazbeM. Kakoil KOMIIOHEHT MNOJKJIIOYaeTcs K MAaTepUHCKOM IuiaTe 4yepe3 3ToT 24-
KOHTaKTHBIN pa3beM?

A. muck SATA
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OJIOK MUTAHUSA
BUJICOKapTa

IIPpUBOA THOKUX JUCKOB

= 0w

MPUBOJ] ONTHYECKUX JucKoB PATA

3ananue Ne 3

3.1. Komnsiotep ¢ onepanmonnoit cuctemoir Windows 7 Bkirouaercs, Ho OC He
3arpykaerca. VHxeHep Mojao3peBaeT, 4To OlepalMoHHas cUcTeMa Oblla aTakoBaHa
BHPYCOM, YTO TMPHUBEIO K €€ HEeucrmpaBHOCTH. Kakwe Mepbl MOXHO NPHHSITH IS
BOCCTaHOBJIEHUs1 paboTocnocooHoctr OC?
A.  Bemonuuts chkdsk Ha moBpexaeHHOM IHCKE I BOCCTAHOBJICHUS! CUCTEMHBIX
(halJIoB 10 TTOCIICYCTAaHOBOYHOTO COCTOSTHHUS.
b.  Hcnonb3oBaTh mocieoBaTeIbHOE PE3EPBHOE KOMUPOBAHUE JJIsI BOCCTAHOBIICHUS
CUCTEMBI.
B.  Hcnonb3oBaTh pa3HOCTHOE PE3ePBHOC KOTTMPOBAHUE ISl BOCCTAHOBJICHHUS
CUCTEMBI.
I. Hcnonb3oBaTh 00pa3 CUCTEMBI, CO3/IaHHBIN 10 BOSHUKHOBEHUS COOS, IS

BOCCTAaHOBJICHUSA CUCTCMBI.

3.2. Uto ucmonp3yeT onepamoHHas CUCTEMA JIJIs CBSI3U C amnmapaTHBIMU
CpeaCcTBaMU?
A.  Hutepdeiic nporpaMMUpOBaHUs MPUIIOKEHUN
b HpaitBep ycTporcTBa
B. BIOS
r CMOS

3.3. HazoBute aBe GyHKIIUN OTIEPAITMOHHON CUCTEMBI !

yrnpasieHue BIOS

o

YHPABJIICHUC TPUITOKCHUAMHA

PCAAKTUPOBAHHUC OJI0K-CXEeM
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KOHTPOJIb JOCTyIa K 000pYy/I0BaHUIO
KOMIWISIUS POTPaMM

00paboTKa TeKcTa

< B = 0

BbIXOJ B MIHTEpHET

3.4. Kakoii TepMuH 0003Ha4aeT CIOCOOHOCTh KOMIBIOTEPA BHITIOTHATH
OJJHOBPEMEHHO HECKOJIBKO MPUII0KEHUN?
A.  MHOro3aJayHocCTb
b MYJIbTUMEINAA
B. MHOTOMOJIb30BATEIbCKUN PEKUM
r

MHOTOMpoliecCopHast 00padboTka

3.5. Kakyto 00611yto nporeaypy MOKeT BBIIIOTHUTh TEXHUUECKUHN CIIeIIHAIUCT
JUTSI OTIPEACIICHUS IPUIMHBI HETIOIAI0K B pad0Te ONIEPAIIMOHHON CUCTEMBI?
A.  TlpoBeputh 0JIOK MUTAHUS
b.  IIpoBeputh cOeMHEHUS BEHTHIISITOPA U YOSAUTHCA B €r0 paboTOCIIOCOOHOCTH
B.  3arpy3uth KOMIbIOTEp B OE30IIaCHOM PEKUME, YTOOBI ONIPEICTUTh, CBA3aHAa JI
HEMOJIAJIKA C IpaiBEpaMu

I. 3a10KyMEHTHPOBATh BPEMS, 3aTPAYCHHOE Ha pa3pelieHne npoOaeMsl.
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[Tpunoxenue 5
IIpyMep KOHTPOJIBLHOIO TECTUPOBAHMSA (CTAPTOBLIH YPOBEHb)
Moayab 2. CucTeMbl HEHTPAJIU30BAHHOIO YIIPABJICHHS M10JIb30BATEISIMH, Be0-

CepBHCHI, KOHPUTYPHUPOBaHUE 0TKA30yCTONYMBOI ceTH

r. Bepxuss [Ieimma [ara

Maxkcumanvroe spems evinoanenus saoanui: 30 munym

D®UO obdyuaromerocs I'pynna

1. B uem 3aKiIr04aeTCsl HEIOCTATOK Pa3BEPTHIBAHUS OJTHOPAHTOBOU CETH?
1) TpyITHOCTH HACTPOMKH;
2) OTCYTCTBHE LIECHTPAJIU30BAHHOTO aIMUHUCTPUPOBAHHUS;
3) BbICOKas CJI0KHOCTH;
4) noporoBu3Ha.
2. 3auem HyxeH [P-agpec?
1) [To3BomsieT onpenenuTh PU3NIECKOE PACTIONOKEHHUE IEHTpa 00paOOTKHU TaHHBIX.
2) Ilo3BossieT onpeAeIuThL MECTO B MaMSITH, U3 KOTOPOTO 3amyllleHa Mporpamma.
3) [lo3BoasieT onpenenuTh OOpaTHBINA aApeEC ISl OTBETHBIX JIEKTPOHHBIX MTUCEM.
4) ITo3BOJsIET ONIPEAECIUTH UCTOYHUK U MECTO HA3HAYEHHUS TAKETOB TAHHBIX.
3. [lokynatens pazmeniaeT cMapT(OH PsIIOM C TEPMHHAIIOM OIJIaThl B MarasuHe,
U TUIaTa 3a MOKYNKHU YCIENIHO ocymiecTBisiercs. Kakoi Tun 6ecripoBOAHON TEXHOJIOTUN
MCIIOIB30BasCs?
1) Bluetooth
2) NFC
3) Wi-Fi
4) 3G
4. CereBoil ka0Oenb Kakoro THMA OOBIYHO HCIOJIB3YETCS IS TOAKIIOYCHUS
O(UCHBIX KOMITBIOTEPOB K JIOKAJIBHOU ceTu?
1) koakcHalIbHBIN KaOEb;

2) BUTad Mapa;
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3) BOJIOKOHHO-ONITHYECKHUI KaOelb;
4) nonuMepHbI BOJOKOHHO-ONTHYECKUI KaOeb.

5. KakoBsl npeumyiiecTBa UCHOIB30BAHKS BOJIOKOHHO-ONITUYECKOTO KaOems s
MOAKIIOYEHUS yCTpoicTB? BpiOeprTe 1Ba BapuaHTa.

1) BosokoHHO-ONTHYECKH  KaOelb  yCTOMYMB K  JJIGKTPOMarHUTHBIM U
BBICOKOYACTOTHBIM ITOMEXaM.

2) InvHa BOJIOKOHHO-ONITUYECKOTO Kabesi MOXKET IOCTUTaTh HECKOJIBKUX KUJIOMETPOB.
3) B B0JIOKOHHO-ONTUYECKOM Kalese HCIONb3yeTCs TOMOJHUTEIbHOE SKPAHUPOBAHUE
JUIS 3aIUTHl MEJTHBIX MPOBOIOB.

4) BoIOKOHHO-ONTUYECKUN Kabesb y100€H B yCTaHOBKE.

5) BosiokoHHO-ONITHYECKH  KaOeab  OOBIYHO  HUCIIOJNB3YeTCsl B HEOOJBIINX
KOPIIOPaTUBHBIX U JOMAIITHUX CETSX.

6. ®yHKIMM KaKuX JBYX ypoBHEH Mozaenu OS] cOOTBETCTBYIOT YPOBHIO CETEBOTO
noctryna moaenu TCP/IP? Beibepute nBa BapuaHTa.
1) ypoBEeHb NPUITOKEHUI;

2) pusnyeckuii;
3) TpaHCHOPTHBI;
4) ceTeBoil;

5) KaHaJIbHBI.

7. KakoB MUHHUMambHBIN pa3mep nomyctuMoro kaapa Ethernet?

1) 48 GaiT;
2) 64 Oaiit;
3) 96 GaiiT;
4) 128 Gait.

8. K cnermanucty mo KOMObIOTEPHBIM CETSIM OOPaTHIIMCh J1JIs1 pa3pabO0TKH CXEMBbI
IP-anpecanun B cetu 3aka3zumka. B cetu Oynyt mcmonb3oBathesi [P-ampeca u3 ceru
192.168.30.0/24. Cnemmamuct Boigenser 254 [P-agpeca s XOCTOB B CETH, HO
uckimoyaetr I[P-angpeca 192.168.30.0/24 u 192.168.30.255/24. Tlouemy cnenuamuct

JIOJKEH UCKJIOUUTh 3TH JiBa [P-aapeca?
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1) IP-agpeca 192.168.30.0/24 u 192.168.30.255/24 3ape3epBUpOBaHbI I CEPBEPOB
ANEeKTPOHHOM nouTkl 1 DNS-cepBepoB.
2) IP-agpeca 192.168.30.0/24 u 192.168.30.255/24 3ape3epBUpOBaHbI JUIsI BHELIHUX
MOJKIIOUCHUN K IHTepHETY.
3) IP-agpec 192.168.30.0/24 sBnsercs cereBbiM IP-ampecom, a 192.168.30.255/24 —
MpOKOBeaTebHbIM [P-agpecom.
4) 192.168.30.0/24 sBnsercs [P-anpecom, 3ape3epBUPOBAHHBIM JIJIs1 OCHOBHOTO ITUTIO3a,
a 192.168.30.255/24 — IP-anpecowm, 3ape3epBupoBanubiM Jisi DHCP-cepsepa.
9. Kako#t mpoTOKOJI MCTIOJIB3YeTCS Il aBTOMAaTHYECKOTO Ha3HaueHus [P-aapecos
xocTtam?
1) DNS
2) NAT
3) DHCP
10. KakoBbI Tpu IpeuMyIIeCTBa UCO0JIb30BaHUs YacTHBIX [P-anpecoB u NAT?
BriGepute Tpu BapuaHra.
1) sKOHOMUT 3aperucTpupoBaHHbie myonuHbie [P-anpeca;
2) ymenbiiaet 3arpy3ky LII Ha KIHMEHTCKUX MapLIpyTHU3aTopax;
3) co3naeT HecKoIbKO myOonuuHbIX [P-anpecos;
4) CKpBhIBAa€T YACTHYIO aJIPECALIMIO JJOKAJbHON CETU OT BHEIIHUX YCTPOMCTB,
MOAKIIIOUCHHBIX K MIHTEpHETY;
5) pa3peniaer paciumpeHue JOKaIbHOM ceTu 0€3 UCTIONb30BaHUS
JOTIOJTHUTENbHBIX MyOnuuHbIX [P-anpecos;
6) MOBBIIIAET MPOU3BOAUTEIBHOCTH MAPIIPYTU3ATOPA, MOAKIIOYEHHOTO
K UHTtepHery.
11. KakoBa npuunHa co3aanus v BHeapenus [Pv6?
1) ynporenue urenus 32-0UTOBOTO aapeca;
2) npenoTBpallleHue ucuepranus aapecon [Pv4;
3) obecrieueHre JOMOIHUTENBHOTO aIPECHOTO MPOCTPAHCTBA B PEECTPE UHTEPHET-

uMmeH (Internet Names Registry).
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12. Kakue Tpu Onoka undopmanuu ykaseiBaer URL-aapec? Bribepute Tpu
BapHaHTA.
1) MAC-anpec BeO-cepBepa;
2) UCOJIb3yEMbI TPOTOKOJT;
3) uMs IoMeHa, K KOTOPOMY OCYIIIECTBIISIETCS IOCTYTI,
4) IP-anpec muiro3a;
5) Bepcus Opayzepa;
6) MECTOII0JIOXKEHUE pecypcea.
13. Kakoii mpoTOKOJ UCIIOJIb3YETC BEO-cepBepaMu ISl MPEJOCTABICHHUS
BeO-CcTpaHuIl?
1) FTP
2) HTTP
3) IMAP
4) POP
14. TloueMy npuinokeHus TOTOKOBOTO ayIMO U BUJE0 UCIIOIB3YIOT poTokoa UDP
Bmecto TCP?
1) IlpunoxeHus MOTOKOBOTO ayIMO U BUICO TPEOYIOT MOTYUEHHUS BCEX MAKETOB,
HE3aBUCUMO OT 3aJIEPKKHU.
2) TpexaTanHoe KBUTHPOBaHHE, UcTonb3yemoe B UDP, yckopsieT moToku ayauo-
Y BUJICOJIaHHBIX.
3) B npuiokeHusiXx NOTOKOBOTO ay/IMO U BUAECO HE JIOMYCKAKOTCA 3aJEPKKHU,
BbI3BaHHBIE IOBTOPHOU MEPEIAYCH.
4) UDP rapanTupyeT A10CTaBKY CETMEHTOB JIJIs HaJIS)KHOU MOTOKOBOM Mepeiaun
ayJifo U BUAEO.
15. Ha xakom yposae moaenu TCP/IP paboraer nporokon TCP?
1) TpaHCTIOPTHBIIA;
2) YpOBEHb NPUIIOKEHUI;
3) MEXCETEBOM;
4) nocTyn K CeTH.

16. Kakoii mpoToKoJ UCIIOJIb3yeTCs JIJIs TIepe/iladu BeO-CTpaHull ¢ BeO-cepBepa Ha
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KJIMEHTCKOE YCTPONUCTBO?
1) HTML
2) SMTP
3) HTTP
4) SSH
5) POP
17. ®GunbpTpannio yCTPOUCTB KAKOTO TUIIA MOKHO aKTUBHUPOBATh HA HEKOTOPBIX
TOYKaX OECIPOBOJIHOTO JOCTYIA UM OECIIPOBOIHBIX MAPIIPYyTU3aTOpax?
1) ayrentudukanus;
2) IP-anpec;
3) unentuduKaTOp MOJIHL30BATEINS;
4) MAC-anpec.
18. Kakast TeXHOJIOTHS UCTIONB3YETCS I YHUKAIbHON WACHTU(UKAIINH
6ecnpoBoaHoi JokanbHOU cetu (WLAN)?
Ta6mua MAC-aapecos
1) SSID
2) WEP
3) WPA
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[Tpunoxenue 6
IIpumep KOHTPOJIBLHOIO TecTHPOBaHMsA (0230Bblil YPOBEHb)
MoayJb 3. BBeeHne B pacuiupeHHbIH Kypc
«CHCTEeMHOr0 aAIMMHUCTPUPOBAHUS

r. Bepxussa [Isimma Hara

Maxcumanvroe 8pems gvlnonneHus 3adanuii: 30 murym

DPUO odyyarouerocs I'pynna

1. 3aueM ycTpoHCTBO ypOBHSI 3 BBINOJIHSET JIOTHUYECKYIO ornepauuto W misa IP-
azpeca Ha3HA4YEHUS U MAaCKH ITOACETH?
1) 4TOOBI ONpeAETUTh IUPOKOBELIATENBHBIN aJpec CeTH Ha3HAUCHUS;
2) 4TOOBI ONPEJETUTh Y3JI0BYIO YACTh aJipeca y3jia Ha3HAUCHUS,
3) 4TOOBI OIpeAEIUTh OIHOOYHBIE KaJIPHI;
4) 94TOOBI ONpPEAEIUTh CETEBYIO YacTh aJIpeca CETH Ha3HAUCHHUS.
2. VxaxuTe nuama3oHsl [P-ampecoB, 3ape3epBUPOBAHHBIX UISI BHYTPEHHETO
YaCTHOT'O UCNOJIb30BaHus. BriGepure Tpu BapuaHTa.
1) 10.0.0.0/8
2) 64.100.0.0/14
3) 127.16.0.0/12
4) 172.16.0.0/12
5) 192.31.7.0/24
6) 192.168.0.0/16
3. Kakue Tpu azmpeca sBISIOTCA ACHCTBYHONIMMU MyOnuuHbIMU? Beibepute Tpu
BapHaHTA.
1) 198.133.219.17
2) 192.168.1.245
3) 10.15.250.5
4) 128.107.12.117
5) 192.15.301.240
6) 64.104.78.227
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4. K xakoMy Tumy otHocutcs aapec [IPvé FE80::1?
1) loopback4;
2) noKaJIbHBINA apec KaHama,
3) rpymIoBoii agpec;
4) rno6anbHBIA MHIUBUTYAJIbHBIN aapec.
5. [locmotpute Ha u3obOpaxenue. Mcxoas u3 pesyibrara KOMaH[bl, KaKue JBa

YTBEPKACHHSI O CBSI3U IO CETH SBJISIOTCS BEpHBIMU? BriOepure 1Ba BapuaHTa.

C:\Windows\system3Z> tracert 192.168.100.1

Tracing route to 192.168.100.1 over a maximum of 30 hops
1 1 ms <1 ms <1 ms 10.10.10.10

Z Z ms 2 ms 1 ms 192.168.1.22

3 2 ms 2 ms 1 ms 182.168.1.62

4 2 ms 2 ms 1 ms 172.16.1.1

5 2 ms 2 ms 1 ms 192.168.100.1

race complete.

1) umeercs CBA3b MEXIY JIaHHBIM YCTPOMCTBOM U YCTPOMCTBOM IO aapecy
192.168.100.1;
2) CBS3b  MEXIYy JABYMS OTUMU y3JaMH TIO3BOJISET  BBINOJHSATH  BBI3OBBI
BHJICOKOH()EPEHIICBSI3H;
3) Mexay 3TUM YCTPOMCTBOM M ycTpoicTBOM mo aapecy 192.168.100.1 umeercs 4
TPaH3UTHBIX Y3I1a;
4) cpenHee BpeMs Mepeayu JaHHBIX MEXIY JBYMs Y3JIaMU COCTAaBIISIET 2 MC;
5) Ha 3TOM y3JI€ 103 TI0 YMOJIYaHUIO HE HACTPOEH.

6. Kakast moacets OyaeT coaepkath aapec 192.168.1.96 B kauecTBe MPUTOTHOTO
IUIs1 UCTI0JIb30BaHUs aapeca y3ia?
1) 192.168.1.64/26
2) 192.168.1.32/27
3) 192.168.1.32/28
4) 192.168.1.64/29

7. KakoMy KOJIMYECTBY Y3JIOB MOKHO HAa3HAa4uTh ajJpeca B CETH C MAacKou
255.255.255.2487
1)2
2) 6
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3)8
4) 14
5) 16
6) 254
8. Kakoe ytBepkaeHue 00 ajpecalyii C HUCIOJIb30BAHUEM MAaCOK TIOJICETH
MIPOU3BOJILHON JUTMHBI BEPHO?
1) Bce mojiceT UMEIOT OJIMHAKOBBIN pa3mep;
2) pa3Mephbl MoJIceTel MOTYT pa3inyaThCs B 3aBUCUMOCTH OT TPEOOBAHMIA;
3) moaceTH MOTYT pa30MBaThCs HA MOACETH TOJIBKO OJIMH pas;
4) nns co31aHus AOMOJHUTEIBHBIX MOJICETeN OUTHI BO3BPAIIAIOTCS, @ HE 3aUMCTBYIOTCS.
9. Tlocmorpute Ha wuzoOpaxenue. Paccmorpum [P agpec 192.168.10.0/24,
HA3HAUEHHBIA 3IaHUI0 IIKOJBL. B camoil Oompmio cetu B 3toM 3manmm — 100
yctporictB. Ecin 192.168.10.0 siBnsiercss HOMEpoM HamOOJbIIeH ceTH, Kakoil Oyner

HOMEP Y CIIEIYIOLIEH 10 pa3Mepy cetu, cocrosien u3 40 yctpoicTs?

Caman bonbwan
nokaneHan ceTe (100 yanos)

192.168.10.0/7

Homep cetw
777

Bropan no
BenuYMHe
nokansHaA ceTb
(40 yanos)

1) 192.168.10.0
2) 192.168.10.128
3) 192.168.10.192
4) 192.168.10.224
5) 192.168.10.240
10. B kakux nByx cutyanusx npotokoia UDP crnexayer mpeanmodects MpOTOKOTY

TCP B kadecTBe TpaHCIIOPTHOTO MPOTOKOIA? BBIOEpUTE 1BA BapHUaHTAa.
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1) xorja mNpUJIOKEHUAM HEOOXOIUMO TrapaHTHUPOBaTh, YTO MaKeT OyJIeT MOJIy4YeH
[EJIMKOM, B TIPABWJILHOM TOpsIZIKe, O€3 TyOInpOBaHNUS;

2) Korja HeoO0xoauM 0oJiee OBICTPBIA MEXaHU3M JIOCTABKU;

3) Koraa TONOJHUTEIbHBIE HAKIIAIHBIE PACXO/Ibl HE SIBISIOTCS MPOOJIEMOM;

4) xorja NpUI0KEHUSIM HE HYXKHO rapaHTUPOBATh IOCTaBKY JaHHBIX;

5) xorja HoMepa MOPTOB Ha3HAYCHUS SIBIISIOTCS] TMHAMUYECKUMHU.

11. Kakas BaxxHast uHGopMarus 100aBIseTCs K 3aroJI0OBKY TPAHCIIOPTHOTO YPOBHS
TCP/IP nns obecrieueHus: 0OMEHa JaHHBIMM U MOAKIIOUEHUS K YAAJEHHBIM CETEBBIM
yCTpOUCTBaM?

1) mapameTpbl BpEMEHU U CUHXPOHU3ALINH;

2) HoMepa IOPTOB HAa3HAYEHUS U UCTOYHUKA;

3) dusmyeckue agpeca Ha3HAYECHHS U HICTOYHUKA;

4) noruyeckue ceTeBble afpeca Ha3HAUCHUs U UCTOYHUKA.

12. Kakoii mexanu3m TCP no3BoisieT IpeoTBpaTUTh MEPErPYy3Ky ceTu?

1) TpexcTopoHHEE KBUTUPOBAHHUE;
2) mapa COKETOB;

3) IByXCTOPOHHEE KBUTHPOBAHUE;
4) CKOJIb34I1Ie€ OKHO.

13. Kakue Tpu yTBepx)aeHUS XapakTepusytoT npoTokos UDP? Bribepute Tpu
BAapUAHTA.

1) UDP o6ecnieunBaeT OCHOBHBIE (D)YHKIIUM TPAHCIIOPTHOTO YPOBHSI O€3 yCTaHOBJICHHUS
COCJIMHEHHUS.

2) UDP oOecneunBaeT OBICTPYIO TMepelady OaHHBIX YPOBHS 3 C YCTaHOBJICHUEM
COCIMHEHHS.

3) UDP ucnonb3yeT npOTOKOJIbl YPOBHS MPUIIOKEHUHN AJI BBISBICHUS OLITHOOK.

4) UDP — »3T0 mpOTOKOJ ¢ HU3KMMH HAaKIAJIHBIMH pAacXxoJaMH, KOTOPBIH He
MO/JIEP>KUBAET MEXAHU3MBbI YIIOPSA0YEHUS WIH YIIPABIEHUS TOTOKOM.

5) UDP ucnons3yet npoTokos I[P 11 BeISIBJICHUS U YCTPaHEHUSI OIIUOOK.

6) UDP npenocTaBiisieT ClI0KHbIE MEXaHU3MBbI YIIPABIIEHUS IOTOKOM.

14. Kakue nBe pyHKIUM MPUHAICKAT YPOBHIO MpecTaBieHus? Beibepure nBa
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BapuaHTa OTBETA.
1) kommnpeccus;
2) aapecarus;
3) mmdposanue;
4) ynpaBiieHHE CEaHCAMU;
5) ayreHTUUKAITHUS.
15. Kakume 1Ba mnpoTokosa pabOTalOT HA CaMOM BBICOKOM YPOBHE CTEKa
nporokosioB TCP/IP? BriGepute nBa Bapuanra.
1) DNS
2) Ethernet
3) IP
4) POP
5) TCP
6) UDP
16. Kakue nBe posi MOXKET BBITIOJIHATH KOMITBIOTED B OAHOPAHTOBOW CETU MPHU
OTKpPBITMM JOCTyna K ¢ailily ¢ OJHOro KOMIIbIOTEpa [UIsl JAPYroro KoMIbloTepa?
BriGepute n1Ba BapuaHTa.
1) xueHT;
2) BenylIUi;
3) cepsep;
4) BEJOMBIif;
5) MpOMEXKyTOUHOE YCTPOUCTRBO.
17. Vxaxute Haznauenue coooimenus HTTP GET.
1) 3ampoc BeO-CTpaHUIIBI C BeO-cepBepa;
2) ornpaBka uH(opmainuu 06 ommnodke ¢ BeO-cepBepa Ha BEO-KIUEHT;
3) 3arpy3ka KOHTEHTa Ha BeO-CepBEP C BEO-KINCHTA;
4) mosryuyeHue cooOIIEeHUH 3TIEKTPOHHOM MOYTHI KIIMEHTA C MIOYTOBOTO CepBEpa uepes
TCP-nopt 110.
18. becnpoBonHomy y3nmy HeobOxoaumo 3ampocuth I[P-ampec. Kakoit mpoTokon

Oynet oOpabaThIBaTh ATOT 3ampoc?



1) FTP
2) HTTP
3) DHCP
4) ICMP
5) SNMP
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[Tpunoxenune 7
IIpuMep KOHTPOJIBLHOIO TeCTUPOBAaHMS (0230BbIil YPOBEHbD)

Monayasb 4. Co3naHue ceTH ¢ HCI0JIb30BaHHEM ceTeBoro ooopyaoBanusi Cisco

r. Bepxuss [Isimma Jlara

Maxcumanvroe pems gvlnonnenus 3adanuii: 30 murym

DPUO odyuyarouerocs I'pynna

Bomnpocsl TecTOBOrO0 3a1aHust

1. Komnanus pacmmpsier cBoi OM3HeC B Apyrux crpaHax. Bee dpuimansl 10mKHBI
OBITh TOCTOSIHHO MOJKIIIOUEHBl K TJaBHOMY oducy kopnopanuu. Kakas cereBas
TEXHOJIOTHSI TpeOyeTcs ISl 3TOro?

1) noxanbhas cetb (LAN);

2) ropoxackas cetb (MAN);

3) rnobanbHas cetb (WAN);

4) 6ecripoBojiHas mokainbHas ceth (WLAN).

2. llonb3oBarenb AOMAIIHETO KOMIIBIOTEpA IMOAbICKMBaeT I[SP-nmoakmroueHue,
o0ecreynBaroIiee BHICOKOCKOPOCTHYIO LIM(POBYIO Mepeaady no 0OObIYHbIM Telle(pOHHBIM
nuHusM. Kakoit Tun nogkitouenus k ISP emy cienyer nucnosib3oBath?

1) DSL,;

2) KOMMYTHPYEMBIHA TOCTYIT;
3) CIyTHUKOBAsI CBA3b;

4) COTOBBIN MOJIEM;

5) xKaOeabHBIN MOJIEM.

3. Kak xauectBO 06cyx)uBanus (QoS) moMoraeT CeTH NMOAACPKUBATh ITUPOKUN

CIIEKTp NMPUIIOKEHUN U CEPBUCOB?

1) cHmKast MOCAEACTBUS OTKAa3a CeTH,

2) cnocoOCTBYs OBICTPOMY BOCCTAHOBJIEHHUIO MOCTIE OTKAa3a CETH;

3) mpenocTaBisis MEXaHU3MbI YIIPABICHHS CETEBBIM TpahUKOM MIPH MEPETPY3KE;

4) oOecneurBast BO3MOKHOCTD pacmupCHU CETHU AJIA IMMOAKIIOYCHUS HOBBIX
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I10JIb30BAaTEIIEH.

4. Ha kaxom mHTepdeiice koMMyTaTopa aJMUHUCTPATOP TOJIKEH HAcCTpOuTh [P-
azpec 11 BO3MOXKHOCTHU yIAJIIEHHOTO YIIPABICHUS 3 TUM KOMMYTaTOpPOM?
1) FastEthernet0/1
2) VLAN 1
3)vty 0
4) console 0

5. Ilocne u3meHeHHs] HacTpoek Ha kommyrtarope Cisco aAMMHHUCTPATOp CETH
BBITIOJTHACT KOMaHy COPY running-config startup-config. Ykaxkwure pesynbraT BBOJA
ATON KOMAaHJIBI.
1) HoBas kondurypaius OygeT coxpaHeHa Bo (pierr namstu.
2) Hosas koHurypamus OyaeT 3arpyeHa nociie nepe3anycka KOMMyTaTopa.
3) Texymuit daiin IOS Oyaet 3ameHeH (aiiyioMm ¢ HOBBIMHU MTapaMETPAMHU
KOH(pUrypamum.
4) 3smeHeHus KoHPUrypauuu OyayT yJajaeHbl, a UCXOJIHbIE MapaMeTphl OyayT
BOCCTaHOBJICHBI.

6. Barmsaute Ha pucyHOK. CeTeBOM aJMUHHCTPATOP HACTPAUBACT YIIPABICHUE
noctynom k kommyTtatopy SW1. Eciu anMuHHCTpaTOp MCHOAB3YET MpoToKod Telnet mis
NOJIKJIFOUEHUSI K KOMMYTaTropy, KakoWd Mapojb Tpedyercs BBECTH JUIsl JIOCTyINa K

MIpUBWIETUPOBaHHOMY pexumMy EXEC?

Enter configuration commands, one per line. End with CNTL/Z.
SW1l (config)# enable password letmein
SW1l(config)# enable secret secretin
SW1l(config)# line console O
SWl|config-line)# password lineconin
5W1l({config-line)# login
SW1l({config-line)# exit

S5Wl(config)# line vty 0 15
5Wl|(config-line)# password linevtyin
SWl (config-line)# login

SWl (config-lin=)# and

SW1l#

1) letmein
2) secretin

3) lineconin
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4) linevtyin

7. Kakoe nonkimtouenne oobecrneunBaet O6e3onacHbiii ceanc CLI ¢ mmdpoBanuem

koMMmyTaTopy Cisco?

1) KOHCOJIBHOE MOJKIIIOUECHUE;

2) nonkmoyenue AUX;

3) noakroYeHue no nporokony Telnet;
4) nonknrouenue SSH.

8. CereBoil MHXKEHEp HAcTpauBaeT MHTEpQEiic, BBOJASA CIEAYIOUIYI0 KOMAaHIY:
SanJose(config)# ip address 192.168.2.1 255.255.255.0. KomaHna OTKJIOHSIETCS
ycTpoicTBOM. B uem npuunna?

1) komaH/1a BBOJUTCS B HETIPABUILHOM PEKUME pabOThI;

2) UCTIONB3YETCSl HEMPABUIIbHBIA CUHTAKCUC KOMaH/bL;

3) HenpaBUJIbHAs MacKa MOJICETH;

4) nnTepdeiic BHIKIIOYEH U JOHKEH ObITh BKIIIOUEH JI0 TOTO, KAK KOMMYTATOp
yrBepaut [P-anpec.

9. Uto npounsoiaeT nocie HaxaTus kiaaBuiu Tab mpu BBoae komanabl B [OS?

1) mpepbiBaHKE TEKYLIEH KOMaH/bl U BO3BPAT B PEKUM HACTPOMKH;

2) BBIXOJI U3 peKUMa HACTPOMKH M BO3BpAT B MoJib3oBaresbekuil pexkxum EXEC;
3) nepeMelieHrue Kypcopa B Hauajio CIAEAYIONIEH CTPOKH;

4) BBOJI OCTaBUICICS YACTH HETIOJIHOCTHIO BBEJICHHOTO CJIOBA B KOMaH/IE.

10. Yto siBNIIeTCS XapaKTEPUCTUKON COOOIICHUI MHOTOAIPECHON PACCHUIKH?

1) OHu oTnpaBsitOTCS U30paHHOM TPYIINE XOCTOB.

2) OHM OTHPABJISIIOTCS BCEM XOCTaM B OJTHOM CETH.

3) OHu TpeOyIOT MOATBEPKICHUS.

4) OHM OTHPABJISIOTCSA B €IMHCTBEHHOE MECTO Ha3HAYCHMUSI.

11. Kakoii mpOTOKOJI OTBEYAET 3a YIPABIECHUE PA3MEPOM CETMEHTOB U CKOPOCTHIO
oOMeHa cerMeHTaMU MEeXy BeO-KIIMEHTOM U BeO-cepBepom?
1) TCP
2) IP
3)HTTP
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4) Ethernet
12. Kakoii ypoBenb B Mojaenu TCP/IP oTBeuaeT 3a MapuipyTHU3alUiO COOOIIEHUI
MEXKY CETSIMU?
1) mexceTeBoi;
2) TpaHCHIOPTHBIN;
3) cereBoit AOCTY;
4) ceaHCOBBIH.
13. Kakoe yTBepskieHre TOUHO onuchiBaeT npoiecc nukancysiiuu TCP/IP, ecnu
KOMIIBIOTEP OTIIPABJISICT JJAHHbBIE 110 CETU?
1) JlanHble nepeatoTCcsi ¢ UHTEPHET-YPOBHS Ha YPOBEHb CETEBOTO JOCTYMA K CETH.
2) ITakeThl OTIPABIISIFOTCS C YPOBHS CETEBOTO JTOCTYIIA HA TPAHCTIOPTHBIM YPOBEHD.
3) CerMeHTHI IEpeAatoTCs C TPAHCIIOPTHOTO YPOBHS HAa MHTEPHET-YPOBEHb.
4) Kaapsel nepenaroTcsi ¢ ypOBHs CETEBOTO JIOCTYIa HA UHTEPHET-YPOBEHb.
14. Kakoit yHUKaJIbHBIN aipec BCTPOEH B ceTeByr0 HHTepdeiicHyto miaty Ethernet
Y UCHOJIb3yeTcs 111 oOMeHa JaHHbIMU 1o cetu Ethernet?
1) aapec y3na;
2) IP-anpec;
3) MAC-anpec;
4) ceTeBoii aapec.
15. CeteBoil aAMUHUCTPATOP YCTPAHSIET HEMOJAJIKH MOAKIIOYEHHUSI Ha CEepBEpeE.
C momoI11pI0 TecTepa aIMUHUCTPATOP OMPECIISIET, YTO CUTHAIIBI, CO3/IJaBAEMbIE CETEBBIM
KOHTPOJUIEPOM CepBepa, UCKAKEHBI U HE MOJIXOMAT Ui UCIOIb30BaHUsA. B kakoMm u3
ypoBHel Mozenu OS] BoinoHsAeTCs KiaaccuPukamus ommoOKu?
1) ypoBeHb npecTaBieHus;
2) ceTeBOl YpOBEHb;
3) dusmveckuii ypoBeHb;
4) KaHAJIbHBIA YPOBEHb.
16. CeTeBoil MHKEHEP U3MEPSET CKOPOCTh Mepeaadyn OUT Mo MarucTpaibHON CETH
KOMITAHWHM  JJIS ~ BaXXHEHWIMMX  (UHAHCOBBIX  NPWIOKEHHH.  AJMUHUCTPATOP

O6Hap}I)KI/IBa€T, qTo (I)aKTI/I‘ICCKaH IMPOITyCKHasA CIIOCOOHOCTh OKa3zajlaCh HIDKE
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TEOpEeTHUYECKH BO3MOKHOU. Kakue Tpu ¢akTopa MOIIM MOBIUATH HA TAKOE MU3MEHEHUE
MPONYCKHOM crocoOHOCTH? Bh1OepuTe Tpu BapuaHTa.
1) Texymuii o0beM Tpaduka ceTH;
2) CIIOXKHOCTB CIIOCO0a MHKATICYJIAIUU, TPUMEHSIEMOTO K JIaHHBIM;
3) Tun Tpaduka ceTH;
4) 3ajiepKKa, BOSHUKIIIAS U3-3a KOJIMYECTBA CETEBBIX YCTPOUCTB, 110 KOTOPHIM
MPOXOJIAT JAHHBIE;
5) nmonoca npornyckanus rnpu nojakiaouennn cetu WAN k UHtepHer;
6) HaJIe)KHOCTh MarucTpalibHOM uHppacTpykTypsl Ethernet gigabit.

17. Kakas MeToauKa WCMONB3YeTCs Il YMEHbBIICHUS MEPEKPECTHBIX MOMEX B
MEJHBIX KaOemsix?
1) HanmuMe HaAIeXKAaIero 3a3eMIICHHS,
2) cBUBaHUE MEXAYy COO0M MPOBOHUKOB U3 OJTHOM Maphl;
3) 06€pThIBaHUE CBA3KU MMPOBOJIOB C UCIOJI30BAHUEM METAIMYECKOTO
SKPAHUPOBAHUS;
4) pazpaboTka KabeapbHOM UHPPACTPYKTYPHI IS TPEAOTBPAIICHUS BO3ICHCTBUS
[IEPEKPECTHBIX ITOMEX;
5) orcyTcTBUE MTEpernO0B MO OCTPHIM YIIIOM BO BPEMSI YCTAaHOBKH.

18. Ykaxwute xapakrepuctuky noaypoBust LLC.
1) On obecnieunBaeT HEOOXOAUMYIO JIOTHYECKYIO aipecalluio, KoTopas onpeaeiseT
YCTPOMCTBO.
2) On obecrnieurBaeT pa3rpaHUUCHUE TAHHBIX B COOTBETCTBUU C TPEOOBAHUAMU
(hU3MYECKOM CUTHAIIU3AIMU CPEIbl TIEpeaun TaHHbIX.
3) On nomernaeT UHPOPMAIIUIO B KaJIp, YTO MO3BOJISIET HECKOJIBLKUM MTPOTOKOJIAM YPOBHS
3 UCTOJIB30BaTh OJIMH U TOT K€ CETEBOM UHTEep(PEic U cpey nepenadu JaHHbIX.
4) OH onpenenseT MporpaMMHBIE MPOIIECCHI, KOTOPHIE 00ECIIEYNBAIOT padoTy
(hM3UYECKOTO YPOBHSI.

19. Kakoit MeTon McCHoNb3yeTcs Uisl YIPABJICHHUS aCCOLUMATUBHBIM JOCTYIIOM B

OecrpoBOAHOM ceTr?

1) CSMA/CD;
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2) IPUOPUTETHOE YIIOPSII0YEHUE;
3) CSMA/CA,
4) sctadeTHas repeaaya.

20. Yro mpoucCXOgUT B MPOIECCe WHKANCYIALMA Ha KaHAJIbHOM YpPOBHE Ha
KOMITBbIOTEpE, MOAKII0YeHHOM K ceTu Ethernet?

1) no6asnsercs IP-anpec;
2) mobGaBIsieTCsl JIOTHUECKUH ajipec;
3) noGaBnsercs PU3NYECKUiA apec;
4) nobaBinsgeTcss HOMEp MopTa Mmpoliecca.

21. B dyem 3akiO4arOTCs TPU OCHOBHBIE (PYHKIIMOHAJIBHBIE BO3MOXKHOCTH,
MpPEI0CTaBIIsIEMbIEC MHKAIICYIISIIIUEHN TaHHBIX YpoBHS 27 BriOepute Tpu BapuaHTa OTBETA.
1) ucnparieHue omuOOK C MOMOIIBIO METOJIa OOHAPYKEHUSI KOJUTU3UM;

2) ynpaBJeHHE CEaHCaMU C UCIIOJIb30BAHUEM HOMEPOB MOPTOB;
3) agpecariysi KaHaJIBHOTO YPOBHS;

4) pa3MmerieHne U yJaJeHrue KaapoB U3 CpeJibl epeiauu TaHHBIX;
5) oOHapyxenue ommbok B pamkax pacuétoB CRC;

6) pazjesieHue Tpyni OUTOB B KaJphl;

7) npeobpa3zoBaHyrie OUTOB B CUTHAJIbI IAHHBIX.

22. HazoBute naBe xapakrepuctuku MAC-aapecoB Ethernet? BriGepute nBa

BapHaHTA.

1) oHHu sBISAIOTCA TJI00ATBHO YHUKATbHBIMU;

2) OHM BCeTAa MapIIpyTU3UPYIOTCs B IHTepHETE;

3) oHu BeIpaxarotcs 12 mecTHaguaTepuuHbIMU HUppaMu;

4) MAC-aapeca UCHIOIB3YIOT THOKYIO HEPAPXUUECKYIO CTPYKTYPY;

5) MAC-agpeca nmokHBI OBITh yHHKAIBHBIMH Juis HHTepdeiica Ethernet wu
MOCJIeTI0OBaTEILHOTO HHTEp(eiica ycTpoiicTBa.

23. Uto cnenaeT ycTpoicTBO npu nosydennn kaapa Ethernet pazmepom 60 6aitt?
1) oT6pocut kasp;

2) 0O0paboTaeT Kaap Kak ecTh;

3) oTmpaBUT COOOIIEHHE 00 OITMOKE Ha YCTPOHCTBO-OTIIPABUTEIIb;
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4) no6aBUT OAaWTHI CO CIlydyallHBIMU JAHHBIMH JUIS JOCTHDKECHHUS pa3Mepa Kazapa B 64
OaiiTa, ocje 4yero nepenuier Kaip.
24. Yro cnenaet y3en B cetu Ethernet, ecau momyuut kaap ¢ MAC-aapecom
Ha3HAYCHHUsI, KOTOPHIH HE COOTBETCTBYET ero coocteeHHOMY MAC-anpecy?
1) Or6pocur kap.
2) Ilepenuier kaap Ha CACTYIOMIUNA Y3€ll.
3) Yanut kaap u3 cpebl.
4) OTOpocHT 3aroI0BOK KaHAJIBLHOTO YPOBHS is poBepku [P-aapeca momyyarens.
25. B kakux IByX cIydasXx KOMMYTaTOp MepenuieT Kaap U3 KaKI0ro IopTa, KpoMe
MopTa, 4Yepe3 KOTOPHBI ATOT Kaap ObuI nosiyueH? Beibepure qBa BapuaHTa.
1) nist kagpa B Ka4eCcTBE a/ipeca Ha3HAUCHHUS YCTAaHOBJICH IIMPOKOBEIIATENIbHBIN a/Ipec;
2) KOMMYTaTOpy HEM3BECTEH a/IpeC HA3HAUCHUS,
3) agpec UCTOYHHMKA B 3ar0JIOBKE KaJipa sIBJISETCS MIMPOKOBEIIATEIBHBIM aJIPECOM;
4) ampec UICTOYHUKA B KaJIpe SIBIIAECTCS IPYIIOBBIM aJpEeCcoM;
5) agpec Ha3HAUYCHUS B KaJpE SIBISETCS U3BECTHBIM WHIUBHUIYaIbHBIM aJIPECOM.
26. Kakoii crioco0 KOMMYyTaIlid UMEET CaMblii HU3KUI YPOBEHB 3aJI€PIKKHU?
1) ckBO3Has KOMMYTAIUS;
2) KOMMYTalUsI C MPOMEKYTOUHBIM XpPaHCHUEM;
3) KOMMYyTAaIMs C UCKITFOUEHUEM (PparMeHTOB;
4) ObICcTpas epechuUIKa.
27. Kakue nBe KOMaHIbI MOXXHO HCMOJB30BaTh Ha y3ie Windows, 4ToOBI
0TOOpa3uTh TabyMIly MapiipyTuzanuu’? Beibepure 18a BapuaHTa OTBETA.
1) netstat -s
2) route print
3) show ip route
4) netstat -r
5) tracert
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[Ipunoxenue 8

[IpoeKT sIBIsieTCsl OJTHUM U3 BUIOB CAMOCTOSTEIBHOM pabOThI, MPETyCMOTPEHHON
B Xoj¢ oOydeHus 1o mporpamme. Ilegaror okaspiBaeT KOHCYIbTAIMOHHYIO TTOMOIIb B
BBINOJIHEHUH MPOECKTA.

B kommekT  00s3aTeNBHBIX  MaTEpUalioB, KOTOPBIE  IPEIACTaBIISIOTCS

00y4aroIuMcsl, BXOANUT: UCXOJHBIA KO/ MPOTPaMMBI B apXUBE, MPE3CHTAIUS TPOCKTA.

BaaHK oneHEE HHIHBHIYAIbHBME/ TPYIIIOBHIX IPOEKTOB
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AHHOTALUA

[Iporpamma  «CucTeMHOE  aJIMUHUCTPUPOBAHUE»  HMEET  TEXHHYECKYIO
HaIlPaBJICHHOCTh, B XOJ¢ OOydYeHHs OOydyaroluecs MpUOOIIAITCI K HH)XCHEPHO-
TeXHUYCCKMM 3HAHUSM B 00JacTH WHGOPMAIMOHHBIX TEXHOJIOTHH, (OPMHUPYIOT
JIOTHYECKOE U TEXHUYECKOE MBIIIIJICHUE.

JlanHas oOpa3zoBareibHas IporpaMma BKJIIOYaeT B ceOsl JOCTHDKCHHUS Cpa3y
HECKOJIbKMX HampaBlicHMHW. B mpomecce aJIMUHUCTPUPOBAHUS JIETH MOJIy4ar
JOTIOJIHUTEJIbHOE 00pa30oBaHKE B 00JIACTH MaTEeMaTUKH, SJIEKTPOHUKH M UH(POPMATHKH,
a TaK)Ke 3HaHHUA B 00JIACTH TEXHUYECKOI'0 aHIIMMCKOIO SA3bIKA.

[Iporpamma «CucteMHOE AIMHUHUCTPUPOBAHUE» TO3BOJISIET MOJYYUTH JETSIM
HEOOXOIUMBIA 00BEM 3HAHUI B 3aBUCUMOCTH OT YPOBHSI TIOJTOTOBKH M TIOTPEOHOCTH.

[Iporpamma paccunrtana Ha oOy4daroniuxcs 12—16 ner.



